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In this Installation Guide

In this Installation Guide

This Remote Advisor Installation Guide is the written instruction to install the Agilent
Remote Advisor software on the Gateway and Data Source PCs, connect Instruments
to the Data Source, and configure Remote Advisor to communicate to the Agilent
Instruments. The Remote Advisor Installation Guide is written in the optimal order for a

successful installation.
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Introduction

Introduction:

This installation guide is intended to be used for the installation and configuration of
Agilent Remote Advisor. The installation process refers to the Remote Advisor
Installation Planner. Remote Advisor Installation Planner.xIs is a tool used to collect
pertinent information necessary to plan and install Remote Advisor. Remote
Advisor Installation Planner.xlIs is supplied to the customer from the Agilent Site
Prep Specialist and completed in advance.

**Important **

Verify that all Remote Advisor Gateway and Data Source PCs have a unique
name. Avoid generic names for the Gateway PC. The name should be site
specific to avoid duplication on the Agilent Remote Advisor Enterprise server.

PCs received from Agilent used for ChemStation, EZChrom clients, and Remote
Advisor Gateway ship with a preconfigured name of Chemstation01 or
DataSystemO1. This name must be changed so all Remote Advisor PCs have a
unique name.

Verify the installation is operational with the Agilent Customer Call Center to confirm
completion of the installation

Email any corrections and suggestions to improve this Installation Guide to
RemoteAdvisorSupport@agilent.com

Supporting Documents

Documents supporting the installation of Remote Advisor are found in the
\documentation\installation Documents folder of the Remote Advisor installation CD

o Remote Advisor Installation Checklist.pdf
o Remote Advisor Installation Guide for AO20x.pdf
o Remote Advisor Supplemental Informatin.pdf

Image Captures

Gateway and Data Source installation images were captured with Windows 7.
Images may vary with older operating systems

Important Upgrade Information:

Installation of Remote Advisor A.02.08 will upgrade A.02.04 and later Gateway and
Data Source. Configuration files for the Gateway and Data Source will be archived
for the reinstallation of A.02.09. Do not uninstall previous versions. The A.02.09
installer requires the previous version to archive the configuration files.

SMTP Mail server settings are not archived. Follow the Archiving SMTP Mail
Server appendix.
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Agilent Provided Gateway PC Installation

1 Agilent Provided Gateway PC Installation

This section describes how to install the Agilent Provided Gateway PC with
Windows 7.

1.1 Preliminary Installation for Windows 7 Gateway PC

This procedure installs the Windows 7 Gateway PC hardware and configures the
basic PC settings. Refer to the Remote Advisor Installation Planner for the Gateway
PC name completed by the customer for this installation. Create a PC name that will
be unique to the location or the customer.

Connect the monitor, keyboard, mouse, and power to the PC
Do Not connect the PC to the network
Power on the Gateway PC > Windows 7 Professional Setup window displays
Select the appropriate Country or region, Time and currency, and Keyboard
layout
Select the Next button
Type a user name: Suggestion RA
Type a Computer Name that is unique to the location. The name may also be
provided in the Remote Advisor Installation Planner prepared for the installation
Select the Next button
Type a password: Suggestion 3000hanover
Type a hint
Select the Next button
Accept the license terms
Select the Next button
Select Ask me later for the Updates
Select the Next button
Select the Time Zone for the Gateway PC location
Set the time and date
Select the Next button
Select the Work network
Select the Next button > Windows starts Welcome to your Agilent Technologies
Data System window is displayed
Select the | Agree button
e Restart the computer
e  Select the Windows icon
o  Select the arrow to the right of the Shutdown button
e Select Restart > The PC will restart
e Proceed to the next section

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

1.2 Windows 7 Gateway PC Configuration

This procedure connects the Gateway PC to the network and configures the
PC for use with Remote Advisor.

Single NIC Gateway Installation

All Networked devices are All in One Network
connected to the corporate network.

The Gateway PC is able to

communicate to the Internet and to Internet

the Data Source PC through the

same network connection.

A single network interface Corporate Network ()

connection is used for both All in
One and Segmented Networks

F ur w EE % @
= -
Corporate Networked Remote Advisor
Devices Gateway
Segmented Network
Internet
( Corporate Network
Router
Corporate Networked Remote Advisor
Devices Gateway

Laboratory Network Segment

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

Dual NIC Gateway Installation

The Laboratory network is an
isolated network with no
connection to the corporate
network and no connection to
the Internet. The Gateway PC
will connect to both the corporate
and isolated networks.

Isolated Network

Internet

Corporate Network

Corporate Networked Remote Advisor
Devices Gateway

Laboratory Network Segment @

Log in and Virus Scan Installation

Laboratory

e Log on to the Gateway PC using the following username and password

Username = admin
Password = 3000hanover

e Select the | Agree button on the Welcome to your Agilent Technologies Data

System window

e Instruct the customer to install their virus protection software before proceeding.

If the network is required to install the virus protection software, have the
customer install the virus protection software immediately after connecting the

Gateway PC to the network.

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

1.3 Disable Windows Firewall

Windows Firewall may cause communication issues between the Gateway and Data
Source Remote Advisor components. Windows Firewall is on by default. It is
recommended to disable Windows Firewall before installation of Remote Advisor.

Programs (1}

ﬂ Windows Fireweall with Advanced Security

Control Panel {3)

9 Wifindows Firewrall
9 Allow a prograrm through Windows Firewall
P Check security status

< See more results

Iwindows firewa||| | B | | Logoff | »|
3 AEEIEIC]

e Select the Windows Start button
o Type Windows Firewall in the search window
¢ Double click Windows Firewall with Advanced Security under Programs

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

File Action View Help

=

& Windows Firewall with Advance
[ Inbound Rules
% Outbound Rules
B Connection Security Rules
. B, Monitaring

&% Windows Firewall with Advanced Security

ith Advanced Secu

y on Local Computer

ﬁ “wiindowes Firewsall with Advanced Security provides netwark security for Windows computers.

Owerdiew

@ These seltings re being managed by vendar appication Spmantec Endpoint Frotection
Domain Profile

@ windows Firewalis on. e

© Inbound cannections that do nat match a rule are blocked.

@ Outbound connections that da not match a rule are allowed

Private Profile is Active

@' windows Firewallis on.

© Inbound connections that do nat match a rule are blocked.

@ Outbound connections that da not match a 1ule are slowed

Public Profile is Active
@ windows Firewallison, g—
© Inbound connections that do ot match & rule are blocked,

@ utbound connections that da not matsh a ruls are allowed

B windows Firewall Properiies

Getting Started

icate c

Create cannection securiy nules to specify how and when cannections between computers are authentic
protected by using Internet Pratocol secuiy [|Psec

B3 Connestion Secuity Aules

View and create firewall rules

Create firewall les to allow or block connections to specified programs or ports. You can also allow @ co
itis authenticated, or i it comes fiom an authorized user, group, or computer. By default, inbound connec:
hinkart 1nlaes ey match 2 nile that Allnus tam and motheond eonsections s sllnoed Deless Hhe m

< T b

==

==

Actions
Windows Firewall with Advanced Security on Local... &
@) Import Policy..
45 Export Policy..

Restore Default Policy

Disgnose / Repair

View 3
6] Refresh
[E] Properties

H Hep

o Windows Firewall is on for all three profiles
e Select the Window Firewall Properties link

Revision A.02.09.008

Agilent Technologies Copyright 2014

January 2014



Agilent Provided Gateway PC Installation

Windowws Firewall with Advanced Security on Local Cornputer Pro.., @

Diamnain Profile | Private Profile | Public Prafile | |Psec Settings|

damair.
State

i P Firevaall state:

Seltings

Lagaing

Firevaall behavior.

S pecify behavior for when a computer is connected to ite corporate

. On [recommended
Inbound connectiong:
Outbound connections: Allows [default) w7
Pratected network, connections:

S pecify setting.s that control *indows
Specify logging settings for
| troubleshooting.

Leam more sbout these settings

[ On [recommended) - ]

[

ak. H Cancel ] Apply

e Select off for the Firewall state in the Domain Profile tab

e Select the Private Profile tab

network location,
State

Settings

Logging

Windows Firewvall with Adwvanced Security on Local Computer Pra,., @
Diomain Profile | Private Prafile | Public Prafile | IPsec Settings|

S pecify behavior for when a computer is connected ta a private

Firewall state:
. On (recommended
Inbound connectiony:
Outhound connections: Allowe [default) -
Frotected network. connections:

Specify zettings that control Windows

Firevaall behavior,
Specify logging settings for
| toubleshooting.

Learn more about these setting:

[ On [recommended) -

[

QK H Cancel H Apply

e Select off for the Firewall state
e Select the Public Profile tab
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Agilent Technologies Copyright 2014
1-6

January 2014



Agilent Provided Gateway PC Installation

Windowws Firewall with Advanced Security on Local Cornputer Pro.., @

Diomain Profile | Private Profile | Public Profile | |IPzec Settings|

S pecify behavior for when a computer iz connected ta a public network:

location.
State
Firevaall state: On [recommended) 2
i . On [recommended)
Inbound connection s s
Outbound connections: Allows [default) w7
Pratected network, connections:
Seltings

Specify settings that control Windows
Firevaall behavior.

Lagaing

S pecify logging sethings for
| toubleshooting.

Leam more sbout these settings

Cancel ] [ Apply

e Select off for the Firewall State
e Select the OK button

& Windows Firewall with Advanced Security
File Action View Help

“=@Ed

B Windows Firewall with Advance on Local Computer Actions
<3 Ightﬂh“"d SUR‘!i = | Windows Firewsll with Advanced Security on Local., &
E c:nn::w ;:csm - ‘ Windows Firewall with Advanced Securly provides network secuilty for Windows computers & Import Policy..
, B, Monitoring 45| Export Palicy..
Overview Restore Default Palicy

These selfings are being managed by vender application Symartee Endpaint Frotection Diagnose / Repair

Domain Profile Wiew »
I indows Firewallis off, <= [d Refresh
, ST - Propert
Private Profile is Active D roperes
Help

B indows Firewallis ot —
Public Profile is Active
@ Windows Firewallis off. <—

B “indows Firewall Fioperties

Getting Started

icate c icati p

Cieate connection sscuity tules ta specify how and when connections betwesn computers are autheni
protected by using Intermet Protocol secuity (IPsec),

) Connection Security Fules

View and create firewall rules

Create firewall ules to allow or black connections to specified prograns or parts. You can also alow a co'—
itis authenticated. or if it comes fom an suthorized user. group. or computer. By default inbound connec
blocked unless they match 3 e that allows them, and outbound Gennections are aliovied Urless they m
blacks thern.

Y inbound Rules

B Outbound Rules

View current firewall and IPsec policy and activity

View infarmation abaut cunenty applied frewall and cannection securty ules and securlty associations b ~
! m, 3 £ n 3

Windows Firewall is now off for all profiles
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Agilent Provided Gateway PC Installation

Single NIC Gateway Connection

e Connect the primary NIC of the gateway PC to the network. This is the NIC on
the main board of the PC.

Dual NIC Gateway Connection

Dual NIC configuration requires one of the two network interface cards to be
configured for a static IP address.

o Connect the Primary NIC of the Gateway PC to the Isolated Laboratory Network.
This is the NIC on the main board of the PC.

e Connect Secondary NIC to the corporate network. This is the NIC that was added
to the PC.

Disable Network Interface Power Management

Power Management for the NIC will put the PC in sleep mode if there is no network
activity. Power Management should be disabled on each network interface to prevent
the computer from going to sleep if there is no network activity.

“w

[ S OTH

Open

Map network drive...

Dizconnect network drive...

Create shortcut
Delete

Properties

¢ Right click the Network icon on the desktop
e Select Properties > Network information window is displayed

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

[ESTEER)

St » Control Panel » Network and Internet » Network and Sharing Center

QU

v|¢’|

Search Control Panel

Ch dapter setti [ ™ "
A [

Ch dvanced shari '
set;:gia vanceC Nl 7900RA0L Multiple networks
(This computer)

Wiew your active networks

See also
HeomeGroup L; l Network
Internet Options 78 Work network

Windows Firewall

Access type:
Connections: [

Control Panel Home ’ ; . . -
View your basic network information and set up connections

O See full map

Internet
Connect or disconnect

Internet
Local Area Connection 2

¢ Select the Change adapter settings link

Unidentified network [EEI Disable

@2 Intel(R) 82567LM-3 Gig ]

Diagnose

"&? Bridge Connections

Create Shortcut
Delete

'5' Rename

rf-!ft' Properties |

L_' Local Area Connection [ . Local Area Connection 2
L o

@U" TE' <« Metwor.. » MNetwork Connections » - |4'r¢| | Search Network Connections D |
Organize » Disable this network device Diagnose this connection  » 5« O -@-

etXtreme Gigabit Eth...

L

¢ Right click the network adapter for Local Area Connection
o Select Properties > Local Area Connection Properties window is displayed

Revision A.02.09.008 Agilent Technologies Copyright 2014
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Agilent Provided Gateway PC Installation

£ !
I Local Area Connection 2 Properties ﬁ

Networking | Sharing

Connect using:

L¥ Broadcom NetXtreme Gigabit Ethemet

This connection uses the following tems:

L ol Cliert for Microsoft Networks

4Bl 105 Packet Scheduler

E,j File and Printer Sharing for Microsoft Metworlks

4. Broadcom Advanced Server Program Driver

<t |ntemet Protocol Version 6 (TCP/IPvE)

i Intemet Pratocol Version 4 (TCP/1Pv4)

i Link-Layer Topology Discovery Mapper /0 Driver
-4 Link-Layer Topology Discovery Responder

’ Install... ] [ Uninstall ] Pro

perties
Description
Allows your computer to access resources on a Microsoft
networlc.
| ok |[ Cancel
L >

e Select the Configure button

p ~
Broadcom MetXtreme Gigabit Ethernet Properties M

| General | Advanced | Driver | Details | Power Managemert

E. Broadcom Mettreme Gigabit Ethemet
=

[ Allow the computer to tum off this device to save power
Allow this device to wake the computer

Cnly allow a magic packet to wake the computer

Waming: If this is a laptop computer and you run it using battery power,
allowing the network adapter to wake the computer could drain the batteny
more quickly. it might also cause the laptop to become very hot if it wakes
up while packed in a camying case.

[ ok ][ cancel |

-
8

e Select the Power Management tab
e Remove the check from Allow the computer to turn off......
e Select the OK button and OK all proceeding window
¢ Repeat this procedure for the Local Area Connection 2 interface
Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

1.4 Single NIC Configuration

Single NIC configuration connects only one network interface to the network. This
procedure disables the second NIC

= | B S
@n\:}v| E-' « Metwor.. » Metwork Connections » - |¢f| Search Network Connections 0 l
Organize » Disable this network device Diagnose this connection  » -+ O l@l
L-'- Laboratory Metwork .L“. Local Area Connectiop2 .
= _ Unidentified network | b= Metwork | & DiSEb"El
@2 Intel(R) 82567LM-3 Gigabit Netwo... | @ Broadcom NetXireme Status
Diagnose
r{’_}' Bridge Connections
Create Shortcut
Delete
'EE' Rename
r\ﬂ_;' Properties
¢ Right click Local Area Connection 2 (Broadcom NetXtreme)
e Select Disable
1.5 Dual NIC Configuration
The network interfaces are renamed for clarity
( SHEENTS)
@n\‘;}-v| E-' « Metwor.. » Metwork Connections » - |¢f| Search Network Connections j e l
Organize » Disable this network device Diagnose this connection  » - + [ l@l
L-' Local Area Connection _ 1 == Local Area Connection 2
b m,.““s Unidentified network | @ Disable
i f ILM-2 Gigd Wi igabi
= Intel(R) 82567LM-3 Gig Status etitrerme Gigabit Eth...
Diagnose
'E:g" Bridge Connections
Create Shortcut
Delete
|'?:;" Rename
'f:g" Properties
¢ Right click the Local Area Connection
e Select rename
Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Provided Gateway PC Installation

‘L-..,!f Unidentified netnark
R Intel(R) 82567Lk-3 Gigahit Metwo,.,

e Type Laboratory Network — The isolated network is connected to the primary
interface
e Press the enter key > Laboratory Network is now displayed as the network name

_'-. Labaratary Metwark
%“‘ Unidentified netnoark

W Intel(F) 52567LM-3 Gigahit Netwo...

( ESEEESC)

@U'| EJ' « Metwor.. » Metwork Connections » - |¢f|| Search Network Connections p|
Organize » Disable this network device Diagnose this connection  » -+ O @
L-“. Laboratory Metwork L‘- Local Area Connection 2 |
o= _ Unidentified network e Network Fg Disable

W Intel(R) 82567LM-3 Gigabit Netwo... =" Broadcom Met¥treme e
Diagnose

H Bridge Connections

Create Shortcut
Delete

® Renare |

® Properties

¢ Right click Local Area Connection 2
e Select Rename

: " Local Area Connection 2
e Metwork

[ W Broadcom Metitreme Gigabit Eth... |

e Type Corporate Network — The isolated network is connected to the primary
interface
e Press the enter key > Corporate Network is now displayed as the network name

c. Corporate Metwork
Tommre  Metwork

@2 Broadcom Metitreme Gigabit Eth.., |
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Isolated Network IP Address

The Isolated network requires a Static IP address. This procedure configures the
Isolated Network for a static IP address.

=5 E=E
@th‘_ﬁ » Control Panel » Metwork and Internet » Hetwork Connections » ~ [ 43 || Search tietwort Connections 2|
Organize Disable this network device Diagnose this connection Rename this connection View status of this connection  » B~ 00 '@'
o C te Metwork ™ Laboratary Metwark |
R oo |!§5; e
G Broadcom Netitreme Gigabit Eth... ST Intel(R) 8256TLM-3 Gif
Status
Diagnose
’@ Bridge Connections
Create Shortcut
Delete
'5' Rename
[ “:‘;1 Properties
e Right click the Laboratory Network
e Select Properties
U Local Area Connection Properties M
Networking | Sharing
Connect using:
LF Intel(R) 82567LM-3 Gigabit Netwark Connection
This connection uses the following tems:
& Cliertt for Microsoft Networks
SQDS Packet Scheduler
gﬁle and Printer Sharing for Microsoft Networks
<. Broadcom Advanced Server Program Driver
i Intemet Pratocol Version 6 (TCP/IPvE)
IS Intemet Protocol Version 4 (TCP/1Pvd)
-4 Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder
Description
Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networls.
[ ok |[ Cancel |
N o
e Select Internet Protocol Version 4 (TCP/IPv4)
e Select the Properties button
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r ~
Internet Protocol Version 4 (TCP/IPvd) Properties @Iéj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
I @) Use the following IF address: I

IP address:
Subnet mask:

Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server:

[ validate settings upen exit

[ OK ][ Cancel I

e Select Use the following IP address
o Enter the IP Address, Subnet mask, and Default Gateway information

Note: The IP Address information is supplied by the customer in the Installation
Planner

e Select the OK button

o Close the Laboratory Network properties window

Binding Order

The Binding Order of the network interface cards determines the priority for
communications. The binding for the Laboratory Network must be first for best
performance.

The Network Adapter screen does not display a toolbar

E=8 Bl )
@Qvul » Control Parel » Metwark and Internet » Metwark Connectians » ~ [ 43 || Search tietwort Connections ]
Organize = BE~ O @
L W ey
@ Broadcom MetXtrerne Gigabit Eth... W Intel(R) 82567LM-3 Gigahit Metwo...
e Press the alt key on the keyboard > the tool bar is displayed
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| ]
@Qvl & » Control Panel » Network and Internet » Metwork Connections » - |‘f ‘ ‘ Seorch Metwork Connections 2|
Eile  Edit View Tools [AGUSRESHN Help
Organize * Disable th Operator-2ssisted Dialing |on Rename this connection View status of this connection » ﬁ:: ~ @ ."_@'.

= Remote Access Preferences...
L. Corporate Metwg bavork
-

:_ Metwork Eridge Connections rwark
@~ Broad et M-3 Gigabit Metwa,.,
[ARSCRNLRS Advanced Settings., el

Select Advanced from the toolbar
Select Advance Settings from the menu > Advanced Settings window is displayed

Advanced Settings @

Adapters and Bindings | Provider Order |

Connections are listed in the order in which they are accessed by
network services.

Connections:

8| sboratorny Metwork
A= Corporate Metwork,
|5 [Remate Access connections]

<[]

Bindings for Labaratary Metwark:

g File and Printer Sharing for Microzoft Metworks
i |nternet Protocol Yersion 4 [TCP/IPwd)
i |ntemet Protocol Yersion & (TCP/IPvE)
lient for Microzoft Networks

<& |nternet Protocol Yersion 4 [TCP/IPw4)

i |nternet Protocol Yersion B [TCP/IPwE)

[l [=]

oK | Cancel |

Select the Adapters and Bindings tab

Select Laboratory Network

Move Laboratory Network to the top using the up arrow
Select the OK button
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1.6 Configure BIOS for PC to start after Power Outage

PCs normally remain powered off after a power outage. The Gateway will be missing
on the Enterprise server until the Gateway PC is powered back on. The PC BIOS
can be configured so that the PC will power on after a power outage.

BIOS configuration will vary from by PC manufacturer and PC model. The Gateway
PC that Agilent ships for Remote Advisor is manufactured by HP. The guidance
below is to modify the BIOS for an HP PC.

HP PC BIOS Configuration to start PC after a Power Outage

Restart the PC

Press F10 multiple times while the PC is first powering on to enter the BIO
configuration. The BIOS configuration menu will display

Select the Advanced menu

Select the Power on Options, this is what happens after the computer loses
power, and to change the behavior of the Power On Self Test (POST)
Modify the Power On option so that the PC will start after a power outage using
the left and right arrows to change the setting.

Save the change by following the instructions on the screen.

Select File Menu

Select Save and Exit
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2 Gateway Software Installation
The Agilent Remote Advisor Gateway software is installed and the Gateway is

deployed in this section.

Information required to complete the Gateway software installation is found in the
Installation Summary workbook in the Remote Advisor Installation Planner.xls

prepared for this installation. Remote Advisor Installation Planner.xls is prepared
during the Site Prep phase of the Remote Advisor installation.

2.1 Gateway PC Requirements

Gateway PC Hardware Software Requirements

CPU 3.4 GHz or greater

Disk Drive 10 GB or greater available free space
RAM 4 GB or greater

Optical Drive DVD +/- RW (Required)

Supported English
Operating Systems

Windows XP Professional SP3 or greater
Windows Sever 2003 SP2 or greater
Windows Server 2008 SP1 or 2008 R2 or
greater

Windows 7 32 & 64 bhit

Virus scanning Software

Installed according to site policy

Maximum Instruments
Supported

100
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2.2 Pre-Installation Verification

¢ Verify that the Gateway PC has a unique Computer Name

Windows 7
Contral Panel i4)
| 18 Renarne this cornputer
15 Change warkgroup harne

1B See the narne of this cornputer

33_', Change wour Windows password

- See rmore results

|renam| x|| | Logoff |» |

e - O
e Select the Windows Start button
¢ Type Rename in the Search section

¢ Double click Rename this computer > System Properties opens
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Windows XP

Open
CDicheck
Explore
Search...

Manage

Map Metwork Drive. ..
Disconnect Netwark Drive. ..

Create Shorbout
Delete
Rename

Properties

¢ Right click the My Computer icon on the desktop
e Select Properties from the menu > System Properties opens

System Properties
Systern Properties @

Computer Mame | Hardware | Advanced | Spstem Protection | Hemote|

Witidows uzes the fallowing information to identify your computer
S0 anthe netwark,

Computer dezcription: |

For example; "Kitchen Computer' or "Many's
Computer”.

Full computer name: RAELITED |

whorkgroup: WORKGROUR

To usze awizard to join a domain or workgroup, click Metwark D
Metwark 1D.

Torename this computer or change its domain or Change
workgroup, click Change.

[ Ok ] [ Cancel Apply

e Verify the PC name
¢ Change name if not a unique name
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Internet Access

o Verify that the Gateway can access http:\\RemoteAdvisor.chem.agilent.com with

Internet Explorer
System Time

o Verify that the Gateway time zone, date, and time are correct

‘ Toolbars 3

| Adjust dateftime ”

Customize notification icons

Cascade windowes
Show windows stacked
Showe windowes side by side

Show the desktop
Start Task Manager

v Lock the taskbar
J Properties

-

¢ Right click the system time in the lower right had corner of the system notification

area
e Select Adjust date/time > Date and Time window opens

,.,-ﬁaL' Date and Time @

Date and Time ‘ Additional Clocks I Inkernet Time

Date:
Tuesday, lanuary 25, 2011

Tirme:
8:27:33 &M

[ B Change date and time...

Time zone

(UTC-07:00) Mountain Time {US & Canada)

Change time zone...

Daylight Saving Time begins on Sunday, March 13, 2011 at 2:00 &AM, The
clock is set to go foraard 1 hour at that tirme,

Motify me when the clock changes

Get rmore time zone information online

Howw do T set the clock and tirme zone?

e Verify correct time and time zone
e Adjust time and time zone as required
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2.3 Changing the Windows 7 User Account Control to Never Notify

**Important™* User Account Control (UAC) notifies the user before changes
are made to the computer that require administrator-level permissions. The
default setting may interfere with the installation of all software components for
Remote Advisor. Itis highly recommended to turn the UAC to the Never Notify
Position to avoid improper installation of Remote Advisor software
components.

e Select the Windows Start button

Control Panel (51)

P Change User Account Control settings e—
ey Set up USE game controllers

fﬁ Change device installation settings
el Change the theme

= Change desktop background

- Change screen saver

- Change window colors and metrics
[5l Change or remove a program

7] Change temporary Internet file settings
8, Change your account picture

ﬂi Change your Windows password
5'!" Make changes to accounts

% Change power-saving settings

@ Change what the power buttons do
% Change when the computer sleeps
~f"-,- Set up parental contrels for any user

- See more results

|changeu < | | Shutdown | » |

o Type change user in the search field > a list of commands will display as you type
e Select Change User Account Control Settings > User Account Control Settings
window displays
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%) User Account Control Settings EI@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer,

Tell me more about User Account Control settings

Always notify

- - Default - Notify me only when programs try to make
changes to my computer

m

* [Don't notify me when I make changes to Windows
settings

lﬂ Recommended if you use familiar programs and visit

= o familiar websites.

Mever notify LUl

e Move the slide control from the current position A to Never notify position B

%) User Account Control Settings EI@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer,
Tell me more about User Account Control settings

Always notify

Never notify me when:

m

®  Programs try to install software or make changes to
my computer

® [ make changes to Windows settings

l.@.\ Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
| B because they do not support User Account Control.

Mever notify il

e e

e Select the OK button
o Restart the computer for the changes to take effect
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2.4 Installing the Remote Advisor Gateway Software

When upgrading an earlier release of Remote Advisor, install the Gateway software
without uninstalling the previous version.

Installation of Remote Advisor A.02.09 will upgrade A.02.04 and later. Configuration
files for the Gateway will be archived for the reinstallation of A.02.09. Do not uninstall
previous versions. The A.02.09 installer requires the previous version to archive the
configuration files.

SMTP Mail server settings are not archived. Follow the Archiving SMTP Mail
Server appendix, Appendix B.

o Install the Remote Advisor Gateway Installation CD in the CD drive.
e Browse the CD to :\Gateway Installer
e Double click AgilentGateway.exe > Install Shield Wizard opens
**Special note for Windows 7**
Right click AgilentGateway.exe
Select Run as Administrator
Open

f'!- Run as administrator ‘*_

Troubleshoot compatibility

InstallShield Wizard

m Agilent Bemate Advizor G ateway &.02.09 requires that the following requirements be
! 21 installed on your computer prior ta installing this application. Click Install to begin installing
© these requirements:

Statuz  Reguirement

Pending Search Gateway Setup Basic Requirements
Pending Axeda Deployment 5.1

Pending Axeda Policy Server 5.3.1

Pending Axeda Desktop Server B.1

[ Irvtall l I Cancel I

e Select the Install button > Basic requirements are installed, Axeda Deployment
Introduction window opens
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“m Axeda Deployment

& Introduction

© License Agreermemt
O Choose Install Folder
O Choose Shoricut Folder
O Pre-Installation Summary
@ Installing...

) Install Complete

Cancel

SN

Introduction

InstallAnywhera will guide you through the installation of Axeda
Deployment.

Itis strongly recommended that you guit all programs before
continuing with this installation.

Click the 'Next' button to proceed to the nest screen. Ifyou want to
change something on a previous screen, click the ‘Previous' button.

You may cancel this installation at any time by clicking the ‘Cancel
buttan.

Previous

Select the Next button > License Agreement window opens

"B Axeda Deployment

@ Intraduction

& License Agreement
©) Choose InstalliEald
(© Choose Shortcut Folder
(© Pre-Installation Summary
@ Installing...

@) Install Complete

Cancel

ESn

License Agreement

Installation and Use of Axeda Deployment Requires Acceptance of
the Following License Agreement:

Axeda Deployment Utility -

END-USER LICENSE AGREEMENT FOR AXEDR CORFORATION
SOFTWARE

IMPORTANT-EEAD CRREFULLY: This Axeda Corporation
End-User License Agreement ("EULA") is a legal
agreement between you (either an individual or a
3ingle entity) and Axeda Corporation (or one of its
subsidiaries) for the software product identified
gbove, which includes computer software and
associated media and printed materials, and may
include "online™ nr electronic documentation

- o

| | do MOT acocept the terms of the License Agresment

Previous I [ Mext

Agilent Technologies Copyright 2014
2-

e Accept the license agreement
e Select the Next button > Choose Install Folder window opens
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& Introduction

@ License Agreement
& Choose Install Fo
O Choose Shoricut Folder
O Pre-Installation Summary
@ Installing...

) Install Complete

Cancel

Choose Install Folder

Where Would You Like to Install?
C:\Program Files\Agilent\Remate Advisor\Deployment Utility

Restore Default Folder ” Choose...

’ Previous ] [ Nedt |

Select the Next button > Choose Shortcut Folder window opens

Gateway Software Installation

"B Axeda Deployment

@ Intraduction

@ License Agreemei
& choose Install Fo
& Choose Shortcut Folder
(© Pre-Installation Summary
@ Installing...

@) Install Complete

Cancel

e =
Choose Shortcut Folder

Where would you like to create product icons?
() In a new Program Group: Axeda Deployment

() In an existing Program Group: | Accessories

() In the Start Menu

(7) On the Desktop

() In the Quick Launch Bar

@ Other: | ws\Start Menu'Programs\Agilent\Gateway

() Don't create icons

Create Icons for All Users

Previous

Keep Other for the folder selection

Select the Next button > Pre-Installation Summary window opens
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“m Axeda Deployment

& Introduction

& License Agreement
& Choose Install Fol
& choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

) Install Complete

Cancel

SN

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
Axeda Deployment

Install Folder:
C\Program Files\Agilent\Remote Advisor\Deployment
Utility

Shortcut Folder:

c:
\Users\Admin\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Agilent\Gateway

m

Disk Space Information (for Installation Target):

4 L1 ] r

I Previous ‘ [ Install |

¢ Select the Install button > Axeda Deployment Utility installs. Install Complete

window displays

"r Axeda Deployment

@& Introduction

@& License Agreement
@ Choose Install Folde
& choose Shortcut Folder
@ Pre-Installation Summary
@ Installing...

& Install Complete

_____

o] & =

Install Complete

The installation of Axeda Deployment is finished, but some warnings
occurred during the install. Please see the installation log for
details.

Previous

e Select the Done button > Axeda Policy Server Information Needed window opens
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“m Axeda Policy Server

Information Needed for th...
a License Agreemiet

EI Choose Install FO:M
Listening Port

El E-mail Server

IEI System Error Motificationy:.
3] AuditLog

Use SSL

S5 Configuration

Axeda Policy ServerService
EI Directory Sener Configur...
B Pre-Installation Summary

EI Installing...

) install complete

Cancel

= & =
Information Needed for the Installation

You should have the following information available to complete
this installation:

1. Location where you wish to install the software

2. Paolicy Server configuration

m

a) Listening port (HTTF)

bj Outgeing email (SMTP) server

c) System error send-to email address

d} System error email from address i
&) Freguency (in minutes) of system error emails

) System error email subject

g} Number of days audit log information should remain in the audit log text

file

hj If S5L should be used

i) If 351 is used, S5L keystore and keystore passphrase

3. Service characteristics

Previous

Select the Next button > The License Agreement window opens

"R Axeda Policy Server

Information Needed for th...
License Agreem
[3) choose Install Fol
Listening Part

®) E-mail Server
System Error Motification:.
AuditLog

Use SsL

S5L Configuration

Axeda Policy Server Service
El Directory Semner Configur...
EI Pre-Installation Summary

IEI Installing...

IEI Install Complete

o] & =

License Agreement

Cancel

Installation and Use of Axeda Policy Server Requires Acceptance
of the Following License Agreement:

Axeda Policy Server -

END-USER LICENSE AGREEMENT FOR AXEDR CORFCRATICH
SOFTWARE

IMPORTANT-EEAD CRAREFULLY: This Axeda Corporation
End-User License Agreement ("EULA") is a legal
agreement between you (either an indiwvidual or a
3ingle entity) and Axeda Corporation (or one of its
subsidiaries) for the software product identified
above, which includes computer software and
associated media and printed materials, and may
inclnde "online”™ nr electronic documentatinm

=) | do NOT acoept the terms of the License Agreement

coapt the terms of the License Agreement

Previous ] [ Mext

Accept the License agreement
Select the Next button > Choose Install Folder window opens
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“m Axeda Policy Server

Information Needed for th...
License Agreeme
@ Choose Install Fo
IEI Listening Port
El E-mail Server
System Error Motificationy:.
3] AuditLog

Use SSL

S5 Configuration

Axeda Policy ServerService
Directory Sener Configur...
Pre-Installation Summary
Installing...

Install Complete

Cancel

[o] ® s

Choose Install Folder

Where would you like to install?
C:\Program Files\Agilent\Remote Advisor\Gateway Controller

Restore Default Folder ” Choose...

Previous ] [ Mext

o Keep the default installation folder
e Select the Next button > the Listening Port window opens

"R Axeda Policy Server

Information Needed for th...
License Agreeme
Choose Install Fo
[®) Listening Port
®) E-mail Server
System Error Motification ...
() AuditLog

Use 251

SS1 Configuration

Axeda Policy ServerService
Directory Senver Configur...
Pre-Installation Summary
Installing...

Install Complete

Cancel

[E=3[Eol ===
Listening Port
Enter the port number onwhich you wantthe Axeda Policy Server to
listen.
Port sooo Do not modify
- ’ Previous ] [ Mext

o Keep default port 8000 as the port number
e Select the Next button > E-mail Server window opens
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“ml Axeda Policy Server o] ® [
E-mail Server
Information Needed for th... Enter the hastname far your outgaing e-mail server.
License Agreement

Choose Install Fold
Listening Port
E-mail Server

|:| System Error Motificationy:.
3] AuditLog

B usessL

S5 Configuration

Axeda Policy ServerService
B Directory Semver Configur... Hostname smipserver.mycompany.com
EI Pre-Installation Summary

EI Installing...

) install complete

’ Previous ] [ Next

The E-mail server is used to send Axeda Policy Server error messages.
The Hostname for the SMTP E-Mail Server can be found in the Installation Summary
workbook in the Remote Advisor Installation Planner.xls prepared for this installation.

¢ Modify the URL to the SMTP email server URL.
e Select the Next button > Axeda Policy Server System Error Notification Settings
opens

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
2-13



Gateway Software Installation

“m Axeda Policy Server EI =] @
System Error Notification Settings
Information Needed for th.. Enterthe requested settings for System Error notifications.
License Agreement

Choose Install Fold
Listening Port
E-mail Server

@ System Error Motification ...
EI Audit Log E-mail address to send to| myemail@mycompany. com
B usessL

S5 Configuration
_L_)(g.ja Policy Server Sernvice Frequency (in minutes) of e-mails | 60
EI Directory Sener Configur...
EI Pre-Installation Summary

EI Installing...

) install complete

E-mail from address RAGC @agilent.com

Subject for System Error E-mails | o Gateway Controller Error Notification

’ Previous ] [ Nedt

o Modify the E-mail address to send to: remoteadvisorsupport@agilent.com

e Modify the Email from address to: (Gateway PC Name)@(Customer domain
name) Example RAPC321@company.com

e Select the Next button > Axeda Policy Server Audit Log window opens

“m Axeda Policy Server =3 Nl <=
Audit Log
Information Meeded for th... Enterthe number of days of audit log infarmation that you want to be

License Agreement
Choose Install Fo d
Listening Port
E-mail Server
System Error Motification ...
) Audit Log

B use ssL

S5 Configuration

Axeda Policy Server Service
[EI Directory Semnver Configur... Days 5
IEI Pre-Installation Summary

IEI Installing...

IEI Install Complete

available inthe user interface, Audit Log page.

’ Previous ] [ Next

e Change the Audit Log days to the customer’s requirement. Five days is the
default and is recommended. 60 is the recommended maximum number of days
e Select the Next button > Use SSL window open
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Listening Port
E-mail Server

() Audit Log
[P usessL

EI Installing...

Cancel

“m Axeda Policy Server

Information Needed for th... Axeda recommends thatvou use S5L. This will ensure that
License Agreement

Choose Install Fold

System Error Motification ..

S5 Configuration

Axeda Policy ServerService
EI Directory Sener Configur...
EI Pre-Installation Summary

) install complete

= & =
Use SSL

cammunications ¢hoth internal and external) are secure between the
server and its clients.

Ifyou do notwant to use S5L (HTTFS), please select"Mo".

T Yes

‘h’ @ Mo

Previous ] [ Next

e SSL must be kept “No”
e Select the Next button > Axeda Policy Server Service window opens

Listening Port
E-mail Server

IEI Installing...

Cancel

“m Axeda Policy Server

Information Needed for th... Install Axeda Policy Server Service
License Agreement

Choose Install Fold

System Error Motification ...

IEI Pre-Installation Summary

IEI Install Complete

BN

Axeda Policy Server Service

Audit Log Please check this checkbox if you want to install APS as a
Use 551 Service:

SSL Configuration Install as a senvice

Axeda Policy Server Service | Start service after installation:

[EI Directory Senver Configur... Start service

The APS service will be started automatically every time your
machine is restarted.

’ Previous ] [ Next

o Select the Next button > Axeda Policy Server Service window opens
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“m Axeda Policy Server EI =] @
Directory Server Configuration
Information Needed for th.. Do you weant to configure an external LDAP directory server?
License Agreement

Choose Install Fo
Listening Port
E-mail Server
System Error Motification ..

() Audit Log
Use SSL © Yes
SSL Configuration '1* @ Mo

Axeda Policy Server Service
E] Directory Server Configur...
IEI Pre-Installation Summary
I:I Installing...

) install complete

’ Previous ] [ Next

o LDAP directory server must be kept “No”
e Select the Next button > Pre-Installation Summary window opens

“m Axeda Policy Server =3 Nl <=

Pre-Installation Summary

Information Meeded for th... Please Review the Following Before Continuing:
License Agreement
Choose Install Folds Product Name:
Listening Port Axeda Policy Server
E-mail Server

System Error Motification ...

m

Install Felder:
Ch\Program Files\Agilent\Remote AdvisonGateway

Audit Log Controller

Use S5L

S5 Configuration Listening Port
Axeda Policy Server Service 8000

Directory Server Configur...
Pre-Installation Summary

I:I Installing...

I:l Install Complete System Error To Address

-

E-mail Server
smitpserver mycompany.com

’ Previous ] [ Install

¢ Review the Installation Summary. Use the Previous button to make corrections
e Select the Install button > Install Complete window opens
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“m Axeda Policy Server EI =] @
Install Complete
Information Meeded for th... Congratulations! Axeda Policy Server has been successfully
License Agreement installed.

Choose Install Fold
Listening Port
E-mail Server
System Error Motification ...
() Audit Log

Use SSL

SSL Configuration

Axeda Policy Server Service
Directory Server Configur...
Pre-Installation Summary
Installing...

) install Complete

Press "Done” to quit the installer.

Cancel Previous

e Select the Done button > Axeda Desktop Server Installation Introduction window

opens
“m Axeda Desktop Server Installation EI =] @
Introduction
Introduction Welcame to the Axeda Desktop Server Installation Application. Itis

strongly recammended that vou quit all programs hefore continuing
with this installation. Click the NWext' button to praceed to the nesxt
screen. If you want to change samething on a previous screen, click

| License Agreemienit

+] Choose InstalliFald

Senvice the 'Previous' button. You may cancel this installation at any time by
Pre-Installation Summary elicking the ‘Cancel’ buton.
I} Installing...

I:I Install Complete

e Select the Next button > Axeda Desktop InstallSheild Wizard window opens
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“m Axeda Desktop Server Installation

BN

License Agreement

Introduction
License Agreement
lj Choose Install'FoldErS

=) Senvice

() Pre-Installation Summary
[>) Instaliing...
EI Install Complete

Cancel

Installation and Use of Axeda Desktop Server Requires
Acceptance of the Following License Agreement:

Axeda Desktop Server

END-USER LICENSE AGREEMENT FOR AXEDZ CORPORATION
SOFIWARE

IMPORTANT-READ CRREFULLY: This Axeda Corporation
End-TUzer License Agreement ("EULA") is a legal
agreement between you (either an individual or a
3ingle entity) and Axeda Corporation (or one of its
subsidiaries) for the software product identified
above, which includes computer software and
associated media and printed materials, and may
include "online™ or electronic documentation

* (@) i zccept the terme of the Licenze Agrezment

(7) | do NOT acoept the terms of the License Agreement

Previous ] [ Mext

e Accept the License Agreement
e Select the Next button > Choose Install Folder window opens

"R Axeda Desktop Server Installation

Bl
Choose Install Folder

Introduction
License Agreement
[2) choose Install Fold

=) Senvice

[*) Pre-Installation Summary
[*) Instaliing...
) install Complete

Cancel

Where Would You Like to Install?
C:\Program Files\agilent\Remote Advisor'\Axeda Desktop Server

Restore Default Folder | | Choose...

’ Previous ] [ Next

o Keep the default installation file location
o Select the Next button > Service window opens
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“m Axeda Desktop Server Installation EI =] @
Service

IR Install Axeda Deskiop Server Senice
License Agreement
Choose Install Fo d
Service

Pre-Installation Summary
I=*) Installing. ..

I:| Install Complete Please check this checkbox if you want to install Axeda Desktop
SEerver as a service:

Install as a senvice

The Axeda Desktop Server service will be started automatically
every time the machine is restarted.

Previous ‘ [ Next

o Keep the check for Install as a service
Note!! Remove the check if the customer does not permit desktop sharing
software installation. Remote Collaboration will not function unless Install
as a service is checked.

e Select the Next button > Service window opens

“m Axeda Desktop Server Installation EI =] @
Service

Introduction Start Axeda Deskiop Server Service
License Agreement
Choose Install Fold
Senice
Pre-Installation Summary
I=*) Installing. ..
I:I Install Complete Start Axeda Desktop Server service after installation:
Start senice

’ Previous ] [ Next

o Keep the check in Start service
e Select the Next button > Service window opens
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“m Axeda Desktop Server Installation

[o] ® s

Service

Intraduction
License Agreement
Choose Install Fo !
Senvice

() Pre-Installation Summary
[>) Instaliing...

EI Install Complete

Cancel

Enter Axeda Desktop Server Service Mame

‘What would you like the Axeda Desktop Server service name to be?

Service Mame Axeds Desktop Server

’ Previous ] [ Next

[ ]
window opens

Keep the default Axeda Desktop Service name > Pre-Installation Summary

“m Axeda Desktop Server Installation

[o] ® s

Pre-Installation Summary

Intraduction
License Agreement
Choose Install Fo !
Senvice
Pre-Installation Summary
=) Installing...

Install Complete

Cancel

Please Review the Following Before Continuing:

Product Name:
Axeda Deskiop Server

Install Folder:
C\Program Files\Agilent\Remote AdvisorAxeda Deskiop
Server

Disk Space Information (for Installation Target):
Required: 101,585,046 bytes
Available: 36,033,306.624 bytes

’ Previous ] [ Install

e Select the Install button > Install Complete window is opens
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“m Axeda Desktop Server Installation EI =] @

Install Complete

Intraduction
License Agreement

+) Choose Install Folde
s Press "Done” to quit the installer.
Senice

Congratulations! Axeda Desktop Server has been successfully
installed.

Pre-Installation Summary
Installing...
E] Install Complete

_____

Previous

e Select the Done button > Agilent Remote Advisor Gateway A.02.09 Installation
Wizard window opens
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-

15 Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard |
Welcome to the InstallShield Wizard for
Agilent Remote Advisor Gateway A.02.09

The InstallShield(R) Wizard will install Agilent Remote Advisor
Gateway A.02.09 on your computer. To continue, dick Next,

WARNMING: This program is protected by copyright law and
international treaties.

< Badk L Mext = ] [ Cancel l

e Select the Next button > License Agreement window opens

1% Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard (5w
License Agreement i ;
Please read the following license agreement carefully. +

© Copyright 2011 Agilent Technologies, Inc.
All rights reserved.

| »

This software is provided by the regents and contributors “as is™ and any|-
express or implied warranties, including, but not limited to, the implied|”
warranties of merchantability and fitness for a particular purpose are
disclaimed. In no event shall the regents or contributors be liable for any | -
direct. indirect, incidental, special, exemplary, or consequential damages
(including, but not limited to, procurement of substitute goods or services; loss
of use, data, or profits; or business interruption} however caused and on any _

tnm e aF LAkl sl st e G s sedeand [ T S P B 1 S e et fma oA
bl I accept the terms in the license agreement Print

() I do not accept the terms in the license agreement

InstallShield

[ < Back ][ Mext > ] [ Cancel ]

e Accept the License Agreement
e Select the Next button > Destination Folder window opens
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ﬁ Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder,

G Install Agilent Remote Advisor Gateway A.02.09 to:

C:'\Program Files‘\Agilent\Remote Advisor\Gateway,

[ skip Deployment Settings.

Installshield

[ < Back l [ Mext = l [ Cancel l

e Select the Next button > Deployment — Basic Information window opens

‘j’_# Agilent Rermote Advisor Gateway A.02.09 - InstallShield Wizard

Deployment - Basic Information

Identification and authentication information for this Agent

Identification

D Update the Agent's Identification.

Model: |Gate;'.-a~r'

Serial: o aE TEO1

InstallShield

[ < Back ][ Mext > ] [ Cancel ]

e Select the Next button > Deployment — Enterprise Information window opens
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15 Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard |
Deployment - Enterprise Information i
Define the Enterprise server that the Agent will talk to here +

Enable a primary Enterprise server:

Host: remoteadvisor.chem.agilent. com -

HTTP Settings:

@ HTTP 1.1 persistent
TIHTTP 1.0 Timeout:  |300 seconds

Installshield

[ < Back ” Mext > ] [ Cancel

e Keep the check to Enable a Primary Enterprise server
e Select Host: remoteadvisor.chem.agilent.com
o Keep the default HTTP 1.1 persistent setting:
e Select the Next button > Deployment - Proxy Information opens
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15 Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard |

Deployment - Proxy Information
Optionally define proxy server information the Agent should use

D Enable Proxy Auto-Configuration:

URL:
Proxy: @) no proxy “I HTTP Pray “) SOCKS Proxy
Host: | Port:

[ ] Authenticate using the following information:

User name: |

Password: |

Installshield

[ < Back “ Mext> | [ Cancel I

The Proxy Information required to complete this window can be found in the
Installation Summary workbook of the Remote Advisor Installation Planner.xls
prepared for this installation. Remote Advisor Installation Planner.xls is prepared
during the Site Prep phase of the Remote Advisor installation.

The customer IT should be able to provide the Proxy information at installation time if
the Planner was not completed in advance.

e Configure the Proxy Information as necessary
o Select the Next button > Deployment — Customer and Location window opens
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15 Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard |

Deployment - Customer and Location
Spedfy customer and location information

Company or Organization:

Lab Mame: |

Line 1: |

Line 2: |

City: | State: | Fostal Code:

Country: | - |

Installshield

| < Back |[ Mext = ] | Cancel |

The information to complete Customer and Location Information is found in the
Installation Summary workbook in the Remote Advisor Installation Planner.xls
prepared for this installation. The Remote Advisor Installation Planner.xls is prepared
during the Site Prep phase of the Remote Advisor installation. The customer may
also assist with this information during installation.

**Important**

Verify that the information imported when upgrading from a previous release or
re-installing the Gateway software is the same as the information displayed on
the Enterprise Server.

Copy and paste the information from the Enterprise Servicer if it is different from the
imported data. The Enterprise server URL is http://remoteadvisor.chem.agilent.com
and requires a user account.

e Complete all appropriate fields according to the Deployment Information section
of the Installation Summary workbook in the Remote Advisor Installation
Planner.xls prepared for this installation.

e Select the Next button > Deployment-Contact Information window opens
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'ﬁ Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard 3
Deployment - Contact Information
Provide the contact information
Title: o | -
First name: |Jnhn \9
Middle name: | 9
Last name: |Jnhnsu:un +ﬁ€
Job Title: Lab Manager -
Job Type: [System Administrator -
Email |J.Jnhnson@RAEIibe.com
Telephone:  [3p3-555-1212
S |:| Copy on Remote Advisor Assist requests f—
| <Back | | Delete | | Add | [ ok |

Contacts entered in the Contact Information window are used by the Agilent
Customer Contact Center. The Agilent CCC will inform the contact when the
Gateway goes missing from the Remote Advisor Enterprise server.

e Enter the Contact information
**Note** Check Copy on Remote Advisor Assist request when the contact wants
to receive confirmation emails from all Remove Advisor Assist Requests

e Select the OK button
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15! Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard [

Ready to Install the Program
The wizard is ready to begin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

| < Back |[ Install l | Cancel |

e Select the Install button > InstallShield Wizard Completed opens if contacts were
added.

ﬁ Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard 3

Deployment - Contact Information

Warning! At least one contact should be added on new installations

InstallShield

| Add Contact | | skip Cantact |

Deployment Contact information warning message will appear if contacts were not
added in the previous steps.

e Select the Add Contact button to add at least one contact

e Select Skip Contact only if this Gateway has been previously deployed and
valid contacts are configured for this Gateway on the Enterprise server.
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-

15! Agilent Remote Advisor Gateway A.02.09 - InstallShield Wizard <=

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Agilent
Remote Advisor Gateway A.02.09, Click Finish to exit the
wizard.

e Select the Finish button > Agilent Remote Advisor Gateway A.02.09 Installation
Info... window and Gateway Port Settings.txt — Notepad opens

***mportant Installation Note*** in the unlikely event that the installation may not

completely install the installer rolls back the Installation. See Appendix F for details.

| Gateway Port Setting.tut - Notepad ==

File Edt Format View Help

This software uses certain ports that need to be available and not_blocked by firewall software

please ensure that these ports mentioned in the 1ist below are unblocked by any firewall software being used on this
computer

please refer to the documentation supplied by your firewall software vendor for the procedure to unblock these ports.
This is a 1ist of ports that have been configured for use by this software:

Por tNumber protocol Description

1) 8080 TCP Instrument Status Soap XML Port.

2) 8000 Tcp Remote Advisor Assist Port.

3) 3030 TP Axeda PolicyManager Port.

) 55555-55564 Tcp Autodiscover Port range.

5) 11120 upP Autodiscover Port. o
5] HTTP Gateway to Data Source Communication.
73 5920 VNG Remote Callaboration.

e Close Notepad

Gateway Port Settings.txt can be referenced in the c:\Program
Files\Agilent\Remote Advisor\Gateway directory

# Agilent Remote Advisor Gateway A.02.09 Installer Infor... 22

You must restart your system for the configuration
changes made to Agilent Remote Advisor Gateway
A.02.09 to take effect. Click Yes to restart now or No if
you plan to restart later.

e Select the Yes button to restart the Gateway PC
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Successful Deployment

Successful Deployment will be confirmed with Success as shown in the Agilent
Remote Advisor Gateway Deployment Check Utility which displays after PC restart.

G Agilent Remate Advisor Gateway Deployment Check Utility =]

v Success : Gateway Service has started successfully.

Success : Got response from Gateway Service.

"dmmtest.chem agilent.com”

v
\/ Success : Gateway is successfully installed and deployed to the Enterprise
+  Success : Contact details successfully sent to Enterpriss.

e Select the OK button

@

e Double click the Gateway Status Monitor icon in the Windows notification area to
open the Agilent Remote Advisor Gateway Status Monitor

Enterprise | Systems | Gateway Configuration | Log File | Contacts | Bemote Advisor Gateway Controller 7]
| Status Erterprise Ui Connection Gualty Curert Utiization #Systems Online_ # Systems Offine_ Giateway Uptime |
dtest chem.agiert com 7

Gateway Computer localhost - Soap Port 3080
T

[Gateway (ocalhost:3080)] [Agert Version (A.02.09)] [Last contact (Succeeded) on (7/24/2013 11:37 AM]]

e Select the Enterprise tab
The Status indicator will be green. Connection Quality will remain at 0% until the
Gateway Uptime is OHr 5Min or greater.
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2.5 Changing the Windows 7 User Account Control to Original

**Important™ ** User Account Control (UAC) must be set back to the
original setting if it was set to Never Notify to install Remote Advisor Gateway
software.

e Select the Windows Start button

Control Panel (51)

P Change User Account Control settings e—
[?é’; Set up USB game controllers

fﬁ Change device installation settings
= Change the theme

= Change desktop background

E Change screen saver

- | Change window colors and metrics
Change or remove a program

ﬁ] Change temporary Internet file settings
:33‘ Change your account picture

iﬂ, Change your Windows password
_'-E, Make changes to accounts

% Change power-saving settings

% Change what the power buttons do
3 Change when the computer sleeps
& Set up parental controls for any user

- See more results

|changeu X | | Shut down | » |

e Type change user in the search field > a list of commands will display as you type
e Select Change User Account Control Settings > User Account Control Settings
window displays
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%) User Account Control Settings EI@

i

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer.
Tell me more about User Account Control settings

Always notify

Never notify me when:

m

* Programs try to install software or make changes to
my computer

* Imake changes to Windows settings

-Z@Z‘ Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
| - | B because they do not support User Account Control.

Mever notify Ll

e

e Move the slide control from Never notify position B position A

%) User Account Control Settings EI@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer,
Tell me more about User Account Control settingg

Always notify
- - Default - Notify me only when programs try to make o
changes to my computer k|
* [Don't notify me when I make changes to Windows
—E=]- A settings
'(’,‘ Recommended if you use familiar programs and visit
- - familiar websites.
Mever notify Ll

Cancel

Select the OK button
¢ Restart the computer for the changes to take effect

Refer to the Gateway Status Monitor help for configuration and troubleshooting the
Gateway.
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Deployment Failure

Failure: Gateway is not connected to Enterprise, indicates that the Gateway did not
successfully connect to the Enterprise. One or more of the deployment
configuration settings are incorrect.

**The Gateway must be successfully deployed to the Enterprise before
proceeding with the Data Source installations.**

u'.}'. Agilent Remote Advisor Gateway Deployment Check Ukility 1[

\/ Success : Gateway Service has started successfully,

\/ Success | Got responze from G ateway Service.

2 Failure : Gateway iz not connected o Enterprige. Either it iz not deploped or deplovernent has failed.
Please use Deployment Utility to deploy it once again,

e Select the OK button
o Refer to the Appendix D, Axeda Deployment Utility, for instructions to correct the
Deployment discrepancies and successfully deploy the Gateway.
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3 Data Source Installation

3.1 Data Source PC Prerequisites

The successful installation of Remote Advisor is dependent on meeting the Data
Source PC Prerequisites. Site Prep should have been completed before the
installation to determine that the Data Source PCs comply with the Prerequisites.

The Gateway must be successfully deployed to the Enterprise before proceeding
with the Data Source installations.

Data Source PC is installed, operational, and is able to communicate to the
instrument

Data Source PCs must have a unique name to prevent duplicate PC names on
the network. PCs shipped from Agilent that are used for ChemStation and
EZChrom clients have a preconfigured name of Chemstation01 or DataSystem0O1.
Data Source PCs with other CDS and Standalone Data Source’s must have 1 GB
of memory or greater

Data Source PC is attached and communicating to the LAN that will communicate
to the Gateway PC

Data Source PC has Windows XP Pro SP2 or greater, Windows 7 32 bit or 64 bit,
or Windows Server 2008 Operating System

Agilent QQQ LCMS systems require Agilent MassHunter QQQ Acquisition
Software B.01.04 or greater to be installed before installing the Remote Advisor
Data Source.

Windows Firewall is disabled. The Remote Advisor Data Source will not
communicate with the Gateway with Windows Firewall enabled.

Data Source PC firewall, if applicable, is configured to allow the Gateway to Data
Source port communications.

Agilent DMZ

Port 11111

|
I
Asset Portal !
sset Forta I Data|Source  File Mover
Enterprise : P 8000, 8080/ 8330, 8331
orts v ' '
11111, 5
Server I 5920 55565
HTTPS
Port 443
Internet -—

| Gateway
Firewall/Router
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3.1.1 Data Source PC Requirements (Installed on CDS)

ChemStation, EZChrom Elite, and other Data System Data Source
Requirements

CPU Pentium 1V/Equivalent or greater
Disk Drive 3 GB or greater free disk space
RAM 1 GB or greater
Optical Drive DVD +/1 RW
Supported Operatin Windows XP Professional SP2 or greater
vt o peraing Windows 7 32 & 64 bit
Y Windows Server 2008 SP1 or R2 or greater

3.1.2 Standalone Data Source PC Requirements

Stand Alone Data Source PC Hardware Software Requirements

CPU Pentium 1V/Equivalent or greater
Disk Drive 3 GB or greater free disk space
RAM 4GB
Optical Drive DVD +/1 RW
Supported Operatin Windows XP Professional SP3 or greater
vt o peraing Windows 7 32 & 64 bit
Y Windows Server 2008 SP1 or R2 or greater

3.1.3 Number of Instrument Connections for Standalone Data Source

The number of open connections to instruments may be restricted by the operating
system and by policies set by IT. The maximum number of instruments connected to
a Stand Alone Data Source by operating system is listed below.

Number of Instrument Connections

Maximum Number of
Systems Supported

20

Operating System

Windows XP Professional SP3 or greater
Windows 7 32 & 64 bit

Windows Server 2008 SP1 or R2 or greater
(Recommended)

56
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3.1.4 Remote Advisor Port List

Gateway to Enterprise

TCP: Source port = https (443)

Between Gateway and Data Source

Source Port

Process Owner or Action

TCP:

Source port = 8080

Tomcat.exe

TCP:

Source port = 8000

AlService.exe

TCP:

Source port = 8330

Remote Advisor Scripts

TCP:

Source port = 8331

Remote Advisor Scripts

TCP:

Source port = 5920

AxedaDesktopServer.exe

TCP:

Source port = 11111

Networkhelper.exe

TCP:

Source port = 55555

Networkhelper.exe

Listening Ports

Device Listening

Process Owner or Actions

Ports

Gateway Axeda Desktop Server.exe 5820. 5920, 8330, 8331

Gateway Network Helper.exe 49552, 55555, 55556

Gateway Tomcat5.exe 5001, 8000, 8005, 8009, 9170, 9176
Gateway Xgate.exe 8443, 3011, 3030, 8080

Data Source

AlService.exe

11111, 11112

Data Source

Axeda Desktop Server.exe

5820, 5920

Between Data Source and Empower Node

TCP Source Port = 11111

| FileMover.exe
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3.2 Data Source Installation Process

The Data Source Installation Process is illustrated below. Refer to the Remote
Advisor Installation Planer prepared for the installation for the instrument connection

method.

Data Source Installation

Install Data
Source Software

Determine
Connection

| . : ' . , ) |

Refer to Remote
Advisor Installation
Planner

4 5 Standalone Data Standalone Data
LR EES Waters Alliance UAIGIRIGE i) Al Source using Source using User Defined
LAN Connection ang Al RS232 Monitor ALoLITRE o R RS233 to LAN Bluetooth Instruments
> P Converters Adapters
Y A h 4 Y Y Y Y A 4
Configure Remote \nstall and Connect and Connect the
Advisor with IP Configure Configure Alliance Configure File Connect Null Configure the Bluetooth Configure User
Address of Empower Details 9 Modem Cable R8232 to LAN Gateway to the Defined System
Mover on Lace
Instrument Converter network
l l l l i A 4 l
Configure Remote Configure the
Install Null Modem
Configure d Bluetooth Configure Sonnect and Advisor with IP Bluetooth Configure User
Instrument anciue o Instrument Configure USB address of RS232 Gateway IP Defined Modul
Adapters
Information p Information Adapter (if used) to LAN converter o
A 4 l
Configure the
Configure Configure Remote
Instrument Advisor with COM Bluetooth adapter
Information Porl Number and connect to
instrument

)

Configure Remote
Advisor with IP
and Port Address

3.3 Upgrading from a Previous Release
Start the Data Source installer to upgrade from A.02.04 and newer. Configuration
parameters will be saved and the older version of the Data Source removed.
Proceed with the next instructions.
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3.4 Changing the Windows 7 User Account Control to Never Notify

**Important™* User Account Control (UAC) notifies the user before changes
are made to the computer that require administrator-level permissions. The
default setting may interfere with the installation of all software components for
Remote Advisor. Itis highly recommended to turn the UAC to the Never Notify
Position to avoid improper installation of Remote Advisor software
components.

e Select the Windows Start button

Control Panel (51)

P Change User Account Control settings e—
ey Set up USE game controllers

fﬁ Change device installation settings
el Change the theme

= Change desktop background

- Change screen saver

- Change window colors and metrics
[5l Change or remove a program

7] Change temporary Internet file settings
8, Change your account picture

ﬂi Change your Windows password
5'!" Make changes to accounts

% Change power-saving settings

@ Change what the power buttons do
% Change when the computer sleeps
~f"-,- Set up parental contrels for any user

- See more results

|changeu < | | Shutdown | » |

o Type change user in the search field > a list of commands will display as you type
¢ Select Change User Account Control Settings > User Account Control Settings
window displays
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%) User Account Control Settings EI@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer,

Tell me more about User Account Control settings

Always notify

- - Default - Notify me only when programs try to make
changes to my computer

m

* [Don't notify me when I make changes to Windows

-

lﬂ Recommended if you use familiar programs and visit

= o familiar websites.

Mever notify LUl

e Move the slide control from the current position A to Never notify position B

%) User Account Control Settings EI@

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your
computer,
Tell me more about User Account Control settings

Always notify

Never notify me when:

m

®  Programs try to install software or make changes to
my computer

® [ make changes to Windows settings

Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
because they do not support User Account Control.

=

Mever notify il

e e

e Select the OK button
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3.5 Access the AgilentDataSource.exe file from the Gateway

AgilentDataSource.exe is the executable installation file for the Remote Advisor Data
Source.

o AgilentDataSource.exe can be accessed directly from the Gateway
o AgilentDataSource.exe is also located on the Remote Advisor installation CD.

Accessing AgilentDataSource.exe from the Gateway

e Open Internet Explorer

e Enter http://gatewayPCName:8000/install into the address field of Internet
Explorer.
Example for gateway named rsgw2 http://raelite02:8000/install

€ Axeda Policy Server - Windows Internet Explorer E@
@ (2] hitp://raelited1:8000/i + |44 | X Bing o ~|
s & hitp: g
File Edit View Favorites Tools Help
Esnagit B &=
3¢ Favorites | 513 @ Suggested Sites = @] Web Slice Gallery + EGnﬂg\a
(& Axeda Policy Server f’-’h ~ B - [ @& ~ Page~v Safety~ Tools~ ﬂv
.2 Agilent Technologies

Agilent Remote Advisor Gateway Controller

[L’:J List of installable files

AgilentDataSource. exe
AgilentFileMover.exe

Utilities

Powersd by flycarfs

Done € Internet | Protected Mode: Off g v B100% -

e Select the link AgilentDataSource.exe > File Download Security - Warning is
displayed

File Download - Security Warning @

Do you want to run or save this file?

MName: AgilentDatasource.exe
Type: Application, 93.7MB
From: raelite01
Fun Cancel

| = I While files from the Intemet can be useful, this file type can
\ﬁ potentially ham your computer. i you do not trust the source, do not
= run or save this software. What's the risk?
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Select the Save button to improve installation performance.

Save As @
I\_JH\:/" |! Desktop  » - | 3 | | Search Desktop ol
File name: -
Save as type: IAppIication =
* Browse Folders [ Save ] l Cancel ]

e Select a location to save the file
e Select the Save Button > Download Complete window displays

Download complete EIE @

e Download Complete

AgilentDataSource.exe from raelitedl

Downloaded: 93.7MB in 10 sec
Download to: C:Ugers®Admin®D... \Agilent Data Source exe
Transfer rate: 9.37MB/Sec

[ Clase this dialog box when download completes

Select the Open Folder button to be able to run as administrator
e Double click AgilentDataSource.exe > InstallSheild Wizard window opens
**Special note for Windows 7**
Right click AgilentDataSource.exe, Select Run as Administrator
Open

)  Run as administrator F

Troubleshoot compatibility

Installing the Data Source software from the Installation CD

e Install the Installation CD in the CD drive
Browse to Remote Advisor Installation CD to :\Data Source Installer
o Double Click AgilentDataSource.exe > InstallShield Wizard opens
Right click and select Run as administrator for Windows 7
e Proceed to Data Source Software Installation
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3.6 Data Source Software Installation

InstallShield Wizard

Agilent Bemate Advigor DataSource 402 09 requires that the follmwing requirements be
.1 inztalled on your computer prior to installing this application. Click Ingtall to begin installing
- these requirements:

Statuz  Requirement

Pending Search DataSource Setup Basic Requirements
Pending Search DataSource Dependencies

i Install | | Cancel |

e Select the Install button > Run pre and post install checks opens within several
minutes

Previous installations of Remote Advisor will be detected, removed, and the PC
will restart. Installation of Remote Advisor may resume or have to be restarted
manually.
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Agilent Remote Advisor - DataSouce A02.0x @

¥ Run pre and post install checks.

o Keep the check for Run pre and post install checks
e Select the OK button > Checks are Complete Window opens

Remote Advisor - DataSource A.02,0x =]

Checks are complete:
Remate Advisor DataSource A 02 [k Prelnstall :Pre Installation

A complete emor report is saved at [C\Users\Admin\AppData\Local\Agilent_DataSource’\SitePrep ReportFor_Remote Advisor - DataSource

A02 0c-Pre Installation td]

Preinstall Checks are completed. Note the file location. The file may reside in a
hidden folder. Preferences to view hidden folders in Windows Explorer may have to
be modified to open the AppData folder.

e Select the OK button > Agilent Remote Advisor Data Source InstallSheild Wizard
window opens
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-

15 Agilent Remote Advisor DataSource A02.09 - InstallShield Wizard |

Welcome to the InstallShield Wizard for
Agilent Remote Advisor DataSource A.02.09

The InstallShield(R) Wizard will install Agilent Remote Advisor
DataSource A.02.09 on your computer. To continue, dick
Mext.

WARNMING: This program is protected by copyright law and
international treaties.

< Badk [ Mext = ] [ Cancel l

e Select the Next Button > InstallSheild Wizard License Agreement window opens

ﬁ Agilent Rernote Advisor DataSource A.02,09 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

© Copyright 2011 Agilent Technologies, Inc.
All rights reserved.

| »

This software is provided by the regents and contributors “as is™ and any|-
express or implied warranties, including, but not limited to, the implied|”
warranties of merchantability and fitness for a particular purpose are
disclaimed. In no event shall the regents or contributors be liable for any|
direct, indirect, incidental, special, exemplary, or consequential damages
(including, but not limited to, procurement of substitute goods or senices; loss
of use, data, or profits: or business interruption} however caused and on any _

Hlmmme mE Ll e sl mblnme G st et mdeimd bl e dmek Pl i

(@) T accept the terms in the license agreement +

() I do not accept the terms in the license agreement

InstallShield

[ < Back ][ Mext = ] [ Cancel ]

e Accept the License Agreement
e Select the Next button > Agilent Remote Advisor Data Source InstallSheild Wizard
Destination Folder window opens
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ﬁ Agilent Remote Advisor DataSource A.02.09 - InstallShield Wizard @

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder, +

G Install Agilent Remote Advisor DataSource A.02.09 to:

C:\Program Files‘\Agilent\R.emote Advisor\DataSourcel

Installshield

[ < Back l [ Mext > ] [ Cancel

o Keep the default folder location
o Select the Next button > Agilent Remote Advisor Data Source Installation Wizard

Data Source Configuration Settings opens
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Name-IP Mapping Explanation (Please read before proceeding)

Enable Name-IP Mapping when the Data Source is installed and connected to a
network that does not have DNS. Isolated laboratory netwoks typically do not have a
DNS.

The Gateway PC name is entered in the Data Source Configuration Settings to point
the Data Source communications to the Gateway PC. Only the Gateway PC name is
required when both the Gateway and Data Source PCs are on a network that has a
DNS (Domain Name Service). The Gateway PC can be pinged by name.

Check the Name-IP Mapping when the Data Source PC and the Gateway PC are on
a network that does not have a DNS. This is typical of an Isolated Network where the
Gateway has two network interface cards. Isolated networks usually do not have
DNS. The Gateway PC cannot be pinged by name but can be pinged by IP Address.

Isolated Network Example

Internet

( Corporate_Network @

Corporate Networked Remote Advisor
Devices Gateway

Laboratory Network Segment @

A .JJ

Ll

'_‘
— ——'
- —
o Laboratory o
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Desktop Sharing Redirection(Please read before proceeding)

Modern client server laboratory environments use a distributed instrument approach
where the instrument is connected to an instrument controller but controlled by one of
many clients. Examples include but are not limited to Agilent’s Cerity, Open Lab, and
Waters Empower. The Data Source software is usually installed on the instrument
control PC or on a Standalone Data Source.

Client software can be installed on a networked PC or a virtual PC such as a Citrix
client. Some customers wish to have the Remote Collaboration capability to the client
that controls the instrument for Agilent Customer Contact Center to assist.

Desktop Sharing Redirection enables a user to initiate a Remote Assist to a client PC
as described above. The Agilent Customer Contact Center will be able to perform a
Remote Collaboration to this PC. The user must select an instrument from a list of
instruments in the configuration tab to enable Remote Assist or Remote Collaboration
for this PC.

Selecting Desktop Sharing Redirection for the Data Source type will install the
Desktop Sharing Redirection feature. The Data Source will not be able to
communicate directly to instruments when the Data Source is installed for Remote
Desktop Redirection.

Install the Data Source for Desktop Sharing Redirection only when the Data Source
will not be configured to connect to an instrument but will be used for initiating
Remote Assist requests.

More information about configuring an instrument to redirect the Remote
Collaboration to this PC or to initiate a Remote Assist from this PC can be found in
Data Source help.

15 Agilent Remote Advisor DataSource A02.09 - InstallShield Wizard |
Data Source Configuration Settings
The Service Settings that will be used by Data Source for registration +

[] Create Name-IP Mapping (Mot Typical [click Here for more details)

Gateway Name: |

Advanced

il @ble Desktop Sharing Redirection  { Mot Typical [lick Here for more details )

Installshield

| < Back | [ Mext = ] | Cancel |

To Enable Desktop Sharing Redirection
e Check Enable Desktop Sharing Redirection and select the Next button
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All'in one and Segmented Network Configuration
Skip to the next page for Isolated Networks.

ﬁ Agilent Remote Advisor DataSource A.02.09 - InstallShield Wizard

Data Source Configuration Settings

The Service Settings that will be used by Data Source for registration p+

[] Create Name-IP Mapping (Mot Typical [click Here for more details)

Gateway Name: |

Advanced

| ] Enable Desktop Sharing Redirection ( Not Typical [click Here for more details )

Installshield

[ < Back I [ Mext > ] [ Cancel

o Enter the Host name of the Gateway PC.
Note: The data Source software may be installed on the same PC as the

Gateway. Use localhost for the Gateway Name when installing the Data

source on Gateway PC
e Select the Next button > Agilent Remote Advisor Data Source Installation Wizard
Ready to Install the Program window opens
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IP Mapping for Isolated Networks

Configuration for Networks without DNS (Typically Isolated Networks)

‘j’_# Agilent Rermote Advisor DataSource A02.09 - InstallShield Wizard

Data Source Configuration Settings

The Service Settings that will be used by Data Source for registration

@e Mame-IP Mapping (Mot Typical [click Here for more details )

[

Gateway Name: |

Gateway IP: |

Advanced

|_ Enable Desktop Sharing Redirection  { Mot Typical |cjick Here for more details )

InstallShield

o Check Create Name-IP Mapping

Enter the Host name of the Gateway PC, refer to the Gateway PC or the Remote

Advisor Installation Planner for the Gateway PC name

o Enter the IP address of the Gateway PC for the isolated network
e Select the Next button > Agilent Remote Advisor Data Source InstallSheild Wizard

Ready to Install the Program window opens

Note: It may be necessary to update the hosts file on the Gateway PC to
map Data Source names to IP addresses. See Appendix E for more

instructions.
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-

ﬁ Agilent Remote Advisor DataSource A.02.09 - InstallShield Wizard @
Ready to Install the Program
The wizard is ready to begin installation. +

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

[ < Back l [ Install ] [ Cancel l

e Select the Install button > Installation of the Data Source software completes.
Remote Advisor Installation Check complete window opens.

Remote Advisor - DataSource A.02.0x =]

Checks are complete
Remote Advisor DataSource A.02.0« Postinstall :Post Installation

A complete emor report is saved at [C:\Program Files'\Agilent\\Remote Advisor'DataSource'Logs\SitePrepReport For_Remote Advisor - DataSource

A.02.0x-Post Installation td].

e Select the OK button > InstallShield Wizard Completed is displayed
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rnetalshisld

‘_ﬁ-‘ Agilent Remote Advisor DataSource A.02.09 - InstallShield Wizard

[l

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Agilent
Remote Advisor DataSource A.02.09. Click Finish to exit the
wizard,

Launch Installation Qualification for Agilent Remote
Advisor DataSource A.02.09

< Back

e Check Launch Installation Qualification

e Select the Finish button > Installation Qualification Report window is displayed

(& 1QT Status Report - Windows Intemnet Explorer

\JKJ [ ] C\Program Files\Agilent\Remote Advison\DataSourcell = | 44 | ¢ | [ Google

Rl

x [Bsnagit B &

(& 1QT Status Report

4 Favorites | & ] Suggested Sites ~ @] Web Slice Gallery =

- v = @ v Pagev Safetyv Tools~ @@~

Installation Qualification Report

5055 s =
Date: 27.Sep 2012 Time: [l)ég(-]]-z [GMT Host Name: RADSWINTA-HP T
Windows User ’ Base Revision ;. Agilent Remote
Name: A Number: ATE08 ErodeceNante: Advisor DataSource

. Additional
Install Type: N/A Packages: None

Summary

Base Reference File Name : datasource a 02 08 xml

| Overall Evaluation of Installation Check: PASS

File Report Summary

Done

W& Computer | Protected Mode: Off v H100% -

o Verify in the Summary section that the result is PASS
Failures will be listed in the Installation Qualification Report. Investigate and

resolve all failures.

¢ Close Internet Explorer. IQReport_Agilent Remote Advisor Data Source A.02.09
is saved in C:\Program Files\Agilent\Remote Advisor\DataSource\lQT directory
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Agilent Remote Advisor Data Source Status Monitor

? ot A — e

| Dotasource RADSWiTa 4 Lot comloct: 7252013838 A

Agilent Remote Advisor Data Source Status Monitor opens and is now ready for
configuration.

A Agilent & ‘2 Source Status Monitor ===l

[ Heatth | Cenfigurtion , s Sotrcs Canfgirsion | Femote Advsor Gateway Cortrler @)

Status. Corfiguration Type Element Expected Value Actual Value

Pass System Information 05 Name Windows XP Professionial/Windows | Windows 7

Pass System Information Locale Englsh (United States)

Pass System Corfiguration NET Version Version 2.0 or later 2050727 5446

Pass DataSource Corfiguration DataSource Install Type Standard

Pass DataSource Corfiguration Gateway Name raeited] eng.agiert.con

Pass DataSource Corfiguration Gateway Last Contact Time 10/30/2012 5:05:14 PM

Pass DataSource Corfiguration Gateway SOAP Port 808D

Pass DataSource Corfiguration Gateway Remote Advisor Assist Port 800D

Pass DataSource Corfiguration Gateway Last Contact Time Interval 5

Pass DataSource Corfiguration Installation Directory C:\Program Filss\Aglert'\Remats

Pass DataSource Corfiguration Istallation Time 10/17/2012 8:25:12 AM

Aways Launch Data Source Status Menitor as Minimized [ EcitGateway Detals | | Refresh ] [ Reset

Datasource: RADSWin7a-HP  Last contact: 10/30/2012 5:12 PM

o Verify that all status are “Pass” in the Data Source Configuration tab
Always Launch Data Source Monitor as Minimized

When checked, the Data Source Status Monitor will not open on PC startup. Double
click the Remote Advisor icon in the Windows notification area to open the Data
Source status monitor.
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4 Data Source to Instrument Connections

Remote Advisor communicates directly to the instrument independent of
ChemStation or other CDS. The method used to connect Remote Advisor to the
instrument depends on how the instrument is currently connected to the existing
data system and the revision of the detector.

Existing LAN Connection ( Laboratory Network Segment

Remote Advisor is able to communicate
to LCMS, GCMS, QQQ, 7890 GC, and
some LC Agilent LC modules over the
existing LAN connection without
interfering with ChemStation or other
CDS communications to the instrument. ..o

LC with G1314C/>,
. G1315C/>, or
See the Remote Advisor Instrument i i
Connection Reference on page 4-5 for a
complete list of supported instruments
and connection methods.

RS232 Null Modem Cable Connection ( Laboratory Network Segment

The standalone ChemStation PC
connects to the Laboratory Network to

communicate to the Gateway PC. One =
method is to add a second network .
interface card to the ChemStation PC LAN ot S
and connect this interface to the Eharye i EG 1100:; e

laboratory network.

An RS232 null modem cable connects
the ChemStation PC to the instrument
for Remote Advisor communications.

See the Remote Advisor Instrument
Connection Reference on page 4-5 for a
complete list of supported instruments
and connection methods.
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Two Instruments connected with ( Laboratory Network Segment ()
RS232 Cables

Remote Advisor communicates to the
instruments through RS232 null modem
cables. USB to RS232 adapters are
used when a PC comm. port is not
available.

ChemsStation PC 6850 GC  1100/1200 LC
See the Remote Advisor Instrument

Connection Reference on page 4-5 for a

complete list of supported instruments

and connection methods.

RS 232 Null Modem Cable with a ( Laboratory Network Segment ()
USB to RS 232 Converter

A Null Modem Cable is used for the
Remote Advisor connection to the
instrument. The USB Adapter is _
used in conjunction with the Null X LAN Cabis
Modem cable when a serial port is .o 200 LES
not available on the Data Source PC.

RS232 Cable
with USB Adapter

See the Remote Advisor Instrument
Connection Reference on page 4-5
for a complete list of supported
instruments and connection
methods.

Standalone Data Source with ( Laboratory Network Segment ()
RS232/LAN Converter

&) e e
A Data Source PC is connected to the @ oy Fam -
laboratory network to communicate to
the instruments. A second network
connection is added to each of the
Agilent instruments through an RS232 to
LAN converter for the Remote Advisor
communications to the Data Source.

= -3

Data Source PC

See the Remote Advisor Instrument
Connection Reference on page 4-5 for a
complete list of supported instruments
and connection methods.
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Standalone Data Source with ( Laboratory Network Segment ()
Bluetooth Gateway and Bluetooth
Adapters

Bluetooth ‘
Adapter

Bluetooth _
. J Adapter _+

Q$ S

A Data Source PC is connected to the
laboratory network to communicate to
the Gateway. A second network
connection is added to each of the s :
Agilent instruments by attaching a ANGNELS
Bluetooth Adapter. The Data Source

communicates to the instrument through

the Bluetooth Gateway.

Bluetooth

Gateway .
=

Agilent GC

LCMS Connection ( Network Segment ()

Communications between the Data
Source and LCMS are concurrent with
ChemStation to LCMS communications

Remote Advisor communicates to the
1100/1200 LC through an additional
RS232 connection.

i ChemStation PC L(:I LCMS
See the Remote Advisor Instrument

Connection Reference on page 4-5 for a
complete list of supported instruments
and connection methods.

6850 and 6890 GC with GCMS ( Network Segment ()
Connection

Switch

ChemStation communicates to the 6850
and 6890 GC and the GCMS through a
LAN connection which is usually a
standalone switch.

Remote Advisor communicates to the
6850 and 6890 GC through an RS232
null modem cable and communicates to

the MSD through the existing LAN
connection. GCMS with 6890 GC

6890 GC
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7890 GC with GCMS Connection ( Network Segment

Switch

ChemStation communicates to the 7890
GC and GCMS through a LAN
connection which is usually a
standalone switch.

Remote Advisor communicates to the

7890 GC and the MSD through the ‘ =

existing LAN connections..
Data Source PC MSD 7890 GC
7890 with MSD GC

Waters HPLC Connection via Corporate Network

Empower

Remote Advisor communicates with the
Waters Empower Toolkit interface for
Waters LC instruments controlled by the Watore vl
Waters Empower data system. The Data | gy, EmpowerServer  Empower Client
Source is typically deployed on the peta Souree
same system hosting an Empower

client. Laboratory Network Segment

No additional instrument connection is

necessary. .__..* J P n , J _.J ‘

Waters Lace
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Waters Acquity

Remote Advisor requires the Acquity Internet

HPLC to be controlled by Waters

Empower standalone or client/server.

The Remote Advisor File Mover is ( Corporate Network 0
installed on the Waters Node and is
configured to send copies of the Acquity
log files through the network to the Data
Source. This installation requires the
Waters Node to be on the network. Router

Remote Advisor
Corporate Networked Gateway
Devices

N

Laboratory Network Segment @

Data Source Waters Lace  ACQUITY HPLC
Waters Alliance
Remote Advisor connects to the Waters g
Alliance through a Bluetooth adapter
connected to an RS232 port of the ( Corporate Notwork )
Alliance. The Alliance is configured to
send events to the RS232 serial printer
port. @
Router
Remote Advisor
Corporate Networked Gateway
Devices
( Laboratory Network Segment )
— ¢
Z_ . LY .
@ ""-M > .
Bluetooth Gateway == - 1=

Data Source
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Remote Advisor Instrument Connection Reference

RS232/LAN
. Converter or
Existing RS232 . Waters
Instrument Type LAN Serial Cable Blgg'ﬁ)a?th File Mover Empower
converter
1100 or 1200 LC No
with detectors:
G1314A, G1314B Yes
G1314C, G1315A No Preferred Yes No
G1315B, G1321A
G1321B, G1362A
G1365A, G1365B
1100 or 1200 LC No
with detectors:
G1314D, G1314E
G1314F, G1315C Yes Yes Yes No
G1315D, G1365C Preferred
G1365D, G4211A
G4212A, G4212B
G4284A, G4284B
1120 and 1220 Yes Yes Yes No No
Compact LC Preferred
Single Quad No
LCMS
G1946, G1956, Yes No No No
G6110, G6120,
G6130, G6140
Triple Quad No
LCMS G6410 Yes No No NO
and G6460
Yes No
6850, 6890 GC If other CDS Yes Yes No
RS232 port
7890 GC Yes No No No No
5973/5975 GCMS Yes No No No N/A
. Yes
Waters Acquity No No No Preferred Yes
Waters Alliance No No Yes Preferred No Yes
Revision A.02.09.008 January 2014
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4.1 Existing LAN Connection
No Additional connections are necessary.
e Proceed to the Instrument Configuration Section. Refer to Table of Contents:

4.2 Null Modem Cable Connection

¢ Connect an RS232 null modem cable to the RS232 port of an LC module or the
RS232/Modem port of the 6850/6890 and 7890B GC and the COM port of the
Data Source PC.

No Additional configuration is necessary.
¢ Proceed to the Instrument Configuration Section. Refer to Table of Contents:

4.3 Null Modem Cable Connection with USB Adapter
¢ Connect an RS232 null modem cable to the RS232 port of an LC module or the
RS232/Modem port of the 6850/6890 and 7890B GC.
e Connect the RS232 to USB converter to the RS232 null modem cable and to a
USB port on the Data Source PC > Found New Hardware Wizard window opens
e Configure the Prolific USB converter

Prolific USB-t0-RS232 Serial Bridge Configuration

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

wiindows will zearch for current and updated software by
looking on your computer, on the hardware installation CD, or on
the Windows Update Web site [with vour permizsion).

Fead owr privacy policy

Can Windows connect to Windows pdate to search for
zoftware?

™ Yes, this time only

ez, now and every time | connect a device
' No. no '

Click Mext to continue.

¢ Back | Meut » ) Cancel |

S

¢ Insert the USB installation CD that accompanies the Prolific USB-to-Serial
converter, in the CD Drive of the PC

e Select No not at this time

e Select Next > The installation wizard finds the installation software on the CD

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014



Data Source to Instrument Connections

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
4-8



Data Source to Instrument Connections

Hardware Installation window opens

Found Mew Hardware Wiz

Please wait while the wizard installs the software...

(3 Prolific: ISB-to-5erial Bridge

P 4

< Back Hewt =

Cancel

Hardware Installation

L "j The zoftware you are instaling for thiz hardware:
-
Prolific USE-to-Senal Bridge

haz not pazzed Windows Logo testing to werify its compatibility
with Windowsz %P [Tell me why this testing iz impartant. |

Continuing pour installation of thiz software may impair
o1 destabilize the correct operation of your syztem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Anpway 2 TOF |nztallation

]

e Select the Continue Anyway button > Completing the Found new Hardware

Wizard
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Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard haz firished inztaling the software for:

(3 Prolific USE-to-Senial Bridge

Click Finish to close the wizard,

< Back ' Finish i l LCanzel

e

e Select the Finish button
¢ Remove the USB installation CD

Verify the USB to Serial Bridge Com Port number
¢ Right click the My Computer icon on the desktop

Open
Explore
Search.. .
Manage

Iy Comp

Map MNekwork Drive. ..
Disconnect Metwork Drive, ..

Create Shortout
Delete

Inker Henzme

Exploy
L

Properties

e Select Properties > System Properties window opens
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System Properties

Syztem Restore I
General I

Automatic

Computer Mame

Data Source to Instrument Connections

| Remote
Hardware | Advanced

— Device Manager

E The Device Manager lists all the hardware devices installed
= oh your computer. Uze the Device Manager ta change the
properties of any device,

C

Device Manager b
=

—

i Dinivers

Diriver Sighing

Diriver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
hows Windows connects to Windows Update for drivers.

Windows Update

— Hardware Prafiles

Hardware profiles provide a way far pou to zet up and stare
different hardware configurations.

Hardware Frofiles |

2l

Ok

| Cancel | Lpply

e Select the Hardware Folder
o Select the Device Manager button > Device Manager Window opens

5, Device Manager

File  Action View Help

-= W EFS 2 A=

2Ea

E‘g AIS-DEMO-DS
:J Computer
g Disk drives
g Display adapters
4 DYDICD-ROM drives
i) Floppy disk controllers
44 Floppy disk drives
{5 Human Interface Devices
=) IDE ATAJATAPL controllers
‘@ Kevyboards
") Mice and ather pointing devices
Monitars
Metwark adapters
Ports (COM & LPT)
F\;‘ Communications Port (COMLY
rr—\;i Communications Pork {COMZ2)
- ECF Printer Port (LPT1
| Ei

a Processors

g System devices
[+ 8= Universal Serial Bus controllers

Sound, video and game controllers

e Expand Ports (COM &LPT)
e Take note of the COM port number. It will be used to configure the instrument
connect to this USB to RS232 Adapter
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4.4 RS232 to LAN Converter Connection

¢ Connect the RS232 to LAN converter to the RS232 port of an LC module or the
RS232/Modem port of a 6850/6890 GC
Connect power to the RS232 to LAN converter
Connect the LAN port of the RS232 converter to the LAN
Configure the IP Address and Device Name of RS232 LAN converter
Configure the Serial Port Speed to 9600 for 6850/6890 GC

IP Address Configuration of the Model AGES1A RS232 to LAN converter

All AGES1A RS232 to LAN converters ordered from Agilent Stock before July 1, 2008
require additional configuration. Refer to the Configuration instructions on page 4-19
after configuring the IP address.

e Double-click FINDER.EXE in the \Utilities\Ethernet to RS-232 Converte\AGES1A
or G1680-63722 folder of the installation CD. Finder.exe locates all converters
connected to the network.

The AGES1A IP address is initially set for DHCP so that it will automatically acquire
an IP address when connected to a network with a DHCP server. Isolated networks
seldom have a DHCP server. The AGES1A will configure its own IP address starting
with 169.254.x.x when connected a network without a DHCP server. An IP address
of 0.0.0.0 may also be displayed.

Static IP address configuration is recommended for all AGES1A converters.
Finder Sample
-l x

Tasks: Devices:

Open web Interface | IP Address | MaC Address | M arne | Product |
192.168.106.200 00:40:5d: 2b: db: db Liquid2 AGES1A
Configure IF Settings | 169.254.234.91 00:40:9d: 2b: de: 4f AEESTA

Device Info |

Reboot Device |

Refresh List

Close |

This example shows two AGES1A converters discovered on an isolated network.
One converter has an IP address of 169.254.234.91. The IP address of the AGES1A
was self-configured and needs to have a static IP address configured.

e Select the AGES1A in the Devices section of Finder Sample that will be
configured
o Select the Configure IP Address button > Set IP Address opens
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Set IP Address x|

Agzzign an [P Addreszs. subnet mazk and gateway to pour
Digi device., Contact your network adminiztrator if you do
not know this information.

Product: AGESTA
MaC Address: 00 40:59d: 2b: die:

& tomatically obtain network settings via DHCP

—1 Manually configure network settings

IP &ddress: | 169 . 254 . 234 . 91

Subnet kagk: I 25 .55 .0 .0

|n_n_n_n

Default Gateway

Password: I

Apply I Cancel |

e Check Manually Configure Network Settings

Set IP Address x|

Agzzign an [P Addreszs. subnet mazk and gateway to pour
Digi device., Contact your network adminiztrator if you do
not know this information.

Product: AGESTA
MaC Address: 00 40:59d: 2b: die:

 Atomatically obtain network settings via DHCP

—1% Manually configure network. settings

IP &ddress: | 192 . 168 . 105 . 201

Subnet kagk: I 255 . 285 2% . 0

|n_n_n_n

Default Gateway

Password: Ixxxx dbps

Apply I Cancel |

e Enter the desired IP address for the AGES1A converter, Subnet Mask, and

Default Gateway (if required)

e Enter password dbps in the Password field

e Select the Apply button
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JRT=T
Tasks: Devices:
Openweb Interface | IF Address | MAC Address | Mame | Product |
15216810 e e " AGES1A
Configure IP Settings | 189.254.22 5' AGES1A
; Product Mame: AGES14A
Device Info |
MAC Address:  00:40:9d: 2b: dc: 4f
Fieboot Device |
Password: I’“’”’1 dbps
Refresh List |
Fieboot | Cloze I
Cloge |
e Select the Reboot Device button in the Finder Sample
o Enter dbps in the Password field of the Reboot Device window
e Select the Reboot button
x
Product Mame: AGES1A
MaC Address:  00:40:9d: 2b:dbdb
Pazaward: I"m
Status: Rebooting
Reboot I Cloze
Status: Rebooting is displayed while the Adapter reboots
x
Product Mame: AGES1A
MaAC Address:  00:40:9d: 2b: dic: 4f
Pazaward: I"m
Status: Ready
Reboot I Cloze
Status: Ready will display when the reboot is complete
e Select the Close button
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# Finder Sample oy ] 4]
Tasks: Devices:
Open ‘web Interfface | P Address | MAC Address | MHame | Product |
192.168.106.20 00:40:9d: 2b: i 4 AGESTA
LConfigure IP Settings | 192.168.10E.200 00:40:9d: 2b:db:db Liquid2 AGESTA
Device Info |
Fieboat Device |
Claze |
e Select the Refresh button
The new IP address is displayed
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Name Configuration of the Model AGES1A RS232 to LAN converter

Configure the name of the AGES1A converter with the name of the Instrument that is
attached to the converter.

# Finder Sample oy ] 4]
Tasks: Devices:
Open ‘web Interfface | P Address | MAC Address | MHame | Product |
182.168.106. 201 (00 40; 3d: 2b: de: 4 AGES1A

LConfigure IP Settings | 192.168.10E.200 00:40:9d: 2b:db:db Liquid2 AGESTA
Device Info |
Fieboat Device |

Claze |

e Select the Device to be configured

o Select the Open Web Interface button > Internet Explorer opens with the
AGES1A Configuration and Management page

|Z| logo
AGES1A Configuration and Management
© Help
Login
\Welcome to the Configuration and i
Management interface of the AGES1A Username: IrDDt
Please specify the username and Password: I"" dbps
password to login to the web

interface,

See the User Guide and
documentation for more information
on logging in or retrieving a lost
password,

AGES1A

e Enter root in the Username field

e Enter dbps in the Password Field

e Select the Login button > AGES1A Configuration and Management page is
displayed
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E logo

Home

Configureation

AGES1A Configuration and Management

Metwork

Erlal Forts
GPIC
Alarms
System
Femote Management
Users

Management
Serial Ports
Connections

Administration
File Management
Backup/Restore
Update Firmware
Factory Default Settings
System Information
Reboot

Logout

Network Configuration

+ IP Settings

" Obtain an IP address automatically using DHCP *
& Use the following 1P address:

* 1P address: I]SE.]EE.]DE.EM
* Subnet Mask: |255.255.255.D
Default Gateway: IEI.EI.U.EI

* Primary DNS: ID.D.D.D
* Spcondary DMS: ID.D.D.D

* Changes to DHCP, IP address, Subnet Mask, and DN

Apply |

b Metwork Services Settings

} 2dvanced Network Settings I

e Select Network from the Configuration Menu
e Select Advanced Network Settings from Network Configuration
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Network Configuration

b IP Settings
» MNetwork Services Settings

* Advanced Network Settings

The following settings are advanced settings used to fine tune the network connection and network interfaces, The default
settings will typically work in most situations,

IP Settings

Host name: IL\quwd 5| l

¥ Enable AutoIP address assignment
Ethernet Interface
Speed: IAuto 'l Mode: IHaIf—DupIex 'l

TCP Keep-alive Settings

Idle Timeout: “El hrs |2 mins |0 secsl

Probe Interval: |?5 secs Probe Count: |9

e Enter the name of the Instrument the converter is connected to in the Host name
field

¢ Verify that Idle Timeout is set for 0 hrs 2 mins 0 secs.
**Important™* Proceed to the Configuration of the Model AGES1A RS232 on
pages 4-19 if the Idle Timeout is different than 0 hrs, 2 mins, 0 secs

o Select the Apply button > “Changes have been saved successfully” will be
displayed.

Finder Example

&Finder Sample 1Ol x|
Tasks: Devices:
Opet web Interfface | IP Address | MaC Address | M arne | Product |
192.168.106.200 00:40:5d: 2b: db: db Liquid2 AGES1A
LConfigure IP Settings | 192,168,106, 201 00:40:9d: 2b: de: 4f Liquid & AEESTA
Device Info |
Reboot Device |

Close |

e Select the Refresh List button
e Verify the name is displayed in the Name column
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4.4.1 Serial Port Speed Configuration when connecting to 6850 and
6890 and Waters Alliance

[x] togo

AGES 1A Configuration and Management

Home

Serial Port Configuration

Conflguratlon Port Description  Profile Serial Configuration
etwiork
Serial Ports | | Port 1 | Mone TCP Sockets 19200 8H1
GRIO
Alarms
System
Remote Management
Users

e Select Serial Ports under Configuration
e Select Port 1 > Serial Port Configuration options are displayed

HRiTE Serial Port Configuration
Configuration

Metwork ~ Port Profile Settings

Serial Paorts Current Port Profile: TCP Sockets Change Profile..,

GPIO The TCP Sockets Profile allows a serial device to communicate over a TCP netwark,

Alarms

System TCP Server Settings

Remote Management

Usars Connect directly to the serial device using the fallowing TCP parts on the netwark,
Management

Serial Ports Enable Telnet access using TCP Port: 2001 [ Enable TCP

Connections

. . Enable Raw TCP access using TCP Port: 9100 Enable TCP

Administration

File Management Enable Secure Sacket access using TCP Part: 2601 ] Enable TCP

Backup/Restora

Update Firmware

Factory Default Settings TCP Client Settings

System Infarmation

Reboot Automatically establish bi-directional TCP connections between the serial device and a d
Logout

[0 aAutomatically establish TCP connections

Establish connection under one of the following conditions:
Always connect and maintain connection
Connect when data is present on the serial line
Match string:
Strip string before sending
Connect when DCD (Data Carrier Detect) line goes high
Connect when DSR (Data Set Ready) line goes high

Establish connection to the following network service:
IP Address:
Service:
TCP Port:

Enable TCP Keep-alive

» Basic Serial Settings

» Adwanced Serial Settings

e Select Basic Serial Settings > Serial Port Basic Serial settings is displayed
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|z| logo

Home

Configuration
MNetwork
Serial Ports
GRIO
Alarms
System
Remote Management
Users

Management
Serial Ports
Connections

Administration
File Management
Backup/Restore
Update Firmware
Factory Default Settings
System Information
Reboot

Logout

AGES1A Configuration and Management

Serial Port Configuration

» Fort Profile Settings

w Basic Serial Settings

Description:
Baud Rate:
Data Bits: g &
Parity: Maone b |
Stop Rits: 158
Flow Contral: | Mane b

» Advanced Serial Settings

AGES1A

e Select 9600 as the Baud Rate
e Select the Apply Button

[%] loge

Home

Configuration
Metwark
Serial Ports
GPIO
Alarms
System
Remote Management
Users

AGES1A Configuration and Management

Serial Port Configuration

Port
Port 1

Profile
TCP Sockets

Description
None

Serial Configuration
9600 8N1

e Select Serial Ports under Configuration > The Port Speed is now displayed as

9600

e Close Internet Explorer
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Configuration of Model AGES1A RS232 to LAN converter

AGES1A converters shipped from Agilent stock after July 1, 2008 have been
preconfigured.

**Important™* This procedure is only necessary if Idle Timeout is set for a value
other than 0 hrs 2 mins 0 secs which was verified in Name Configuration of the
AGES1A RS232 to LAN converter procedure. Follow this procedure if you are
unsure that the AGES1A has been previously configured.

&Finder Sample 1Ol x|
Tasks: Devices:
Open‘Web Interfface | IP Address | MaC Address | Hame | Product |
192.168.106. 201 00: 40 3d: 2k de: 4f AGES1A

Lonfigure IP Settings | 192.168.106.200 00:40:3d:2b: db:db Liguid2 AGESTA
Device Info |
Feboot Device |

Claze |

¢ Select the Device to be configured
e Select the Open Web Interface button > Internet Explorer opens with the AGES1A
Configuration and Management page

|z| loga
AGES1A Configuration and Management
© Help
Login
Welcome to the Configuration and
Management interface of the AGES14 Username: Iroot
Please specify the username and Password: I"" dbps
password to login to the web
interface,

See the User Guide and
documentation for more information
on logging in or retrieving a lost
password,

AGES1A

e Enter root in the Username field
e Enter dbps in the Password Field
e Select the Login button > AGES1A Configuration and Management displays
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%] logo
AGES1A Configuration and Management

Home Backup/Restore

Configuration

Netwark Backup configuration to a file on your PC or server.

Serial Ports

GPIO . .

slarms Backup You will he prampted for where to save the backun file,

System

Remote Management Restare configuration from a file on your PC or server,

Users

MNote: If the restored configuration modifies the network settings, your Wireless Seri.

Management new settings. You will need to manually redirect your browser to the new IP addresd

Serial Parts

Connectians

Restore From File: Browse...

Administration

File Management Fiestare

Backup/Restore

Update Firrneare
Factory Default Settings

e Select Backup/Restore under Administration
e Select the Browse button in the Backup/Restore section

Lok in: IE} RS232 LAM Conwerter Canfiguration j S E’F '

nkl.c h;

Desktop

Y

by Documents

™

ty Computer

File name: IAgiIent'I .clfg j Open I
Files of type: I,-’.\II Files [%.%] j Cancel |
i

e Browse to the \Utilities\Ethernet to RS-232 Converter\RS232 LAN Converter
Configuration folder of the installation CD
e Double click Agilentl.cfg
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[] oo
AGES1A Configuration and Management

Home Backup/Restore

Configuration

Metwark Backup configuration to a file on your PC or server.

Serial Ports

GRID .

Alarms Backup You will be prompted for where to save the backup file,

System

Remate Management Restore configuration fram a file on your PC or server.

Usars

MNote: If the restored configuration modifies the network settings, your Wireless Sel

Management new settings. You will need to manually redirect your browser to the new IP addres

Serial Parts

Connections 3

Restore From File: IC\UI\I\I\ES\RSESE LAMN Converter ( Browse

Administration

File Management

Backup/Restore

Update Firmware

e Select the Restore button in the Backup/Restore section
¢ Wait about two minutes. Internet Explorer may or may not update.
o After two minutes close Internet Explorer

&Finder Sample 1Ol x|
Tasks: Devices:
Open Web Interface | IF Address | MAC Address | Mame | Product |

0.0.0.0 00: 40 9d: 2k de: 4 AGES1A

Configure IP Settings | 192.168.10E.200 00:40:9d: 2b:db:db Liquid2 AGESTA
Device Info |
Reboot Device |

Cloze |

o Select the Refresh List button > The AGES1A will display an IP address of 0.0.0.0

o Repeat the IP Address Configuration of the Model AGES1A RS232 to LAN
converter and Name Configuration of the Model AGES1A RS232 to LAN
converter procedures starting on page 4-10.
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4.5 Installation and Configuration of the Bluetooth Gateway
Remote Advisor Bluetooth Network

Agilent Remote Advisor Bluetooth Network is a secure wireless network for Remote
Advisor instrument communications. This Bluetooth network simplifies connecting
Agilent instruments when Remote Advisor is deployed in a distributed data system
environment with a standalone Data Source.

Agilent Remote Advisor Bluetooth Network

| .
&
PARANI-SDH000 \_,
i

-
Agilant LC

Ry
=
Internet Q Network @?ﬁnm ’

Firewall Data Source PARANI.S01000

@ @ @ - Customer CDS

Gateway

Agient GG
The Remote Advisor Bluetooth Network has two components
1. Bluetooth Gateway for every 28 instruments
2. Bluetooth serial converter that connect to each instrument
3. The Bluetooth adapter can be ordered with two power options
a. Remote Advisor Bluetooth Adapter with AC Power converter P/N 5067-0273
b. Remote Advisor Bluetooth Adapter with USB Power Cable P/N 5067-0273

The Bluetooth network solution is only available for installations with 12 or more
instruments.

Bluetooth Gateway

The Bluetooth Gateway requires a network connection either connected directly to
the LAN or to a second NIC in the Data Source PC. A static IP address for the
Bluetooth Gateway is required to ensure that network connections are restored after
a power interruption. The Data Source communicates through the Bluetooth
Gateway and serial converters to the instruments. Connecting the Bluetooth
Gateway to the second NIC of a Data Source PC offers the maximum security since
the Bluetooth Gateway is not connected to the network.

One Bluetooth Gateway will support up to 28 Bluetooth serial converters.
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Range and Location

The Bluetooth Gateway signal transmission is Omnidirectional and has a tested
range of 150 feet (or 45 meters) for converters on the same floor and 100 feet (30
meters) or less for converters on floors either above or below the Bluetooth Gateway.
Range will vary depending on walls and other obstacles. A central location for the
Bluetooth Gateway is recommended for the best reception.

Remote Advisor installations of over 28 instruments will require an additional
Bluetooth Gateway. The Bluetooth Gateway should be strategically placed to provide

the best reception to the most instruments. The Data Source and Bluetooth
gateways will be connected to the LAN.

Agilent Remote Advisor Bluetooth Network

Internet ‘» %
Firewall @ @
—

PﬂmNPS‘;@ %I
Network ) @! ( (¢ 5

( —
PJ\RJ\NI “ "
Blustooth Galeway 1 T
12-25 Sysie PARANI-S01000 -
‘ -
"

PARANI-SD1000

Gateway Data Source =

&
&
&

g g PﬁRﬁNI-S;% %
PARANI-S‘;& | ..
Network J ( (( -
! Blumo:ﬁﬂéq:eway 2 \ ; ,-,- !
Gateway Data Source RARAH:SDAN 5
=a
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Bluetooth Network Introduction

The SENA Parani Bluetooth gateway is delivered to Agilent preconfigured with the
exception of the IP Address. The IP Address is configured using a computer with a
terminal emulation program and a serial port. HyperTerminal is a terminal emulation
program built into Windows XP. Windows 7 no longer includes HyperTerminal.
HyperTerminal is included on the Remote Advisor installation CD.

This procedure requires a PC with HyperTerminal and a serial port. An RS232 to
USB converter can be used on PCs without a serial port.

Cable Connections

e Connect the Bluetooth gateway ETHO port to the to the LAN

e Connect the RS232 cable supplied to the Bluetooth gateway Console port and the
serial port of a PC

¢ Connect the power supply

Important Note: The Bluetooth gateway can also be connected to the second NIC
of the Data Source PC. Follow this procedure only if connecting the Bluetooth
gateway to the second NIC of the Data Source PC

J PARANI-MSP1000C
7 Bluetooth Gateway
Default IP Address
192.168.161.5

Data Source
Configure second
NIC for
192.168.161.10

Gateway

e Connect the Bluetooth gateway to the PC with an Ethernet crossover cable
Configure the Data Source second NIC IP address to 192.168.161.10

e Skip the configuration of the Bluetooth gateway IP address and proceed to
Bluetooth Gateway Network Operation Verification
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HyperTerminal for Windows 7 PCs

HyperTerminal must first be copied to Windows 7 PC from the Remote Advisor
Installation CD.

Insert the Remote Advisor installation CD in the CD/DVD drive

Browse to :\Utilities\HyperTerminal folder

Copy hypertrm.zip to the desktop or other disk location of the Windows 7 PC
Right click hyperterm.zip

Select Extract all > hypertrm folder is created

Open the hypertrm folder

Double click hypertrm.exe >

Proceed to HyperTerminal configuration on the next page

HyperTerminal for Windows XP

e Open and configure HyperTerminal
0 Select the Windows Start button
0 Select Run
0 Type hypertrm and select OK > HypterTerminal application opens

HyperTerminal Configuration

= loix)

Connection Description EIEI

% New Connection

Disconnected Auko detect Auko detect

e Type a name for the connection
e Choose anicon
e Select OK > connect to window opens
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Connect To

Enter details for the phone number that you want to dial:

LCountry/region: 6\?}
Area code: | @
7’;9_
Phane number: | X !
Comect using: | EEZEKMMNRRNNNINNN |
“ 0K ]l[ Cancel ]

e Select the correct COM port from the Connect using drop down menu

e Select the OK button

COM11 Properties El E‘

Part Settings ‘
Bits per second: [SEDD v-i
Data bits: |2 |
L
Paiity: | None he |
Stop bits: i1 v}
Flove controk Nn:mE:
Restore Defaulks
” Ok ll[ Cancel ] [ Apply ]

e Configure COM Properties as follows
o Bits per second = 9600
o Data bits =8
o Parity = none
0 Stop bits=1
o Flow control = none
e Select the OK button
HyperTerminal is now configured
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S BT - HyperTerminal

E B

Fle Edit ‘“iew Call Transfer Help

0 & & DB

Welcome to Parani-MSP1200
MSP182@ login:

<

Connecked 0:01:24 Autodetect 9600 8-N-1

e Pressthe PC enter key from the HyperTerminal window
Welcome banner and login prompt displays

Enter root for the login
e Enter root for the password

The command prompt is displayed

[root@MSP1000 /J#

e Type editconf at the command prompt

[root@MSP1000 /J#editconf
The configuration menu displays

Welcome to Parani-MSP1000

MSP1000 login: root
Password:
[root@SP1000 /]# editconf

Welcome to MSP1000 configuration page
Current Time : 11/3/2011 11:08:12
F/W Rev. : vl.2.6b2

IP Mode (eth0Q) : Static

Serial No.
MAC Addr.(eth0)
IP Addr. (eth0)

: MSP1000B-100600056
- 00:01:95:0B:9D:B8
: 192.168.161.5

Network configuration
System administration
System status & log

CF card configuration
Monitoring

Save changes

Exit without saving
Exit and apply changes
. Exit and reboot

<ESC> Back, <ENTER> Refresh
-

O©CO~NOUTAWNPEP
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IP Address Configuration

A static IP address of 192.168.161.5 is the default IP address of the Bluetooth
gateway. A static IP address is highly recommended to insure that the Bluetooth
gateway will maintain the same IP address.

The configuration menu is navigated by entering the number of the function at the
prompt -->.

Welcome to MSP1000 configuration page

Current Time : 11/3/2011 14:08:32 Serial No. : MSP1000B-100600056
F/W Rev. : vl.2.6b2 MAC Addr.(ethO) : 00:01:95:0B:9D:B8
IP Mode (eth0O) : Static IP Addr.(eth0) : 192.168.161.5
Network configuration
System administration
System status & log
CF card configuration
Monitoring
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot

<ESC> Back, <ENTER> Refresh
-—> 1

OCO~NOUIAWNE

4. Type 1 and press enter to select Network configuration

1. IP configuration

2. IP filtering configuration

3. TCP service configuration
<ESC> Back, <ENTER> Refresh
-—> 1

5. Type 1 and press enter to select IP Configuration

1. ETHERNET O (ethO) configuration
2. ETHERNET 1 (ethl) configuration
<ESC> Back, <ENTER> Refresh

--> 1

6. Type 1 and press enter to select Ethernet 0

1. IP mode: Static IP
2. IP address: 192.168.161.5
3. Subnetmask: 255.255.0.0
4. Gateway: 192.168.1.1
5. Primary DNS: 168.126.63.1
6. Secondary DNS: 168.126.63.2
<ESC> Back, <ENTER> Refresh
—_ 2
Enter IP address: 10.0.1.140
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7. Type 2 and press enter to select IP Address

a. Type the IP address required for this installation and press enter
Note: Proceed to #10 to configure for DHCP

1. IP mode: Static IP
2. IP address: 10.0.1.140
3. Subnetmask: 255.255.0.0
4. Gateway: 192.168.1.1
5. Primary DNS: 168.126.63.1
6. Secondary DNS: 168.126.63.2
<ESC> Back, <ENTER> Refresh
-—> 3
Enter Subnetmask: 255.255.255.0

8. Type 3 and press enter to select Subnet mask
a. Type the subnet subnet mask required for the installation and press enter

1. IP mode: Static IP
2. IP address: 10.0.1.140
3. Subnetmask: 255.255.255.0
4. Gateway: 0.0.0.0
5. Primary DNS: 0.0.0.0
6. Secondary DNS: 0.0.0.0
<ESC> Back, <ENTER> Refresh
-—> 4
Enter Gateway: 10.1.0.1

9. Type 4 and press enter to select Gateway

a. Type the default gateway IP address for this installation. If no default
gateway is used type 0.0.0.0 and press enter

1. IP mode: Static IP
2. IP address: 10.0.1.140
3. Subnetmask: 255.255.255.0
4. Gateway: 10.0.1.1
5. Primary DNS: 168.126.63.1
6. Secondary DNS: 168.126.63.2
<ESC> Back, <ENTER> Refresh
--> 5
Enter Primary DNS: 0.0.0.0

10. Type 5 and press enter to select Primary DNS

a. Type the IP address of the Primary DNS for this installation. If no DNS is
needed enter 0.0.0.0 for the IP address
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1. IP mode: Static IP
2. IP address: 10.0.1.140
3. Subnetmask: 255.255.255.0
4. Gateway: 10.0.1.1
5. Primary DNS: 0.0.0.0
6. Secondary DNS: 168.126.63.2
<ESC> Back, <ENTER> Refresh
--> 6
Enter Secondary DNS: 0.0.0.0

11. Type 6 and press enter to select Secondary DNS

a. Type the IP address of the Primary DNS for this installation. If no DNS is
needed enter 0.0.0.0 for the IP address

1. IP mode: Static IP

2. IP address: 10.0.1.140

3. Subnetmask: 255.255.255.0

4. Gateway: 10.1.0.1

5. Primary DNS: 0.0.0.0

6. Secondary DNS: 0.0.0.0
<ESC> Back, <ENTER> Refresh
——>

12. Press the Esc key and proceed to #15

DHCP

The next four steps configures for DHCP

1. IP mode: Static IP

2. IP address: 10.0.1.140

3. Subnetmask: 255.255.255.0

4. Gateway: 10.1.0.1

5. Primary DNS: 0.0.0.0

6. Secondary DNS: 0.0.0.0
<ESC> Back, <ENTER> Refresh
--> 1

13. Type 1 to select IP mode

Select IP mode
1. Static IP
2. DHCP

-—> 2

14. Type 2 to select DHCP

1. IP mode: DHCP
<ESC> Back, <ENTER> Refresh
-—>

15. Press the Esc key
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1. IP mode: DHCP
<ESC> Back, <ENTER> Refresh
-—> 1
Select IP mode
1. Static IP
2. DHCP
-—>

16. Press the Esc key

DHCP and Static IP

1. ETHERNET O (ethO) configuration
2. ETHERNET 1 (ethl) configuration
<ESC> Back, <ENTER> Refresh

-——>

17. Press the Esc key

1. IP configuration
2. 1P filtering configuration
3. TCP service configuration

<ESC> Back, <ENTER> Refresh
-

18. Press the Esc key

Welcome to MSP1000 configuration page

Current Time : 11/3/2011 14:13:19 Serial No. : MSP1000B-100600056
F/W Rev. : vl.2.6b2 MAC Addr.(ethO) : 00:01:95:0B:9D:B8
IP Mode (eth0Q) : Static IP Addr.(eth0) : 192.168.161.5
Network configuration
System administration
System status & log
CF card configuration
Monitoring
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot

<ESC> Back, <ENTER> Refresh
--> 6
Would you like to save changes? (y/n): y

OCONOUITAWNE

19. Type 6 and press enter to select Save changes
20. Type y and press enter to save changes
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Welcome to MSP1000 configuration page
Current Time : 117372011 14:13:38 Serial No. : MSP1000B-100600056
F/W Rev. :vl.2.6b2 MAC Addr.(ethO) : 00:01:95:0B:9D:B8
IP Mode (ethO) : Static IP Addr.(eth0) : 192.168.161.5
Network configuration
System administration
System status & log
CF card configuration
Monitoring
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot
<ESC> Back, <ENTER> Refresh
--> 8
Would you like to save changes? (y/n): y
Would you like to apply changes? (y/n): y

O©CoO~NOUAWNE

21. Type 8 and press enter to select Exit and apply changes
a. Typey and press enter to save changes
b. Typey and press enter to apply changes

editconf is terminated and returns the command prompt
bye...

[root@VSP1000 /]#

Use this procedure to find the IP Address for DHCP

22. Type editconf at the prompt and press enter

root@MSP1000 /]# editconf

Welcome to MSP1000 configuration page

Current Time : 117372011 14:14:45 Serial No. > MSP1000B-100600056
F/W Rev. : vl.2.6b2 MAC Addr.(ethO) : 00:01:95:0B:9D:B8
IP Mode (eth0) : Static IP Addr.(eth0) : 10.0.1.140
Network configuration

System administration

System status & log

CF card configuration

Monitoring

Save changes

Exit without saving

Exit and apply changes

. Exit and reboot

<ESC> Back, <ENTER> Refresh

——>

O©CoO~NOUAWNE

23. Verify that the IP address has changed
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Welcome to MSP1000 configuration page

Current Time : 117372011 14:16:56 Serial No. : MSP1000B-100600056
F/W Rev. :vl.2.6b2 MAC Addr.(ethO) : 00:01:95:0B:9D:B8
IP Mode (eth0) : Static IP Addr.(eth0) : 10.0.1.140
Network configuration
System administration
System status & log
CF card configuration
Monitoring
Save changes
Exit without saving
Exit and apply changes
. Exit and reboot

<ESC> Back, <ENTER> Refresh
-——> 7
Would you like to exit without saving? (y/n): y

O©CoO~NOUAWNE

24. Type 7 and press enter to select Exit without saving

a. Typey and press enter to exit without saving changes
bye...

[root@VSP1000 /]# logout

25. Type logout and press the enter key to log out

Welcome to Parani-MSP1000
MSP1000 login:

26. Disconnect the serial cable from the Bluetooth gateway and close HyperTerminal
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Bluetooth Gateway Network Operation Verification

Internet Explorer is used to access the Bluetooth gateway to monitor connection
status and collect BD address information for the configuration of the Bluetooth

adapters.
¢ Open Internet Explorer

o Type http://gatewayipaddress in the address field of Internet Explorer
gatewayipaddress is the IP address of the Bluetooth gateway
The default IP address of the Bluetooth gateway is 192.168.161.5 used when

connecting to a Stand Alone Data Source

W 4| 8 parani-MSP1000 Configuration Menu i - E

SENA

©Bluetooth’

Parani ™ Msp1000

Bluetooth Access Point

/2 Parani-MSP1000 Configuration Menu - Windows Internet Explorer DE®
g v @] bepf10.0.1.140] v 9 |x R
File Edit ‘View Favorkes Todks Help

Lrks () Subscribenet 7 . eubReka - Self Service Workspace . @ | A Guide To The New LSCA Insight Web Page @ -MSP1000 Configuration Menu @ y Product List

User authentication required. Login please.

User ID: root

Password:

i 3 @ et

e Type root for the User ID
e Type root for the password
e Select the login button

Parani ™" MsP1000

Bluetooth Access Point

Port configuration

0. Remote device Service description

9101 Accept connection
9102 Accept connection
gl 9103 Accept connection
Accept connection
Apply changes
Logout

Reboot

N
1
2
3
4 9104
5 92105 Accept connection
6 9106 Accept connection
7 9107 Accept connection
8 9108 Accept connection
9 9109 Accept connection
10 9110 Accept connection
11 9111

12 9112

Accept connection

(] ] [ ] ] ] i e |

Accept connection

13 9113 Accept connection

e Select the Serial Port Profile link
e Select the Port configuration link

o Verify the ports 1-28 are preconfigured with Remote device 9101-9128
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4.6 Configuration and Installation of the Bluetooth Adapter

The Bluetooth adapters must be paired with the Bluetooth gateway for the Bluetooth
adapter to communicate to the Bluetooth Gateway. Bluetooth adapters are
configured with the utility BluetoothAdapterConfig.exe.

BluetoothAdapterConfig.exe communicates to the Bluetooth adapter through the

serial port of the PC. Configuration requires the Bluetooth adapter to be within range
of the Bluetooth gateway for pairing. The operational range is 150ft or 45 meters.

Bluetooth Gateway BD Addresses

The Bluetooth gateway has four antennae. Each antenna has a BD address and
communicates to seven Bluetooth adapters. The BD address is used during the
configuration of the Bluetooth adapters. The BD address is six hexadecimal bytes
similar to a MAC address.

BD addresses are found on a sticker on the bottom of the Bluetooth Gateway and in
the Bluetooth Gateway configuration menus.

BD addresses on the bottom of the Bluetooth Gateway

Bluetooth Access Point 22 sva-parani-Msp1000

Medel Mo, : Parami-MSP 1000 2
& Foe D stapsRANMSPIon Ssooewwconis CE1177@

This device complies with Part 15 of the FCC Rules.
QOperation is subject to the following two conditions:
(1)this device may not cause harmiul interference, and
(2)this device must accept any interference received,
including interference that may cause undesired operation
g
$Q parani-wspioooc  SENA

TECSOLQGIEE
SiN : MSP1000C-110200072

>

&

Mac Add.1: ODE0ST
{ E Mar Seid 2 - ames
RoHS 8D Add.1 . ODBFCC
R — BD Add.2 : ODBFCD

BD Add.3 : ODBFCE
BD Addd4 : ODBFCF

SENA Technologies. Inc.
Made in Korea
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Finding the BD address in the Bluetooth Gateway interface
Paranj ™ MsP1990

Bluetooth Access Point

Discoverable
Connectable
Authentic.

Encryptiof

Enable
Enable |+
Disable

ation (for incoming connection)

Pin code (for incoming/outgoing connection) 1234

n Disable

Class of device 0x120300
System administration Supervision timeout 20
System status & log
e B v
pr— Save link-key Disable
Delete link-keys
Apply changes -
pnils Specific pin code
Rehoot No. BD address pin code Act
Add
Display available bluetooth devic
No. name BD address
1 MSP1000-0 00:01:95:0D:8F:CC
2 MSP1000-1 00:01:95:0D:8F:CD
3 MSP1000-2 00:01:95:0D:8F:.CE
4 MSP1000-3 00:01:95:00:8F:CF

e Select the Bluetooth link
e Select General Properties
e Scroll to the bottom of the screen to locate the BD address

The four BD address are sequential starting with the lowest number first and the
highest number last. Each BD addresses will communicate to seven devices.

No. Name

1 MSP1000-0
2 MSP1000-1
3 MSP1000-2
4 MSP1000-3

BD Address

00:01:95:xx:XX:XX
00:01:95:xx:xx:XX
00:01:95:xx:xx:XX
00:01:95:xx:XX:XX

For Adapter Numbers
1-7

8-14

15-21

22-28
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Example: BD address to Port Mapping
BD Address Remote Device

MSP1000-0 9101
00:01:95:0D:BF:CC | 9102

9103
9104
9105
9106
9107

MSP1000-1 9108
00:01:95:0D:BF:CD | 9109

9110
9111
9112
9112
9114

MSP1000-2 9115
00:01:95:0D:BF:CE | 9116

9117
9118
9119
9120
9121

MSP1000-3 9122
00:01:95:0D:BF:CF 9123

9124
9125
9126
9127
9128

Configuration of the Bluetooth Adapters starts with the first BD address and the first
Remote Device number.

The BD address is used to configure the Bluetooth Adapters.
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Bluetooth Adapter Indicators and Buttons

Bluetooth Serial Adaptor 3] Bluetooth

oo B S o f o
T8 Jswcomgl. - = Rebe2 TR

) HW Flow Control —I Charge
SENA oft- . On ' Low Battery

~(a

LEDs and Buttons of Interest for Remote Advisor

Indicator/Button Purpose

Reset Button Resets the Bluetooth Adapter to factory default

Mode LED Solid indicates the Bluetooth Adapter is at factory default

Flashes alternating with the Connect LED the Bluetooth adapter
is attempting to connect to the Bluetooth Gateway

Connect LED Flashes when a Bluetooth connection has been established with
the Bluetooth Gateway

Flashes alternating with the Mode LED the Bluetooth adapter is
attempting to connect to the Bluetooth Gateway
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Bluetooth Adapter Switch Configuration

_Paranf SDI0CO s |

Blustooth Seriel Adaptor @ oo

¢ Configure the Bluetooth adapter port speed for 19.2K
e Set HW Flow Control off

Bluetooth Serial Adaptor

Switch Settings for Configuration

19.2K required for configuration and typical for Agilent LC
S1 off
S2 on
S3on

HW Flow Control
S4 off

9.6K is used when connecting to Agilent 6890/6850 GC because the default port
speed is 9.6K and preferred setting for Waters Alliance
Slon
S2 on
S3 on

HW Flow Control
S4 off
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Bluetooth Adapter Pairing

Bluetooth adapters are paired with the Bluetooth Gateway during the configuration of
the Adapter. The Bluetooth adapter is configured with one of four BD address
associated with the Bluetooth Gateway and a name. The Bluetooth Gateway has
been pre-configured with the Bluetooth adapter names.

The Bluetooth adapter attempts communication to the Bluetooth Gateway using the
BD address configured in the adapter. The Bluetooth Gateway recognizes the
Bluetooth adapter name from the list of preconfigured names and begins
communications.

Bluetooth Adapter Configuration

Configuration of the Bluetooth adapter pairs the Bluetooth adapter with the Bluetooth
gateway. Pairing requires the Bluetooth adapter to know and communicate to a
specific BD address and the Gateway to know the Bluetooth adapter’s name. The
Bluetooth gateway comes with the Bluetooth adapter names preconfigured.

e Connect the Bluetooth adapter to the serial port of a PC
Important: Always connect and disconnect the Bluetooth adapter with the
Bluetooth Adapter powered off

e Copy the file BTConfig.zip from the installation CD or from the Utilities link on the
Remote Advisor Gateway install web page.
Example: http://gatewayname:8000/utilities

e Unzip BTConfig.zip to the desktop or disk drive
Open the folder BTConfig created by the zip utility

¢ Double click the file BluetoothAdapterConfig.exe

File Edit ‘Wiew Faworites Tools  Help

GBack ML ? / Search 'l‘L Falders E'

Address |5 CiProjectsiA0207\Blustooth| Example\BlustoothAdapterConfigiBTConfig hd E’ Go
Folders * Name Size  Type Date Modifil
= [ Example Pl i ElustoothadapterConfig.exe 24 KE  Application i

= [ BlustoothadapterConfig @ EluetoothadapterConfig.exe. config 4KB CONFIG File

) BTCorfig

The configuration tool, BluetoothAdapterConfig.exe, requires three inputs, the PC
serial/com port number, BD address of the Bluetooth Gateway, and Bluetooth
Adapter number. Configuration always starts with the lowest BD address and
Bluetooth adapter 1.

The Bluetooth adapter number in the Configurator appends to 91x to create the
names for the Bluetooth adaptors as 9101 to 9128. The Bluetooth gateway is pre-
configured that it will communicate to the Bluetooth adapter named 9101 on port
9101, 9102 on port 9103, and so on up through 9128 on port 9128.

Remote Advisor Data Source configuration for instrument connections with Bluetooth
adapters will use the Bluetooth Gateway'’s IP address and the port number for the
Bluetooth Adapter. Example 192.168.254.11:9102. The example uses the Bluetooth
gateway’s IP address, a colon, and the port number.
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Bluetooth Adapter Configurator |Z||§| g|

COM Part | w |

L |

Bluetooth Gateway Address | |

Bluetaoth Adapter Mumber 1 J-

[ Canfigure ” Cancel ]

The Bluetooth Adapter Configurator automatically detects the available PC COM

ports
e Select the COM Port from the drop down menu to which the Bluetooth Adapter is
connected

e Enter the Bluetooth Adapter (BD) address for MSP1000-0

Bluetooth Adapter Configurator |Z||§| g|

COM Part [COM11 v|
@L

N\
Bluetonth Gateway Address % |0D001950B4F50 |
©
Bluetoath Adapter M umbﬂ':'" 1 J 3

[ Canfigure J’ Cancel

e Power on the Bluetooth Adapter

o Select the Configure button
Configuration Complete will display if successful. The Connect LED on the
Bluetooth adapter will blink.

o Power off and remove the Bluetooth adapter

Configuration Complete will display after successful configuration.

Configuration Complete

Configure another Bluetooth adapter?

i Yes i [ Mo ]

e Select the Yes button to configure another Bluetooth Adapter
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Bluetooth Adapter Configurator |Z||§|E|
COM Port \COM11 |
s
Bluetooth Gateway Address o8| 000195084750 |

K2
Bluetoath Adapter Nun@dr 2 J

L Canfigure ,H Cancel ]

The Bluetooth Adapter Number will increment by one

e Connect another Bluetooth adapter to the COM port
Note: Connect power to the Bluetooth Converter after connecting it to the
COM port

¢ Select the Configure button to configure the next Bluetooth adapter

The Bluetooth Adapter Configurator will increment the Bluetooth Adapter Number
after each Bluetooth adapter is configured. The Bluetooth Gateway Address
increments by one when the Bluetooth Adapter Number increments from 7 to 8, 14 to
15, and 21 to 22. Remember that each BD address communicates to seven
Bluetooth Adapters.

Bluetooth Adapter Configurator

COM Part !EDM‘H v

1

|

|
Bluetooth Gateway Address 0001 9506 F50] |
Bluetooth Adapter Mumber 7

Bluetooth Adapter Configurator,

COM Part [com11 v/

&
Bluetooth Gateway Addres&& =DDD1 950E4FST |

Blustooth Adaper Nu@ﬁg‘rb E] — J

I Configure H Cancel
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Bluetooth Adapter to Bluetooth Gateway Connection Verification

Verify the Bluetooth adapter is communicating to the Bluetooth gateway using
Internet Explorer

N

Parani ™MsP1000 SENA

[ Bluetooth
Bluetooth Access Point e

Network

Bluetooth .

Serial Port Profile Connections
Pairing mode configuration
Port configuration
Vertex configuration
Connections

CF card f 1 hci-0 00:01:95:0D:71:64 Listening on 9101

No. Inf BD address Service description

System administration

System st & o

System statistics

Apply changes
Logout
Reboot

e Select the Serial Port Profile link
e Select the Connections link
The BD Address of the Bluetooth Adapter and the Listening port is displayed

Parani ™ MsP1000 SENA

) £ Bluetooth’
Bluetooth Access Point 9

Network

Bluetooth .
General properties Connections
Operation mode
AP service
FTP configuration
Connections

PAN connections

Serial Port Profile No. Inf BD address Device name LM RSSI LQ
CF card
System administration LAP & DUN connections
System status & log .
System statistics Na. Inf BD address Device name LM RSSI LQ
Apply changes SPP connections
L No. inf BD address Device name LM RSSI
Reboot

1 2 hci-0  00:01:95:0D:71:64 9101 M o] 255

v
£ >

e Select the Bluetooth link

o Select the Connections link
The BD address of the Bluetooth Adapter and the Device Name is displayed. The
Device Name is programmed by the Bluetooth Adapter Configurator.
RSSI and LQ are connection quality indicators. A lower RSSI and higher LQ
indicate a better connection.
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Examples with Multiple Bluetooth Connections

Parani “MsP1000 SENA

£ Bluetooth’
Bluetooth Access Point 8

Network

Bluetooth .
General properties Connections
Operation mode
AP service
FTP configuration
Connections

PAN connections

Serial Port Profile No. Inf BD address Device name LM

CF card

System administration LAP & DUN connections

2:::::: 2::;:;09 No. Inf BD address Device name LM

Apply changes SPP connections

No. Inf BD address Device name LM

M 1 hci-0 :95:0D:71:69 9102 M
F 2 hei-0 95:0D:71:62 9103 M
O s hci-0 195:0D:70:D6 9105 M
O a hci-0 :0D:75:C4 9101 =
P hci-0 :0C:9F:7C 9104 M
O s hei-1 :0C:9F:79 9111 M
\dl 7 hei-1 :0D:71:65 9109 M
O s hei-1 :0D:71:5E 9107 M
O s hci-1 :0D:75:C7 9108 M
O 10 hci-1 (0C:9F:7A 9110 M
O 11 hci-2 :0C:9F:94 9113 M
0 12 hei-2 :0C:9F:9C 9112 M

Disconnect

RSSI

RSSI

RSSI

L o oo k~o

oooooo

Lo

LQ

Lo

251
255
253
255

213
242

248
251
254
228

Parani ™ MsP1000 SENA

£ Bluetooth’
Bluetooth Access Point 8

Network
Bluetooth

Connections
Pairing mode configuration
Port configuration

Vertex configuration

. No. Inf BD address Service description
Connections

CF card i hei-1 00:01:95:0C:9F:79 Listening on 9111

System administration F 2 hei-1 00:01:95:0C:9F:7A Listening on 9110

B s o Fis hei-1 00:01:95:0D:75:C7 List Q108
System statistics o o A o BLETG 00,

O a hei-1 00:01:95:0D:71:5E Listening on 9107

Apelychanes 0 s hei-1 00:01:95:0D:71:65 Listening on 9109

F & hci-2 00:01:95:0C:9F:9C Listening on 9112

i hci-0 00:01:95:0C:9F:7C Listening on 9104

Fle: hci-0 00:01:95:0D:70:D6 Listening on 9105

] o hci-2 00:01:95:0C:9F:94 Listening on 9113

] 1o hci-0 00:01:95:0D:75:C4 Listening on 9101

Fl 11 hci-0 00:01:95:0D:71:62 Listening on 9103

i3 hci-0 00:01:95:0D:71:69 Listening on 9102

Disconnect
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4.7 Waters HPLC Instrument Connections

Remote Advisor acquires ACQUITY HPLC statistic information from Empower log
files on the Empower PC controlling the Acquity. A light Remote Advisor utility,
known as the Remote Advisor File Mover, transfers ACQUITY HPLC statistic
information through the network to a Remote Advisor Data Source.

Alliance HPLC systems are configured to send system events out the printer port of
the Alliance HPLC. A Bluetooth adapter or RS232 to LAN converter connects to the
Alliance HPLC RS232 port to send the Alliance statistics to a Remote Advisor Data

Source.

An alternate method to collect Waters Alliance and ACQUITY HPLC statistic
information is using the Empower Pro Toolkit to query the Empower Pro 2 database
for instrument statistics. The Data Source software is installed on an Empower client
in an Empower client/server environment. Installation is restricted to Empower Pro 2
FRS5.
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5 Instrument Configuration

5.1 System Configuration

)
G e

mﬂr-_ ration | Data Source C: " Remote Advisor Gateway Controller o

System Name Instrument Name(s) Instrument Type Desktop Sharing Connection String Description

Datasource: RADSWin7a-HP  Last contact: 9/27/2012 3:03 PM

e Select the Configuration tab
e Select the Add button > Instrument Configuration opens
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System Configuration Window

i ystem Configuration ==
System ———————————— [[[FDbeais |
Fomiy: Agilert - st
Type Agient LC - strument Name
System Hams
Building
Room nng
User Defined Modules
'T”‘;”:’”E”‘ Manufacturer Mode! Device Typ Serial Number
Add Edit Remove
[ok ][ coned |

System Configuration

Family

Type

System
Name

Building

Room

User Defined
Modules

Dropdown list to select Agilent, Waters HPLC, or User Defined
instruments

Dropdown list of instruments that correlate to the selected Family

Enters the name of the instrument which displays on the Enterprise
and in Asset Portal Reports

Enters a location which refers to a building name or number or other
location designation

Enters a location which refers to a room name or number or other
location designation

User Defined Modules are modules that belong to a system but
either does not connect to the systems communication bus or are not
capable of communicating to the Remote Advisor Data Source.
Examples of User Defined module are LC degassers, GC Head
Space, CTC auto samplers, other vendor detectors, and an unlimited
selection of other devices
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Instrument Configuration

User Defined Modules are modules that belong to a system but either do not connect
to the systems communication bus or are not capable of communicating to the
Remote Advisor Data Source. Examples of User Defined module are LC degassers,
GC Head Space, CTC auto samplers, other vendor detectors, and an unlimited

selection of other devices

e Select the Add button in the User Defined Modules tab to configure a module.
The User defined module details window opens.

- T ” T hl
all User defined module details = ) a5l User defined module details EI_IJ—hJ
Manufacturer i Manufacturer Agilert -
Device Model Device Model G13738
Device Type - Device Type Degasser Q, -
Serial Number Serial Number JPE0B00126 Q
Revision Revision ‘)@
Details Details 12% Degasser
[T] Enable Log File Manitoring [] Enable Log File Monitoring
oKk ][ Cancel oK | [ Cancel

User Defined Module Details

Parent Instrument
Type
Manufacturer

For future use

Select the manufacturer from the drop down menu or enter a

manufacturer if the desired manufacturer is not found in the list.

Device Model

Device Type

Enter the manufacturer's model number

Select the device type from the drop down menu or enter a device

type if the desired device type is not found in the list.

Serial Number
Revision
Details

Enter the serial number of the device
Enter the revision of the module

Enter a short description. The description will be displayed in the

Data Source Status Monitor

Revision A.02.09.008

Agilent Technologies Copyright 2014

January 2014




Instrument Configuration

5.3 Agilent LC

ol System Configuration F=lre) ==

System - _
Famiy (e ] |'cOu
= bglentlc  w| | Instument Name

System Name

User Defined Modules

Instrument

Type Manufacturer Device Model Device Type Serial Number

System Configuration

Select Agilent for the Family
Select Agilent LC

Enter a System Name

Enter Building information
Enter Room information

LC Details

e Enter an Instrument Name (Usually the same as System Name)
e Enter the Connection string

Com# Computer Com port where the instrument is connected.
Example com1
IP address The IP address of the instrument or RS232-to-LAN

converter connected to the instrument

Bluetooth address = Combination of the IP address of the Bluetooth gateway
and the Bluetooth adapter port number
Example:192.168.254.11:9101

e Enter a Description which could include instrument type, location, or other
information
e Select the OK button
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4 Apilent Remote Advisor Data Source Status Monitor

 Health | Canfiguration | Data 5ource Configuration| Remole Advisor Gateway Controller

i Status Remote Advisor Assist System MName Instrument Mame | Last Instrument Comm. Last Gateveay Comm. Instrument Type Desclipt\o'

1 *] Remote Advisor Assist |EEEI L&E 1 |EcoLabLe 111042011 11:26:20 &t 1110/2011 11:25:20 48 |Ag|\anl L EEE Room

et Al et e SN 2y [ wymankec Antivirus - Scan starked on 11/10/2011 10:39:47 AM

The newly configured instrument is now displayed in the Data Source Status Monitor

e Select the Health tab to verify communications from the Data Source to the
instruments

Last Instrument Comm. should have a value close to the current PC time
Last Gateway Comm. should have a value close to the current PC time

Configuration of the LC system is complete. The Data Source Status Monitor may be
closed.
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5.4 Agilent LCMS

LC Details LCMS Details
42 System Configuration = 42 System Configuration =
;:,,.,m Aghert LCMS : I::"‘ - ;:,,,,m Aghert LCMS. : ::‘ .
System Configuration
e Select Agilent for the Family
e Select Agilent LCMS
e Enter a System Name
e Enter Building information
e Enter Room information
LC Details
e Enter an Instrument Name (Usually the same as System Name)
e Enter the Connection string
Com# Computer Com port where the instrument is connected.
Example com1
IP address The IP address of the instrument or RS232-to-LAN

converter connected to the instrument
e Enter a Description which could include instrument type, location, or other

information
e Select the LCMS Details tab
LCMS Details

e Enter an Instrument Name (Usually the same as System Name but different than
entered for the LC)

e Enter the Serial Number of the LCMS

e Enter the Connection string which is the IP address of the LCMS

e Enter a Description which could include instrument type, location, or other
information

e Select the OK button
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4 Apilent Remote Advisor Data Source Status Monitor

 Health {| Canfiguration | Data 5ource Configuration| Remote Advisor Gateway Controller

Status Remote Advisor Assist System Name Instiument Mame | Last Instrument Comm. Last Gatevway Comm, Instiument Type Descriptiol
(™) ‘ Remote Advisor Assist |EEEI LAB1 |EcolabLC 1110420171 17:26:20 A 11410720171 11:25:20 AM | Agilent LC ?EE Ruoom
- | Bemote Advisor Assist |ECO LB 1 |LCMS [ 1110420011 T1:2513 40 1110/2011 11:25:208M | Agilent LCMS | GC Room

Datasource: CompG130  Last contact: 11/10/2011 11:25AM [Symankec Antiirus - Scan started on 11/10f2011 10:39097 AM

The newly configured instrument is now displayed in the Data Source Status Monitor

e Select the Health tab to verify communications from the Data Source to the
instruments

Last Instrument Comm. should have a value close to the current PC time
Last Gateway Comm. should have a value close to the current PC time

Configuration of the LCMS system is complete. The Data Source Status Monitor may
be closed.

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
5-7



Instrument Configuration

5.5 Agilent QQQ
QQQ Prerequisites
Agilent MassHunter Workstation Data Acquisition software must be running and the

MS QQQ in a Ready (green), Not Ready (yellow), or Stand By (Grey) state. It should
not be in an Error (red) or Power Off mode.

== Agilent MassHunter Workstation Data Acquisition
Fle Edit View Tools worlist Run Help

Contest, [Acquisition > Lapour [Default jﬂ Method: | | worki
EEEE @srinw T |55 0S§H0re G-
Devices

EYfF ALS Ci BinPump Calurmn B DADE

s mlfmin ]

—

- nm

Sl Ll Cal Oif
ll Wl | - TCGas Un
_ B | Eo
" B met - W ===

e 000 Spactrurn [MS | 1: MRM (360.0). ESI(+). 5.09
= g mfz 200.0 200.0
g @ E
2000000 - = Height: 10
000000 = § B
: —I— =
4000000 = E
2000000 - 5
= i ! 1 J 180 190 200 210 220
zl Ao 20 40 min 5 nizgamy)
|}
IFurHe\p, press F1 Disk free space: 189,11 GB CAP NUM SCHL
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£8 System Configuration

Instrument Configuration

LCMS QQQ Details

{8 System Configuration

System
Fardy
Type

LC Detalls | LEMS Dtads

L 1

Sedial Number ‘

Aglert

Agilent LCMS Instument Name

System Name Model

Building

A EAETEE

Hos Connection Sting

Desoiplion

User Defined Modues |

Instrument
Type

Manufacturer Device Model Device Type Serial Numbet

System
Famiy
Type

Aglent

[AglentLCMs ™| Instrument Name

SystemMame || Ms Type

Building Model

% ) | =) =

Reom Sl Number
Connection Sting

Description

User Defined Modules |

LC Detais]| LCMS Det

tals

\
a0n
| v
[
—

Instrument

A Manulacturer

Device Model

System Configuration

Select Agilent for the Family
Select Agilent LCMS for Type
Enter a System Name

Enter Building information
Enter Room information

LC Details

Enter the Connection string
Com#
Example

IP address
[ ]
information
Select the LCMS Details tab

LCMS-QQQ Details

Device Type.

Serial Numbsr

Enter an Instrument Name (Usually the same as System Name)

coml

than the instrument name entered for the LC)

MS Type = QQQ

information
Select the OK button

Enter the Serial Number of the QQQ
Enter 192.168.254.12 for the Connection string
Enter a Description which could include instrument type, location, or other

Computer Com port where the instrument is connected.

The IP address of the instrument usually 192.168.254.11
Enter a Description which could include instrument type, location, or other

Enter an Instrument Name (Usually the same as the System Name but different
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4 Agilent Remote Advisor Data Source Status Monitor

i Health i Canfiguration | Data Source Configuration| Remote Advisor Gateway Contraller

Status Remote Advisor Assist Swstem Mame Instiument Mame | Last Instrument Camm, Last Gateway Comm. Instrument Type Descriptiol
- ‘ Remote Advisor Assist | QEEm LC3107 1118420171 2:21:44 PM 1141842011 2:21:44 PM Agilent LC ‘ R& Bench
- Bemate Advisor Assist Qeao [elelelny] 11182011 2221:43PM 1118/20011 222144 PM Agilent LEMS-000 simulator

Datasource: FI00RADT  Last contact: 11/18/2011 2:21 PM

The newly configured instrument is now displayed in the Data Source Status Monitor

e Select the Health tab to verify communications from the Data Source to the
instruments

Last Instrument Comm. should have a value close to the current PC time
Last Gateway Comm. should have a value close to the current PC time

Configuration of the QQQ system is complete. The Data Source Status Monitor may
be closed.
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3 System Configuration ===
e a .| | GCDeti
Famiy (gt ] =
Type Agilert GC = Instrument Name
System Name Model -
Building Serial Number
Room Connection String
Description
User Defined Modules
Instrumertt
Type Manufacturer Device Model Device Type Serial Number
[ Add | [ Edt | [Remove ]
OK Cancel

System Configuration

Select Agilent for the Family
Select Agilent GC

Enter a System Name

Enter Building information
Enter Room information

GC Details

Enter an Instrument Name (Usually the same as System Name)

e Choose the correct Model from the drop down menu

e Enter the Connection string
Com#

Example com1 (6850/6890/7890B only)

IP address

converter connected to the instrument

Bluetooth address

and the Bluetooth adapter port number
Example:192.168.254.11:9101 (6850/6890 only)

RS232 to LAN
Converter with
7890B

Computer Com port where the instrument is connected.

The IP address of the instrument or RS232-to-LAN

Combination of the IP address of the Bluetooth gateway

The connection address for the 7890B with the RS232 to
LAN converter is the IP Address of the converter and port
9100. Example 192.168.254.11:9100

e Enter a Description which could include instrument type, location, or other

information
e Select the OK button
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(A Agilent Remote Advisor Data Source Status Monitor t =& ﬁ]
Health [ Corfiguration | Data Source Configuration | Remote Advisor Gateway Controller L2))
Status Remoate Advisor Assist System Name Instrument Name  Last Instrument Comm. Last Gateway Comm. Instrument Type Diescrif

[*] Remote Advisor Assist 9111-GCMS 111-GC 11/18/2011 1:56:24 M 11/18/2011 1:57:01 PM Agilent GC MS Ro

 Datasource. de7900viia  Lasl contact: 11/18/2011 1.57PM_

The newly configured instrument is now displayed in the Data Source Status Monitor

e Select the Health tab to verify communications from the Data Source to the
instruments

Last Instrument Comm. should have a value close to the current PC time
Last Gateway Comm. should have a value close to the current PC time

Configuration of the GC system is complete. The Data Source Status Monitor may be
closed.

5.6.1 7890B BCR/RA Configuration

This procedure configures the 7890B BCR/RA port in back of the 7890 for Remote
Advisor and sets the port speed to 19200 bps. Use this procedure when connecting
the 7890B to a Standalone Data Source

Push the [Options] button of the 7890B front panel
Scroll down, using the down arrow, until “Communication” displays
Push the [Enter] button
Scroll down until “BCR/RA connection” displays
Push the [Enter] button
e If “RA”is not displayed
= Push [Mode]
= Scroll down to “Remote advisor connection”
= Push [Enter]
= |gnore warning about reboot
= Push [Enter]
e Scroll down to “RA Baud Rate”
e [f*19200" is not displayed
e Push [Mode]
= Scroll to “19200”
= Push [Enter]
= |gnore warning about reboot.
= Push [Enter]
e If any changes have been made,
e Scroll down to Reboot GC
e Push|[Yes]
e Push [Yes] (reboot occurs).
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5.7 Agilent GCMS

GC Details GCMS Details
%2 System Configuration = u2' System Configuration =
e I : e ] |
System Configuration
Select Agilent for the Family
e Select Agilent GC GCMS
e Enter a System Name
e Enter Building information
e Enter Room information
GC Details
e Enter an Instrument Name (Usually the same as System Name)
e Choose the correct Model from the drop down menu
e Enter the Connection string
Com# Computer Com port where the instrument is connected.
Example com1 (6850/6890 only)
IP address The IP address of the instrument or RS232-to-LAN
converter connected to the instrument
e Enter a Description which could include instrument type, location, or other
information
e Select the GCMS Details tab
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GCMS Details

e Enter an Instrument Name (Usually the same as System Name but different than
entered for the GC)

Select the MS type from the dropdown list

Select the Model number of the MS from the drop down menu list

Enter the Serial Number of the GCMS

Enter the IP address of the GCMS as the Connection string

Enter a Description which could include instrument type, location, or other
information

e Select the OK button

(A Agilent Remote Advisor Data Source Status Monitor = | B |
Health | Corfiguration E'Dma Source Corfiguration | Remote Advisor Gateway Controller (7))
Status Remote Advisor Assist System Name Instrument Name  Last Instrument Comm. Last Gateway Comm. Instrument Type Descri
] Remote Advisor Assist 9111-GCMS 9111GC 11/18/2011 1:56:24 PM 11/18/2011 1.57.01 PM Agient GC MS Ro
] Remote Advisor Assist 9111-GCMS 9111GCMS 11/18/2011 1:56:46 PM 11/18/2011 1.57.01 PM Agient GCMS MS Ro

| Datasource: do7900vista  Lest cortact: 11/18/2011 1:57 PM

The newly configured instrument is now displayed in the Data Source Status Monitor

o Select the Health tab to verify communications from the Data Source to the
instruments

Last Instrument Comm. should have a value close to the current PC time
Last Gateway Comm. should have a value close to the current PC time

Configuration of the GCMS system is complete. The Data Source Status Monitor
may be closed.
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5.8 Non Agilent LC or GC with Agilent MS
Remote Advisor may be installed for an Agilent LCMS or GCMS where the LC or GC
associated with the MS in not Agilent.

Connnction String

(o) () (o) ()
& . ok | [ Conce OK | [ Conce
e Select Non Agilent LC-Agilent LCMS o Select Non Agilent GC-Agilent GCMS
for an LCMS system with a non- for a GCMS system with a non-
Agilent LC Agilent GC
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5.9 User Defined Systems

User Defined systems are instrument systems that do not automatically extract
diagnostic and status information from instruments. These systems are configured in
Remote Advisor to provide Remote Assist and Remote Collaboration capability for
systems under a service contract with Agilent.

The Remote Advisor Data Source software will be installed on the PC controlling the
system to enable Remote Collaboration for remote troubleshooting. User Defined
systems can be configured on a Standalone Data Source if the only objective is to
enable Remote Assist for placing service requests to Agilent.

User Defined Modules can be added to any system whether the system is Agilent or
User Defined. User Defined Modules are added to systems to show the module in
inventory reports such as Lab at a Glance or Asset Reports.

Example: An Agilent 1260 LC has a degasser which does not communicate to the
Agilent system. Therefor the degasser does not display in the inventory reports. The
degasser can be added as a user defined module with the correct model and serial
number. The degasser will display in future inventory reports.

Log File Monitoring

Log File Monitoring is a customizable extension for any system configured on a data
source, which can be used to extract instrument information from any system log
created by the software controlling the instrument. Log file monitoring is configurable
for both systems and modules. Custom logger files can be created on demand by
trained Agilent specialists for any system that creates a log file with useful data.
Loggers can be used to:

o Extract data from application software logs to populate Asset Portal or Laboratory
Business Intelligence reports

e Generate events to alert the customer or Agilent about unexpected conditions
such as exceeded limits and system or module errors.

e Upload packages or logs for diagnostic purposes
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User Defined System Configuration

3t System Configuration felfa=s
System — .
Fary User Defined 7] | System Detats
Type Atomic Absorption - Manufacturer  Agilent -
System Name  Atom A v | ModelName  Agient 55B Spectrometer
Building nz w | Model Number G430 -
Room 12 - Description R&D use
Enable Log File Monitorng
User Defined Modules
Instrumertt
Troe Manufacturer Device Model Device Type Senial Number
Add Edit Remove
oK Cancel

Select User Defined for the Family

e Select the appropriate system type from the drop down menu or type in a system
type if the system type desired is not found in the list

e Enter a name for the System Name. The way the name is typed here is how it will
appear in reports

e Enter a Building name or number to designate the systems location

e Enter a Room name or number to further designate the systems location

System Details

e Select the manufacturer from the drop down menu or type in a manufacturer if the
desired manufacturer is not found in the list

e Enter a model name

e Enter the model number

e Enter a short description. The description will be displayed in the Data Source
Status Monitor
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Log File Monitoring

a2l Systen Configuration [folte ==
System ["Syetem Detalls |
== " 21 | Svetem Detais
Type Atomic Absarption w | Manufacturer  Agilent -
System Name ~ Atom A - WMode! Name Agilent 55B Spectrometer
Building 212 < | Model Number  GB430 -
Room nz - Description
—) Enable Log File Moritoring
Select Logger
View Details
User Defined Modules
Instrumertt
Tyoe Manufacturer Device Model Device Type Serial Number
Add Edit Rem

Log File Monitoring is enabled by placing a check in the Enable Log File Monitoring
check box. Available loggers will be displayed only if a logger has been previously
created for the User Defined instrument type that was selected.
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User Defined Modules

User Defined Modules are modules that belong to a system but either does not
connect to the systems communication bus or are not capable of communicating to
the Remote Advisor Data Source. Examples of User Defined module are LC
degassers, GC Head Space, CTC auto samplers, other vendor detectors, and an
unlimited selection of other devices

e Select the Add button in the User Defined Modules tab to configure a module.
The User defined module details window opens.

- T r T ~
all User defined module details = ) a5l User defined module details EI_IJ—hJ
Manufacturer i Manufacturer Agilert -
Device Model Device Model G13738
Device Type - Device Type Degasser Q, -
Serial Number Serial Number JPE0B00126 Q
Revision Revision ‘)@
Details Details 12% Degasser
[T] Enable Log File Manitoring [] Enable Log File Monitoring
oKk ][ Cancel oK | [ Cancel
J L

User Defined Module Details
Parent Instrument For future use

Type

Manufacturer Select the manufacturer from the drop down menu or enter a
manufacturer if the desired manufacturer is not found in the list.

Device Model Enter the manufacturer's model number

Device Type Select the device type from the drop down menu or enter a device
type if the desired device type is not found in the list.

Serial Number Enter the serial number of the device

Revision Enter the revision of the module

Details Enter a short description. The description will be displayed in the
Data Source Status Monitor
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5.10Waters Alliance RS232 Monitor

This procedure configures Alliance HPLC systems to send system events out the
printer port of the Alliance HPLC. A Bluetooth adapter or RS232 to LAN converter
connects to the Alliance HPLC RS232 port to send the Alliance statistics to a
Remote Advisor Data Source.

Alliance Configuration

The Alliance HPLC can be configured to send system statistic information from the
RS232 port located in the back of the HPLC. This procedure configures the Alliance
HPLC to send data out the RS232 port and configures the Alliance in the Data
Source Status Monitor.

Alliance Printer Port Configuration

Configuration of the RS232 port is completed by using the Alliance front panel.
Configuration of the Alliance is not accessible while Empower is controlling the
Alliance to run a method.

ailiance 7R T

‘Navigation’

- . s s s s |
Menu Buttons n m E-.

Use the navigate arrows to navigate to different fields of the Alliance display. Soft
keys are a physical keypad located below the display. Each soft key is used to select
the function directly above the button.
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Main Run 1000

Waters 2695

Separations Module

® Press m for monitoring and direct control &

user - I

02/18/2000 0342 44am
@ 2006 Waters Corporation

nles  Diog

e  Press the button under Config from the home screen

vl hl’ﬂ‘thl B | -.-.ul:{ﬂ[
Vial i Ao, |
Lo = Dun Tiere

Syringe Size: Loop Sire: [Jyerdy vial presence
(B Bu [0 Ju vty coroumel placement

_, . F i Address:

Date Formar:  Alarms Soumnd:

Printer

BN (o B [Camcs B

Boud P-:r:i: Pr it Unive:
1 - st

| W1l 2
Conmnp ftotus Auto Events More

Reports Check L L]
—————— =

Highlight the Printer field by using the navigation buttons
Press the Enter button

Scroll the list and select RS232 Serial Printer

Press the Enter button

Navigate down to Baud Rate

Press the Enter button

Select 9600

Press the Enter Button

Press the button under More to see more soft menu options
Press the button under Reports
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Feport 10 ser il printer

s o ion Method —

rodent table :J

O event wble | [X] ‘er-inject dowa
wiector tabbe 3 L
vl OWET I

{isC. parameters

¢ Navigate to the Report Option

e Select Report to serial printer

ystem conf ig

Navigate to each of the Separation Methods and select any number button to

toggle from empty to X
Gradient Table
I/0O Event Table
Detector Table
Event Overview
Misc parameters
¢ Navigate and toggle to X
e  System Config
e Per-inject data
e Alarms
e Press the button under OK
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5.10.1 RS232 Bluetooth Adapter and LAN Converter Installation

A Bluetooth Adapter or RS232 to LAN converter will attach to either one of the RS232
ports in the back of the Alliance

An RS232 null modem gender changer, Part Number 5190-6188 attaches to either of
the RS232 ports.
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A Bluetooth Adapter or RS232 to LAN converter connects to the null modem gender
changer.

VL4690

IR e " 22

Bluetooth Adapter Installation and Configuration

Bluetooth Adapters must be configured and paired to the Bluetooth Gateway before
proceeding. Refer to 4.6 Configuration and Installation of the Bluetooth Adapter
instructions on page 4-37.

e Attach an RS232 null modem gender changer, Part Number 5190-6188, to one of
the RS232 connectors. Lightly tighten the screws of the gender changer.
e Set the configuration switches of a Bluetooth adapter to 9600.

Slon
S2 on
S3 on
S4 off (HW Flow Control)

e Attach the Bluetooth adapter to the gender changer.
**Note** Do not connect the Bluetooth adapter while the Bluetooth adapter
is powered on.
e Lightly tighten the screws to hold the Bluetooth adapter to the gender changer.
e Connect and apply power to the Bluetooth adapter.

RS232 to LAN Converter Installation and Configuration

RS232 to LAN Converters must be configured with the port speed set to 9600 before
proceeding. Refer to 4.4 RS232 to LAN Converter Connection on page 4-12
instructions to configure the RS232 to LAN converter and to 4.4.1 Serial Port Speed
Configuration when connecting to 6850 and 6890 GC and Waters Alliance on page 4-
19 to configure the port speed to 9600.

e Attach an RS232 null modem gender changer, Part Number 5190-6188, to one of
the RS232 connectors. Lightly tighten the screws of the gender changer.

e Attach the RS232 to LAN Converter to the gender changer.
**Note** Do not connect the RS232 to LAN Converter while the RS232 to
LAN Converter is powered on.

e Lightly tighten the screws to hold the RS232 to LAN Converter to the gender
changer.

e Connect and apply power to the RS232 to LAN Converter.
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5.10.2 Alliance Data Source System Configuration

a2/ System Cenfiguration

=8 = |

System F——
Family Wiaters HPLC -

Type

LC Details

Instrument Name

Alliance-31
K365M4583M
nnection Sting | 156.143.155.103:9110 |

Description
Edit EMF Limits

Mode!

LSCA Lab

Example

User Defined Modules

Instrument
Type

Manufacturer Device Model evice Type Serial Number

OK Canesl

System Configuration

Select Waters HPLC for the Family
Select Alliance for the type

Enter a System Name

Enter a Building where located
Enter a Room where located

LC Details

e Enter an Instrument Name (Usually the same as System Name)
e Enter the Connection string

IP address

The IP address of the Bluetooth Gateway : Bluetooth

adapter name. Example 192.168.100.22:9101 or RS232-

to-LAN converter IP address

e Enter a Description
Continued on next page.
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Alliance Data Source Configuration (Continued)
User Defined Modules

Add all modules of the Alliance system with the exception of the separations module.
The separations module serial number is configured when the LC is configured.

Note: Modules are added for inventory purposes only. Information is collected from
the Alliance regardless if User Defined Modules are configured.

o User defined module details EI = @
Parent Instrument Type

Manufacturer Waters -

Device Model 2487

Device Type Dual Wavelength Detector

Serial Number 055487, -

Revision &

Details .\?

Enable Log File Monitoring
o

Parent Instrument
Type
Manufacturer

Device Model

Device Type

Serial Number

For future use

Select the manufacturer from the drop down menu or enter a
manufacturer if the desired manufacturer is not found in the list.

Enter the manufacturer's model number

Select the device type from the drop down menu or enter a device
type if the desired device type is not found in the list.

Enter the serial number of the device

Revision Enter the revision of the module
Details Enter a short description. The description will be displayed in the
Data Source Status Monitor
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5.11 Waters Acquity using Agilent File Mover

Collecting statistics from an Acquity HPLC is a two part connection process. A
small application known as the Agilent File Mover is installed on the Waters Node
PC that controls the Acquity HPLC. The file mover application sends copies of
Acquity log files to a Data Source PC for processing.

5.11.1 Preliminary Waters Software Requirement
Remote Advisor includes support for Empower Acquity UPLCs running Empower 2
or Empower 3. The minimum version required for the Waters Instrument Control
Software (ICS) is 1.5. Please verify the version of ICS before installing the File

Mover software on the Empower node.

Verification Method 1

This method does not require an Empower logon.
o Browse to the instrument DLLs usually at c:\Empowen\Instruments\bin

@'\J" :

Organize = n°] Open with...

- Favorites
Bl Desktop
& Downloads
= Recent Places
J AgilentFilebover_1TIuly201:
. Filebdover
U Instruments
& PROGRAMS (C)

Mew folder

Mame
B LCCServer.exe

3 service Profile.exe

5 Start ACQUITY Log.exe
B 2SS QServer.exe

= 2 489 Server.exe

B 2 T0T Server.exe

B 2898 Server. exe

B ivatersFile Service.exe
() A1100.dI1

v Computer b PROGRAMSE (T » Empower » Instrurnents » Bin »

o AcquityCMInstr.dll Properties

| General I Security| Details | Previous Yersions

Praperty Walue
Description
File description  ACAUITY Colurnn Manager Server dil

Tupe Application extension

|Fi|e VEISIon 1.50.1678.1 |

Product name  ACQUITY Column M anager
Product wersion  1.50.1678

[c)2011

rporation, &l rights re...

Copyright

o Libraries :
= () 26830Common.dil Size M2 KB
j Documents - -
Jv v () 26850 Instr.dll Date modified  7/5/2011 1:48 PM
— _USIC %] AEESDML Il Language Enaglizh [United States)
k=] Pictures @) ATE90Cormman.dll Original filename  AcquityCh Instr.dll
Wi =
B videos () ATEInstr.dll
. @) ATE0mLLdIl
1M Computer = )
— () AcquityBSMCommon.dl]
&, PROGRAMS (i) : _
(| AcquityBShInstr.dll
ca DATA (DY : .
() AcquityBShEML.dI
G Network %AcquftyCMCommon.dll
| e npib i sl Remove Properties and Personal Information
8] AcquityChBXML.AII
(#| AcquityELSDInstr.dll 0K ] I o] pply
= AcquityCMInstr.dll - Date modified: 7/5/2011 1:48 PM
sy Application extension Size: 212 KB
¢ Right click one of the Acquity modules dll
e Select Properties
e Select the Detalils tab
¢ Verify that the file version is 1.5 or greater
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Verification Method 2
e Log on to Empower

E Pro EI’E
,AI EI £I 1' [gf;'i Eﬂ)’:mmdminimmr

LOGIN LOGOUT ABOUT  HELP

(T1TT

il

Run Samples Browse Project Configure System

Process Data

[l

Review Data Print Data

e Select Run Samples from the menu

£ whb298ug inwhb as Systemy/fAdministrator - Run Samples

s % |0 |@|@] ||| =] ¥ |5 e

LI ICDntinue on Fault ;I

ISampIe Set Method LI

Wiy Custormize

|F|un Oriy

Apply T able Preferences

Sample Set Method: Untitled

Inj
Platestiel | wol
(L)

# of ! Method Set /
Injs Lahel | SampleMame Lewvel Function Report Methad

Refe

| KNI

4 ¥ [y Single } Samples { Sample Sets £ Running £

Istrurment Method:

Edit |

L B ey
| 0000 0.002 0004 0005 0005 0.010

ISampIe Set )
Liters
Sample Manager @ TUY Detector
FPun Lamp

&) Sample pressure low (0.3): p...

a
Sample .2 °C Column 23
Off

Shutter: Closed

254 nm

Far Help, press F1 i

——

2

|Launch ACQUITY UPLC ngnsole'ﬁment Failure .

e Select the Launch AQUITY UPLC Console icon in the Sample Manager section of

the Run Samples window
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ACQUITY UPLC Consale for Systern whb294ug on Mode LECA-LYLD-TSTT - [Binary Solvent Manager]

= ACAUITY UPLE System
Bin it b anager

Bet

: Sample Manager
TUY Detectar

-* “Wiew module infarmation

Configure E Maintain - Troubleshoot  Help

Flot properties...
Calumn
Maintenance Counters conditions performance
Logs . .
= Binary Sokvent Manager Module Information
Serial Number: HO6UPBE51M
Firmware Yersion: 1.50.247 (Jun 28 2011)'
Dega| Firmware Checksum: 0Ox3acbd4as
Component Software Yersion: 1.50.1521
1.00
0 System Status
Sample Manager: Sample o
pressure low {0.3): possibly
no wash solvent or needle
damaged
o= T T T T T T
0.00 0.10 0.20 0.30 0.40 0.50 060
Minutes

Select Configure

Select View module information
Verify the firmware version is 1.5 or greater

Select an Acquity module from the Acquity UPLC System menu
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5.11.2 Agilent File Mover Installation

AgilentFileMover.exe is the executable installation file for the Remote Advisor file
mover. AglentFileMover.exe can be accessed directly from the Gateway.
AgilentDataSource.exe is also located on the Remote Advisor installation CD.

Accessing AgilentDataSource.exe from the Gateway

e Open Internet Explorer

e Enter http://gatewayPCName:8000/install into the address field of Internet

Explorer.

Example for gateway named rsgw2 http://raelite02:8000/install

€& Axeda Policy Server - Windows Internet Explorer

= o =

() = [&] ntpyrraeitenraonsi = [ 42 [ x | (=] 8ing
File Edit View Favorites Tools Help

Esnagit B &

5.¢ Favorites g;; £ | Suggested Sites « Web Slice Gallery » E Google

p -l

€
(& Axeda Policy Server | fi v B ~ 1 & v Pagew Safetyv Tooks~ @~

Agilent Technologies

Agilent Remote Advisor Gateway Controller

ID List of installable files

AagilentDataSource. exe

AgilentFileMover. exe

Utilties

Powered by flyarlg

Done & Internet | Protected Mode: Off T

#®100% ~

e Select the link AgilentFileMover.exe > File Download Security - Warning is

displayed

File Download - Security Warning @

Do you want to run or save this file?

@ Mame: AgilentFileMover. exe
Type: Application, 224MEB

From: raelite0l

[ Run ] [ save | [ Cancel

i 3 1 While files from the Intemet can be useful, this file type can
- r poatentially ham your computer. f you do not trust the source, do not

= run or save this software. What's the risk?

o Select the Save button to improve installation performance.
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Save As

UC) [J0 » Computer » O5(C) » Julyl8

QOrganize « New folder

&
T Favorites Name

B Desktop
& Downloads

= Recent Places

- Libraries
% Documents
o Music
] Pictures

B videos

-« [

= [#2 | [ Search July3

Date modified Type

Mo items match your search.

o]

- @

r

File name: | [ IEEIEN IR

Save as type: IAppIi:ation

1]

“ Hide Folders

Cancel

e Select a location to save the file

e Select the Save Button > Download Complete window displays

Download complete

= Download Complete

AgilentFileMover.exe from raelite0l

Downloaded: 224MBin 25 sec
Download to: CJuly18\AgilentFileMover.exe
Transfer rate: 8.95MB/Sec

[ Clage this dialog box when download completes

Run I | Open Folder | l Close

=1 SmartScreen Fiter checked this download and did not report any
9— threats. Report an unsafe download.

e Select the Open Folder button to be able to run as administrator
Double click AgilentFileMover.exe > InstallSheild Wizard window opens

**Special note for Windows 7**

Right click AgilentFileMover.exe, Select Run as Administrator

Name Date modified

B AgilentFileMover ava
Open

) Run as administrator ‘—

Troubleshoot compatibility

TR 04

Installing the Data Source software from the Installation CD

¢ Install the Installation CD in the CD drive

e Browse to Remote Advisor Installation CD to :\File Mover Installer

o Double Click AgilentFileMovere.exe > InstallShield Wizard opens
Right click and select Run as administrator for Windows 7

Proceed to File Mover Software Installation
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File Mover Software Installation

15! Agilent Remote Advisor File Mover - InstallShield Wizard (=34
Welcome to the InstallShield Wizard for
Agilent Remote Advisor File Mover

The InstallShield(R) Wizard will install Agilent Remote Advisor
File Mowver on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ Mext = J [ Cancel ]

e Select the Next button > License Agreement window opens

ﬁ Agilent Remote Advisor File Mover - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

© Copyright Agilent Technologies, Inc.
All rights reserved.

| »

This software is provided by the regents and contributors “as is™ and any|_
express or implied warranties, including, but not limited to, the implied|
warranties of merchantability and fitness for a particular purpose are
disclaimed. In no event shall the regents or contributors be liable for any |
direct, indirect, incidental, special, exemplary, or consequential damages
(including, but not limited to, procurement of substitute goods or services; loss
of use, data, or profits; or business interruption) however caused and on any _

#lnmmme mF Lmbkilida s sralmmtlnmr G mmmbemmd mtrimd lmbkilida . e dmed fmaloAdie -

(@ I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

InstallShield

[ < Badk ” Mext = ] [ Cancel ]

e Accept the License Agreement
e Select the Next button > Destination window opens
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15! Agilent Remote Advisor File Mover - InstallShield Wizard (=34

Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder, +

G Install Agilent Remote Advisor File Mover to:

C:\Program Fies\Aglent Remate Advisor Acquisition
Controller\FileMover',

InstallShield

[ < Badk ” Mext = ] [ Cancel ]

o Keep the current destination
e Select the Next button > The Install Program window opens

13! Agilent Remote Advisor File Mever - InstallShield Wizard ==
Ready to Install the Program
The wizard is ready to begin installation. +

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

’ < Back ][ Install ] [ Cancel ]

e Select the Install button > Installation Complete window opens
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15! Agilent Remote Advisor File Mover - InstallShield Wizard (=34

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Agilent
Remote Advisor File Mover. Click Finish to exit the wizard.

< Back Cancel

e Select the Finish button > An Internet Explorer window opens with the results of
the Installation Qualification

»

Installation Qualification Report

15:1747

T T
06:00]

windows  Admin ;:i—?sion A0209  product aer
Number: FileMowver -

Install Type: N/A ?:i‘:‘;i: None

Base Reference File Name : filemover igt.xml

Summary

Owerall Evaluation of Installation Check: PASS

File Report Summary il

o Verify that the Overall Evaluation of the Installation Check = PASS
A File Mover icon will display in the Windows system notification area.

Fa A Blue File Mover icon indicates that the File Mover is connected to the Data
Source for which it is configured.

& A Red File Mover icon indicates that the File Mover is not connected to the
Data Source for which it is configured.
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5.11.3 File Mover Configuration

The File Mover is configured by modifying the FileMover.xml file. File Mover must be
stopped before modifying FileMover.xml.

About

Exit <o 5 <

Customize...

¢ Right click the File Mover icon in the Windows system notification area.
e Select Exit > The File Mover icon will no longer be displayed

Configure the FileMover.xml

Four File Mover XML templates are located in the
C:\Program Files\Agilent\Remote Advisor\Acquisition Controller\FileMover folder or

C:\Program Files (x86)\ Agilent\Remote Advisor\Acquisition Controller\FileMover
folder for Windows 7 64 bit PCs

(=N B =S
@'\:jv' , €« Acquisition Controller » Filebdower » - | +3 | | Search FileMover o
Organize v Include in library Share with + MNew folder B= ~ i liéil
X Favorites * Mame . Date modified Type
Bl Desktop J Demo 7/17/2013 2:51 PM File falder
& Downloads L 10T TATF013 251 PR File folder
= Recent Places J Logs T/26/2013 1108 AR File folder
J AgilentFilebdover || AgilentIs.Rabe FileMowver.exe. config TALT72013 2256 PR COMFIG File
. Filebower 3 =] FileMover - Copyxrnl T/19/2013 9:46 AN XML Docurnent
o Instruments E Filetover.exe 7172013 1:49 Prd Application
‘-E',. PROGRAMS (C) =] Filehowverxml 7192013 1239 PR XML Document
=] FileMoverdcquitylomml 72448013 340 PR XML Docurnent
ol Libraries =] FileMoverdcquity.xml T/24/2013 418 PR XML Docurnent
3 Docurnents =] FileMoverdcquity3arml T/24/2013 418 PR XML Docurnent
J husic =] FileMoverdcquitydornl T/24/2013 418 PR XML Docurnent
| Pictures
: o AT,

Note: Modify the appropriate template for the number of Acquity systems
controlled by the Empower Node.

FileMoverAcquityl.xml is if for one Acquity HPLC

FileMoverAcquity2.xml is for two Acquity HPLCs

FileMoverAcquity3.xml is for three Acquity HPLCs

FileMoverAcquity4.xml is for four Acquity HPLCs

e Right click FileMoverAcquity#.xml for the number of Acquity HPLCs to be
configured and select Edit to edit with Notepad or open with another text editor.
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[ C:\Projects\AD209\FileMoverXML\FileMoverAcquityl xml - Notepad++ o2 2]
File Edit S5earch View Encoding Language Settings Macre Run  Plugins Window 7 X
o'.J eeLEM D| |ﬁﬂ |<§ g|.__---_ =) le..—lj|@s"€}

= FileMoverAcquity1 xml |
1 <!'——Sample XML file generated by XMLSpy v2013 =spl (x64) (http://www.altova.com)-—-—» =
2 [C]«FileMover xmlns:xsi="http://www.w3.org/2001 /¥MLSchema-instance" >
3 <!-—-DATA SOURCE CONFIGURATICN: Replace DataSourceHostH inside tk gquotes in
4 <!-—of the Data S5ource PC where the file will phaemana EEX r
5 o <DataSource I\Iar.’.e=“DataSourceHostName“>| ﬁ <DataSource NET’E:”HP321 24A">
& [ <Systems> <Systems>
7 <!'——BCQUITY SYSTEM CONFIGURATICN: Rej <!--ACQUITY SYSTEM CONFIGURATICN: Re
g8 H |<D55y5t,err IIare="Aﬂqu1tyLogDemol“>| —ﬁ <D55ystem Name="HPLC-QA-2">
8 [H <Filez DefaultSourceDirPath=""> E
1 = <D5Filex»
11 <SourceDirPath>HREY LOCAL MACHTNE\SOFTWARE\Waters\Instrumeni
12 <SourceFileName IzRegex="trne">(*(AcquityBSM-StatnsDetail-)
13 <DestFilelName SpecialProcessing="Accquilty-RemoveSystemNameF
14 = <MoveWhen>

e Modify the DataSource name between the quotation marks to the host name or IP
address of the Data Source PC where the files will be processed.

e Modify the DSSystem name between the quotation marks to the name of the
Acquity HPLC. This will be the same name used later to configure the system in
the Data Source

e Save the file as FileMover.xml
**Note** Windows will notify that FileMover.xml already exists.
Choose Yes to overwrite.

Configuring Additional Acquity HPLCs in File Mover XML

IQ{ C\Projects\A0209"FileMoverXML\FileMoverAcquity3.xml - Notepad++ EI@
File Edit Search View Encoding Language Settings Macre  Run  Plugins Window 2 X
a = = ooLEhl D| |ﬁﬂ |<§ g|._._ ‘I.|_='~' Lj|..@—|j|ﬁﬂ"$

& FleMoverAcquitylsaml | [5 FileMoverAcquity3sml |

103 <Relative>00:05:00</Relatives -
104 r </MoveWhen>

105 F </DSFile>

10& B </Files>

107 - </DS5System>

108 1 _BACOUTTY SYSTFM CONFTCURATTION: EBeplace the system name inside the qu
109 = <D55ystem Name="AcqgunityLogDemo2">

110 E <Files Default3ourceDirPath="">

111 [ TDoCIl=

112 <SourceDirPath>HEEY LOCAL MACHINE\SOFTWARE\Waters\Instrumeni
113 <SourceFileName IsBegex="trne">(* (AcqgunityBSM-StatusDetail-)
114 <DestFileName SpecialProcessing="Accguilty-RemoveSystemNameF
115 [ <MoveWhen:>

e Scroll down through the XML file to the next <DSSystem tag
¢ Modify the DSSystem name inside the quotes to the name of Acquity HPLC.
o Repeat for additional Acquity HPLCs.
e Save the file as FileMover.xml
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Start FileMover.exe

< XPS Viewer
| Accessories
. Agilent
. Remote Advisor
. Acquisiticn Controller

J File Mower
(E3 | aunch File Mover *!-

e Click the Windows Start button

Select All Programs
e Select Agilent/Remote Advisor/Acquisition Controller/File Mover/Launch File

Mover
o Verify the File Mover icon in the Windows notification area turns blue.

s &
W (bs 156100157,

F
'M.]'
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Acquity Data Source System Configuration

as System Cenfiguration ===
System ™™™ "
= Waters HPLC. - LC Details
Type Aequity - Instrument Name  Azquity-25
System Name  Acquity-25 - Model Acquity
Building 9780 - Serial Number From User Defined Module:
Eoon 125 - Connection Sting | Mot used
Description |
&
&
User Defined Modules
[P‘:;r:mem Manufacturer Device Model Device Type Serial Mumber
Add Edit Remove
OK Cancel

System Configuration

Select Waters HPLC for the Family
Select Alliance for the type

Enter a System Name

Enter a Building where located
Enter a Room where located

LC Details Configuration

e Enter the Instrument name. Usually the same as the System name

e Enter a short description. The description will be displayed in the Data Source
Status Monitor

e Select the Add button in the User Defined Modules section to add the Acquity
modules
Remote Advisor monitors the log file each of the Acquity's modules added.
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User Defined Modules

o' User defined module details EI E@
Parent Instrument Type
Manufacturer Waters -
Device Model ESM
Device Type Binary Solvert Manager -
Serial Number HOGUPBBSTM -
Rewvision e’
A\
Details @Q
.1_'}
Enable Log File Monitoring
Select Logger
ACQCM
ACQ-ELSD
ACQ-FLR :]
ACGQ-FDA
ACQ-RID
ACQ-SQD
ACQ-TQD
ACQ-TUV
ACQ-FTN
ACG-SM
ACQQASM
e Select or enter the Manufacturer
e Enter a Device Model number or name
e Select or enter the Device Type
e Enter the Serial number of the module. The serial number must match the serial
number read from the module.
e Enter arevision
e Enter any desired details.
e Select Log File Monitoring
e Select the logger associated with the Acquity module type that is being

configured
Select the OK button
¢ Add all modules of the Acquity system.
A list of all user defined modules will display
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a5/ System Configuration E’E
System "
oo e
Type Acquity = Instrument Name  Acquity-25
System Name  Acquity-25 - Model |Acqurty - ‘
Building 9780 - Serial Number  [From User Defined Module:
o1 - | Comenamg
Description
S
User Defined Modules
e ek Manufacturer Device Model Device Type Serial Mumber

Type

Mo type spec...
Mo type spec... | Waters

Binary Solvent Manager HOSUPB251M

K10UPFO54R

Mo type spec... | Waters

MOSSDIN5ZR

Mo type spec... | Waters

JOBUPDETSM

[¥] Online

(] (o |

e Select the OK button to complete the configuration
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5.11.4 Serial Number Helper

Modules that make up an Acquity system are added individually in the User Defined
Modules section of the configuration window.

Empower reads serial numbers from the ACQUITY modules and appends the serial
number and module type to the name of the log file saved for the module. Remote
Advisor moves a copy of the file to the Data Source and writes the files to a folder
with the instruments name.

The image below shows Windows Explorer with two example folders in the right
window named Acquity-25 and Acquity-29. The two folders are a result of the file
mover moving files to the Data Source from two ACQUITY systems hamed Acquity-
25 and Acquity-29. The location of the moved files is

C:\Program Files\Agilent\Remote Advisor\Data Source\Moved Files

(oo ==
@uvl « Agilent » Remote Advisor » DataSource » MovedFiles » v|&¢|| Search MovedFiles ol
Organize * Include in library * Share with = Burn Mew folder i= ~ i -I:;ﬂ:i-
=
S e - Name Date modified Type
[ ] Desktop L Acquity-25 7/15/2013 4:27 PM File folder
4. Downloads L Acquity-29 771572013 429 PM File folder
= Recent Places

Open the folder named for the system that is being configured. the navigation path
for the folders is C:\Program Files\Agilent\Remote Advisor\Data Source\Moved Files.
A log file for each ACQUITY module that has been previously configured on the
Empower Node will be in the folder. The serial number in the file name can be copied
out of the file name and pasted into the serial number field when configuring the User
Defined Modules.

(=)o =)
@uvl <« Agilent » Remote Advisor » DataSource » MovedFiles » Acquity-29 v|&,|| Search Acquity-29 ol
Organize * Include in library * Share with = Burn Mew folder = « [ 9
‘e Favorites i Date modified Name Type Sia
Bl Desktop =] 7/15/2015 4=...  AcquityPDA-5StatusDetail-J06UPDETIM.xml AML Document
4. Downloads |£] 7/15/2015 4:...  AcquityFTN-StatusDetail-MO9SDID52R.xml AML Document
= Recent Places |£] 7/15/2013 4:...  AcquityFLR-StatusDetail- K10UPFO54R xrml AML Document
|£] 7/15/2013 4:...  AcquityBSM-StatusDetail-HOBUPBES1Muaeml XML Document
7l Libraries

Remember that a Waters Node can control more than one ACQUITY system. Files of
all modules on the Empower Node will be moved into the system's folder on the Data
source. Choose only the serial numbers of modules for the systems being
configured.
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Verify Serial Numbers with Empower

Modules that make up an Acquity system can be identified with Empower from the

Empower node where the file mover is installed. A user must be logged into
Empower to perform this procedure.

Empower Menu
lEIE
’il EI il 1' {User: System/Administratos

LOGIH LOGOUT ABOUT  HELF LB:  Local

Configure System

Print Data

Select Configure Systems from the Empower Menu
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Instrument Configuration

& System/Administrator - Canfiguration Manager
File Edit Wiew Records Help

5B Q ﬂ ﬁ r J Fiter By [Defaut = Edi

Ric ity
11 | SomethingCoal

12 | Training 1
13 | whhd
14 | zhou

For Help, press F1

Bring Online
Take Offline

Mews

Delete

=-¢& Empower 3 Configuration E System Mame Mode: Name CrLine System Comments
E-[2 Projects 1 | siec oa Whisacgesvond | Ho
- 2} Nodes
2 | Llec O Mews Whbacgewood | Mo
3
€3 Libraries 3 | souiya Agilent-hp Mo
F-= eCord 4 | FLR h_class Whhacgewood | Mo
£ Users 5 | H class pod testing | Agient-tp Mo
£ User Groups & | Jasan Agilert-hp Mo A
- 63% User Types
@ Plate Types 7 | Jason2 Agilent-hp Mo
.ﬁ System Audit Trail 8 | new h class test Agilent-hp o
.+ Offline System Audit Trail 2 | outof Here Agilent-hp Mo

Export to Text

System Properties...

Hode Properties...

Copy

Hide Calurnn

Show Al Calurans

Print Tahle

Table Properties...

Column Properties ...

vas Donn's des

e Select Systems from the Systems form the Empower 3 Configuration menu to

display a list of systems

e Select the System to be verified

Right click the system

e Select Export to Text from the menu

Notepad will open with system module information
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Notepad with Serial Number Information

j Empower Systems.bed - Notepad

(=]l s

File Edit Format View Help

Empower 3 profile for System: Ricks Acquity
General Properties:

Node Name: whbacgewood

on-Line: Yes

Comment :

Instr‘uZnts cosigured in System: Ricks Acquity
ACQ-BSM#HOBUPBE51M
ACQ-SM#CO6UPS035M
ACQ-TUV#COBUPTEL 9M

Access Properties:

share system with other Network Users: yes
Allowed Access: ownerGroupworld

Password Required: No

owner: System

Allowed Access to Group(s):

m

System information is displayed in Notepad
1. System name
2. Module type
3. Module serial number
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5.12Waters HPLC Connecting via Empower

This procedure uses an alternate method to collect Waters Alliance and ACQUITY
HPLC statistic information by using the Empower Pro Toolkit to query the Empower
Pro 2 database for instrument statistics. Empower must be installed on an
Empower client in an Empower client/server environment and is restricted to
Empower Pro 2 FR5.

System Configuration

System T

= HEhEATS
Fanily Agilent v
Type Agient LT v

Model

[] Enable Log File Events

User Defined Modules

Instrument
Type

Manufacturer Device Mode Device Type Serial Mumber

System
e Select Waters/Empower as the Type

System Configuration

System

el Waters/Empawer v

Empower Details

Empower Details
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Empower Details are furnished by the customer and collected in the Installation
Planner tool

o Enter the Empower Database Name, User Name, and Password

e Select the Next button
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System Configuration

System
Farnily | Waters/Empower

=il

Empower Details

Database Nameml
UserName [zystem *{0 et

Passnod  [eess

Cancel

e Select the Project Name from the dropdown list
e Select the Next button

System Configuration

System —=
Famiy |Lvass EriiE L
Empowser Details
Database Name, Empower Node | v/
UserMame |
Pazzword
Empower System | v
Edit EMF Lirnits
Project Mame: Description I:

e Select the Empower Node from the dropdown list
Select the Empower System from the dropdown list

e Enter a short description which could include location, instrument type, or other
information

e Select the Next button
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Instructions to determine which Waters modules belong to a
system

This procedure starts with the Empower Pro menu.

el Empower Pro

ﬁl il EI 1' [User: SystemsAdministrator

LOGIH LOGOUT ABOUT  HELP DB $SDEMPOWER

Run Samples

Process Data

Browse Project

Review Data

Configure System

Print Data

Select the Configure System button

't} SSDEMPOWER as System/Administrator - Configuration Manager
File Edit View Records Help

#%[% of ¢ x|
- N

EEX

Fiter By: [Defoutt -] Ediview |  Update | ManFiows [1000 14 4] »| ¥
= (% Empower Configuration [&] system Name [Empower Mode Hame | oOnLine  [System Commerts
+ (3 Projects
VSSACAULY | Mvs-empower e
=) Empower Nodes 1 |mveSacquit L g ¥
— 2 Mvssaiiance  |wvs-empowers Mo
I e B
£ Users % Biring Orline
% User Groups {® ake OFfine Yes
7 User Types 1 ew
&3 Plate Types i yes
[ Delete

:g System Audit Trail

Offline System Audit Trail [ ExporttoText

System Praperties..
I” (Empower Node Properties. .

Copy

[ Print Table

Table Properties. .

o Select Systems from the left column

o Select the system to be configured from the table

¢ Right click the system

e Select Empower Node Properties > Chromatographic System Properties window

is displayed for the system
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Chromatographic System ‘MvsAcquityS0® Properties

General Configuration l Access ]

[irag Components todfrom the Sustem Configuration list to alter it configuration.
Mate that pou may open the ather spstems and move their components also.

Available Components Syztern Configuration
M lnused Components 1 MuwsfcquityS0
+ g Myshliance] 3l ACQ-BSMHACORLPROOGM

&l ACO-SMHEHD4UPSTSEN
&l ACO-CMH#H10UPKIR0G
&l ACO-POARCOSLIPD0S5M

(] | Cancel | Help |

¢ Select the Configuration tab > Available Components and System Configuration
columns are displayed

Available Components Components that do not belong to the system chosen

System Configuration  Displays the system names and all components that
belong to the system

¢ Verify the components to be configured for the system to be configured
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System Configuration

Spstem

Famp | WalesEmpover v

Empower Detals

[ atabasze Mame| Ermpower Mode

Uszer Name

Pagsword

Erpower Spstern

Edit EMF Limits
Project Name Description
(7] (2]
Insturnents
~
Instrument Mame Parent System %Jgs:sted System Serial Mo.
@AEQ-B SMHCOELUFEDD... | Unassigned wiaters Acquity COEL PBOOEK
[ | ACO-PDARCOEUPDOR. . | Unassigned Waters Acquity COEUPDOSER
[ |wedareg Unassigned waters Acquity/dlian... { Cick Here fo S
[ |we2e30/s@10 Unassigned wiaters Alliance J9BSk 43620 3
[ ] ] [ Cancel ]

Important: All Waters modules controlled by the Empower node will display.
The Waters Empower node is also known as the Node. One Node is able to control
up to four instruments. All modules of all instruments controlled by the Waters Node
will be displayed in the Instruments table

o Select the Check box to the left of each instrument module that belongs to the

instrument being configured

Serial number detection is automatic. A module serial number may be empty if the
serial number is not configured in the instrument module. The serial number must
be manually entered.
Click in the serial cell and enter the Serial number of the Module

[ ]
e Select the OK button

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
5-50



Instrument Configuration

tE System Configuration

Spstem

Family Waters/E mpower v

Empower Detals

D atabase Name| | Ermpower Mode  bvesmpower]

I ser Mame |

Paszword |M.g e |

Ermpower System | 1 vatfiance]

Edit EMF Lirnits

Froject Mame A

Insturnents
~
Instrument Mame Parent System %Jgs:sted System Serial Mo. =
[] | ACQ-BSMHCOBIPEOD... | Unassigned wiaters Acquity COEL PBOOEK :
[ | ACQ-PDARCOEUPDOR.. | Unassigned Waters Acquity COEUPD0SER
fil )
Unazzigned | wiaters Aliance ! J9BSk 43620 i |
[ ] ] [ Cancel ]

This image shows two modules selected for the system being configured. The serial
number can be edited after the box to the left of the module is selected.

¢ Manually enter the module serial number
e Select the OK button

ﬂ. Agilent Remote Advisor Data Source Status Monitor

Health | Configuration ” Data Source Ennllgurallﬂn‘ Bemote Advisor Gatevay Controller o
Status Remote Advigor Assist Sustem Mame Instument Mame | Last Instrument Camm, Last Gateway Comm. Instrument Type Descriptio*

- ‘ Bemate Advisor Assist | Mvsdliiancel EW24B7@3,W'25 . [11418/20171 2:12:08 PM 1141842011 212:08 PM | Empowe anagedins...

N

Datasource: mvs-empower]  Last contact 11/18/20171 212 PM
The newly configured instrument is now displayed in the Data Source Status Monitor

o Select the Health tab to verify communications from the Data Source to the
instruments

Last Instrument Comm. should have a value close to the current PC time

Last Gateway Comm. should have a value close to the current PC time

Configuration of the Waters HPLC system is complete. The Data Source Status
Monitor may be closed.
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6 Remote Advisor Installation Verification Enterprise

Configuration

This Remote Advisor Installation Verification and Enterprise Configuration
Procedure is the written instruction to Agilent Field Service Engineer how to verify
that Agilent Remote Advisor Remote Assist and scripts work correctly with the
Enterprise Server. This Guide instructs the FSE how to create customer contacts
for the Gateway on the Enterprise.

6.1 Remote Advisor Assist Initiation from the Gateway

B @ B
@ 8|
B

Customize...

CE=0F

e Select the up arrow in the Windows notification area (Windows 7)
¢ Double click the Gateway Status Monitor icon in
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l Enterprise | Systems I_G_,atgway Tarifen I.LUQ.FHEJ Fiemote Advizor Gateway Contraller @)
Status System Data Source Last Systemn Contact i Femote Advisor Assist
[*] Zom RaDSWwWin7a-HP 1419/20017 3:03 PM Bemote Advizor Assist |
w Lane Ranger RaDSWin?a-HP 1419/2011 304 PM Eemate Advisor Assist

Select Gateway

Gateway Computer locahost - Soap Port 2020
Agzsist Port 8000

[Gateway [localhost: 8080]] [Agent Version [4.02.08]] [Last contact [Succeeded) on [1/19/20171 3:06 PM)]

. Refresh All |

| Aeply | | Defauk

e Select the Systems tab
e Select a Remote Advisor Assist URL for one of the systems to test
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(A Agilent Remote Advisor fssist (E=5 Hol =)
€|

~L.i~ Agilent Technologies
: Remote Advisor Assist

First Mame

LastMame

E-rnail

Confirm E-mail

Phone Ext

Systern RADSWInTa-HP-Zota
Desctiption of Prablam

Remember my contact information

)

E

Done http: Aocalhost B000/Assist/ ?InstN ame=RADSWin7a-HP-Zoro

Enter your First Name in the First Name field

Enter your Last Name in the Last Name field

Enter your E-mail in the E-mail address field

Enter your E-mail again in the Confirmation E-mail

Enter a phone number where you can be contacted while on site

Enter a description that this is a new installation.

Example:

This is the initial Remote Advisor Assist during a new installation. Please confirm
by telephone that you have received this Remote Advisor Assist

e Select the Submit button
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(A Agilent Remote Advisor fssist (E=5 Hol =)
B3 ek 5]

@ Success!

Thank you for using Agilent Remote Advisar Assist Your request has heen successiully sentto
the Agilent Call Center. You should receive an email notification within thirty minutes
acknowledging your reguest during normal business hours, excluding weekends and Mational
Holidays. This notification will include your setvice request number. Ifyou do not receive an email
response within 30 minutes, please re-submit your request via the telephone

Thanks again for using Remote Advisor and we will be speaking with you very soon.

Agilent Technologies

Done http: Aocalhost B000/Assist/S endPushForHelp. jsp ?FirstM ame=rick &L asth. ek &E mail=rick_zvat gilent, combE mailCanfirms=rick_svatelkd

Success is displayed when the Remote Advisor Assist is successful. A failure
indicates that the Gateway has lost communications with the Enterprise server.

Notice that the Back button is now active. The Back button will display the Remote
Advisor Assist form with original text.
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6.2 Remote Advisor Assist Initiation from the Data Source

e Double click the Status Monitor icon in the Windows notification area

anfiguration | Data Source Cunf_igulaliun| Remote Advisor G ateway Controller

Status Remote Advisar Asgist Syztern Name Instrurment Marme  Last Instrument Camm, Last Gateway Comm. Instrument Type Descripticg
- | Bemate Advisor &ssist | Zom Zom 1A19/2001 2:31:23 PM 1A19/2017 2:31:29 PM Agilent LC
. Fiemote Advisor Sssist Lone Ranger Lone Ranger 14158/2011 2:31:52 PM 1419/2011 2:31:52 PM Agilent GC

B —

Datasource: RADSWin7aHP  Last contact: 1/19/2017 2:31 PM

e Select the Health tab
e Select a Remote Advisor Assist URL for one of the systems to test
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(A Agilent Remote Advisor fssist (E=5 Hol =)
k4

.5 Agilent Technologies
: Remote Advisor Assist

First Mame

LastMame

E-mail

Canfirm E-mail

Phaone Ext

Systern RADSWInTa-HP-Zota
Desctiption of Prablam

Remember my contact information.

)

E

Done http:#A1aelite01: 8000/ Assist/ Anstl ame=RA0 SWinTaHP-Zoro

Enter your First Name in the First Name field

Enter your Last Name in the Last Name field

Enter your E-mail in the E-mail address field

Enter your E-mail again in the Confirmation E-mail

Enter a phone number where you can be contacted while on site

Enter a description that this is a new installation.

Example:

This is the initial Remote Advisor Assist during a new installation. Please confirm
by telephone that you have received this Remote Advisor Assist

e Select the Submit button
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(A Agilent Remote Advisor fssist (E=5 Hol =)
B3 ek 5]

@ Success!

Thank you for using Agilent Remote Advisar Assist Your request has heen successiully sentto
the Agilent Call Center. You should receive an email notification within thirty minutes
acknowledging your reguest during normal business hours, excluding weekends and Mational
Holidays. This notification will include your setvice request number. Ifyou do not receive an email
response within 30 minutes, please re-submit your request via the telephone

Thanks again for using Remote Advisor and we will be speaking with you very soon.

Agilent Technologies

Daone http:/fraelite01: 8000 Assist/S endPushF orHelp. jsp?Firsth ame=RickiLastN ame=5 vatek kE mail=rick_svatek@agilent. com&E mailConfirm=rick_svate

Success is displayed when the Remote Advisor Assist is successful. A failure
indicates that the Gateway has lost communications with the Enterprise server.

Notice that the Back button is now active. The Back button will display the Remote
Advisor Assist form with original text.
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6.3 Gateway Controller Verification
The purpose of this procedure is to verify that the Gateway Controller is functioning
and that a user can log in.

Bemaote Advisor Gateway Controller

onfiguration I D ata Source Configuration

Last Instrument Comm. Last Gateway Comm. Instrument Type Drescripticg

Imstrument Name

Status Femote Advisar Assist Systern Mame
- Bemote Advigor esist Zom Zoim 11920011 2:31:29 PM 1192011 2:31:29 P Agilent LT
[*) 1A19/2011 2:31:52 PM 1A19/2011 2:31:52 P Agilent GC

Lone Ranger

Lone Ranger

Eemote Advizor Assist

e

Datasource: RADSWin7aHP  Last contact: 1/19/2017 2:31 P

e Select the Remote Advisor Gateway Controller link in the upper right corner of the
Data Source Status Monitor > Internet Explorer opens with the Agilent Remote
Advisor Gateway Controller log in screen
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/& Aeda Policy Server - Windows Internet Explorer EI@
@'\J v [ ] http:/fraclite01:8000/actions/index ~[ 42| x ||= &ing o ~|
x (B2 snagit B &

i Favorites | 5k @) Suggested Sites » @) W/eh Slice Gallery =

(& Aseda Policy Server f?ﬂ * B ~ = ®m ~ Page~ Safety> Toolsw i@}v

Agilent Technologies
Agilent Remote Advisor Gateway Controller

Please log in.
User Mame:

Password:

Log in |

-~

m

Cone € Local intranet | Protecte

d Mode: Off fa v B100% -

Login to the Gateway Controller using the default usernam
Username = admin

e and password

Password = admin > The Home page of the Remote Advisor Gateway Controller

is displayed

/& Aueda Policy Server : View or change the policy settings for Global group - Windows Internet Explorer EI@
@'\J v [ ] http:/fraclite01:8000/actions/index ~[ 42| x ||= &ing o -
x (B snagit B &

"-’;3 Favarites -.{.5 €] Suggested Sites = g8 | Web Slice Gallery +

| (& Axeda Policy Server : View or change the palicy ... | f?ﬂ * B ~ = ®m ~ Page~ Safety> Toolsw i@}v

r Log Out : admin Preferences | Help | Aot |A
Agilent Technologies E

Home Policy Pending Requests Audit Log C ation R t Administration

View or change the policy settings for Global group

ltems 1 - 25 of 28

Explore Device Groups

This iz a list of all the permizsions for group Global. Select an action to view or edit its properties. Select a permizsion to view or edit that permizsion or add more
permissions for that action. You can change the access rights for a permission or lock an action's permizsion from being overridden in s child's policy.

Pagetzofz B B M [

Action Permission Parameters Access Right Inheritance Lock |:|
Set Data tem Yalues Permizzion for All Data Data tem Mame : * Alvays Slow - AE3ign [l
ftems il 2k
itter
€ Local intranet | Protected Mode: Off fy v H10% v
¢ Close Internet Explorer
Revision A.02.09.008 January 2014
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6.4 Remote Assist Verification
Remote Assist is verified on the Enterprise Server.

e Start Internet Explorer on the Gateway PC
e Type http://RemoteAdvisor.chem.agilent.com in the Address of Internet Explorer

r

) Axeda Enterprise - Microsoft Internet Explorer

File Edit ‘Wiew Faworibes Tools Help

eBack - J @ @ \-_.j /',__) Search “;&'Favorites @ [-:_rzv ; % _J @ ﬂ .‘3

com/drmhome/login. jsp

Agilent Technologies
R& Production [US)

Agilent Technologies Remote Advisor Enterprise Server (US Production)

Please log in.

User Mame: || |

Password: | |

e Enter your User Name
e Enter your Password
e Select the Log in button

=
23 Axeda Enterprise : Service - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

@Back - J @ @ \ih /':) Search {:{Favorites @ D’::gv *‘“—;\ﬁ |!T - _J @ ﬂ 3

Address @ https:{{remateadvisor .chem, agilent. comjdrm/ actions/indes

- Agilent Technologies
RA Production (US)
Home Service [

aort Transport

Browse for devices

|Regi0ns, Organizations, Locations, Systems % |  Hide Tree Ttems 1 - 50 of 1000
@ Regions Advanced | Close

H “ 250 Drevice: | 2rrganization:

e a AR Model: | Device Group:

|

: |

a =0E Region: | | Syskem:
|

a EMES, Gateway: | Gateway Only: |:|

e Select the Service Folder

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
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Agilent Technologies
RA Test Svstem

Home Service

4 Hide Tree Tterns 1 - 45 of &
~1 Advanced | Close
Device: | | Organization:
IModel: | | Device Group:
- 8 @ Agilent Englewood Region: | | System;
-G8 @ Agienk Technologies Gateway: | | Gateway ok [
- P8 @ Agilent Technalogies LFS:wilmingtan Diaka Ikem: | | Condition; =
Agilent Technologies:Budd Lake Package: | | Wersion:
Agilent Technologies:Englewand | V| | b | | | V| |
Agilent Technologies:Loveland Name Organization Locatior
Agilent:Santa Clara Y a HOOLCMED L po gy o Testlab_|
Syskem Erandwar]
&larm Inc:San Mateo 1100 series
=™ @ (aladdin Beta) WAl L3Ca RaD Test
AMPAC Unplugged: Englevwood L high pressure Rab:w aldbronn waldbron
. Ei e binary pump
enver Diagnostics Wes 5 et
: ¥a ® ey L10K-Jpr:Hachioji UHEn
- §#® & Denver Diagnostics Zentrum: Denver AEUE JaEan
¥ 1100 series Lab_P3L_|
@) @ Gases and Liquids }él o autosampler PEIL SR 2 Pune, MH
: : 1100 seties : Escalatior]
- T & RsDsHP1-Liquid Com3 ®a @ ey Escalation:None w1 74a5
; f 1100 series 5 RO LAB :
@ VistaD301-Festus Direck ;
Eﬁ }‘ﬂ = aukosampler A5 Shanghal 200131 J
& VistaDs01-Hoss 30 1100 series g Escalatior]
@ﬁ }\& U autosampler Eocalat ilions #X123445
@ YistaDS01-Little Joe \Wireless 145 i q
.@E }ﬁ ® 1100 seties alarm Inc:San Mateo LabTest :
: autosampler 94002 LS
Q @ 58504 Gas Chromatograph 2 .
} @ 1100 series Eoen o, Escalation]
o ¥ t I scalation:Mone wn 1 9344
B @ 7683 Autoinjector Module e ;
d 1100 series % TesktLab_|
B Q @ aqilent Technologies GC }ﬂ e autosarmpler Bemctell-cLedlbue Erandwar]
In 1100 cerips Buno Tes!

e Expand the correct Region, Country, Customer, and System by selecting the +
signs

. Y 4 - autosarnpler FEEEETnITE 513
= @ VistaDS01-Little Joe Wireless 145 i

iﬁ }'ﬁ L A ESee #Alarm Inc:San Mateo Lt

aukosampler 940

- ‘Q @ 65504 Gas Chromatograph 1100 seri E

}'& L) serlel,s Escalation:Mone 22

- Ty @ 7683 Autoinjector Module autosampler #RLZ

" 1100 series : Test

. ’Q @ agilent Technologies GC }‘ﬁ - aukosampler BenolaeS RS Erar

- 11NN zeries . =1

e Select the Agilent Technologies item in the list. This is known as the virtual
instrument
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Agilent Technologies
RA Test Svstem

Service :

Location Edit

Drganization: Denver Diagnostics
Zenkrum:Denver

Region: Usa

Location: Gases and Liquids

111 Colfax

Denver, CO 80123 LISA

Contacts

System Devices

% Denwer Diagnostics
ZenkrumiDenyver: 68504 Gas
Chromatograph

Wiew all | Manage

® Denver Diagnostics
Zentrum:Denver: 7683
Autoinjectar Madule

System Displays

M0 Go als Tower Rev ADz02 (768
L0

Agilent Technologies GC

Agilent Technologies GC

Serial number:
Mol

Status:
Reistration:
Last contact:
Agent Version
Ping rate:

Time zone:
Galeway:

Alarms

@ /1409 11:03 AM

Remote Advisor Installation Verification

3) | Logo

Home Service Access Software Usage Re

Jump to: [

WistaDE0 -Little Jos Wirsless 145
GC System Rew A0202

@ Ready

G309 6:11 PM

G409 11:04 AM (12 seconds ago)
520

30 zeconds

Mourtain Stancard Time

REGND

Push for help  {Acknowledge)

Events

Uploaded Files

L] Bl14j03 11:04 AM
L] B/14j03 11:03 AM
L] 8/14/03 11:03 AM

AIS[GC Syskem Rev A0202/VistaDS01-Litkle Joe Wireless 145/PCDiagnostics/PCDiagnostics_3376.xml
AIS)5C System Rev ADZ02{VistaD501-Little Toe Wireless 145/ DiagnosticTestResultsTestResults_2428, xml
ATSJEC System Rev ADZ02VistaDS01-Litts 1o Wireless 145/ Systemlogs|Systamlogs_3796

o Verify the presence of the Push for help Alarm

Select (Acknowledge) to acknowledge the alarm

Verify that PCDiagnostics is present in the Uploaded Files section
Verify that SystemLogs is present in the Uploaded Files section.
Verify that TestResults is present in the Uploaded Files section.

Uploaded Files
| Bi14/09 11:04 AW

AISIEC System Rev ADZ02 WistaDS01-Litte Joe Wireless 145/PCDiagnostics/PCDiagnostics_3376. xml

L] 8/14/09 11:03 AM
| ] Bj14/09 11:03 AW

AIS/EC System Rev ADZ0Z YistaDS01-Little Jos Wireless 145/DiagnosticTestResulks/TestResults_2428, xml
ALSIEC System Rey ADZ0ZVistaD301-Litte Jos Wireless 145/ SystemLogs)Systemlogs_3796,xml

e Select the link for the PCDiagnostics XML file
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Maodel: L-C System Rew A0201

- Agilent Technologies

Remote Advisor Installation Verification

A Axeda Snapshot Viewer: AIS/LC System Rev A0201/RSDSXP1-Liquid Com3/PCDia... [= |[B1](X]

Device: Agient Technologies LC

Time: Aug 14, 2009 11:17:30 A MDT

Search in: |name V| for |

Shianwy: | A b |

| [Search ]

apshot
=1 Evstem Information

X
ompLter Systems

[E] pataource System REDEXP1
QSinfo

Installed Spplications
SErvices

Drives

Winini

Systeminfo

Env_“ars

TempFiles

Crive C Fragmentation
Crive D Fragmertation
Firesaesll

— | Gateway System RIGW2
QSinfo

Installed Spplications
SErvices

= Hame Value
System
Information

w ITime: 1dAug 2009 AT 11:03:40;

Select the + to expand System Information
Select the + to expand Computer Systems
Select the + to expand Data Source System
Select the + to expand Gateway System

Drives
i.ini
e Select the + to expand Snapshot
[ )
[ ]
[ ]
[}
**Important**

¢ Verify that Data Source System does not contain an error and has information
¢ Verify that Gateway System does not contain an error and has information
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Example of a Data Source script error

-2 Axeda Snapshot Viewer: AIS/GC System Rev AD202/VistaD501-Little Joe Wireless...

Agilent Technologies

Model: GC System Rev A0202 Device: Agilent Technologies GC Time: Aug 14, 2009 11:04:04 Ak MDT

Showe: | &l o

Search in: |name V| far | | [Search ]

=] snapshot
[E] System Information
[5] Computer Systems
[ DataSource Syst
| Error Example
[E Gateveay Syster
OSInfa
Inztalled Appli
Services
Drives
VYirLimi
Systeminfa
Env_“Yars
TempFiles
Drive  Fragm
Crive [ Fragm
Drive F Fragm
Firewal

Hame Value
System
Information

< | » ITime: 1 g 2009 AT 11:03:40;

An error is shown in the example Data Source error. An error indicates a
communication issue between the Data Source and the Gateway. Please refer to
Appendix E for troubleshooting tips.

o Close the Axeda Snapshot Viewer
e **Note** Do not close the Virtual Instrument view of the Enterprise at this time. It
is used in Gateway Contacts configuration.
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6.5 Gateway Contact Configuration from the Gateway Status Monitor

Gateway Contacts are configurable during the installation of the Gateway software
starting with A.02.08. Up to three contacts can be configured from the Gateway
Status Monitor Contacts tab

Entemrse | Systems | Gateway Gonfiguration | Log File | Contacts |

Remote Advisor Gat Controller (7]

Title First Name:

Middle Name Last Name Job Title Job Type Telephone Emi
IT Manager Sy 5
QA/QC Manager | Manager

[add ][ =t |[ Remove | [ Send
Select Gateway
Gateway Computer localhost - Soap Port 8080
[ Refrshau
fst ot 2000

[Gateway {ocalhost:8080)] [Agent Version (A.02.08)] [Last contact (Succeeded)on (10/23/2012 4:14 PM)]

Add

Edit

Remove

Send

Opens an entry window to add additional contacts to the Contacts
Tab.

Select a contact in the grid and select the Edit button to edit a
contact’s information.

Select a contact in the grid and select the Remove button to remove
a contact.

The Send button sends the updated contact information to the
Enterprise.
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New Contact Window

The New Contact Windows displays after selecting the Add or Edit buttons.
Contact information is entered or edited in the New Contact Window

o=l MewContact EI = @

Title: Dr i
First Mame:  John

Middle Name: J

Last Name:  Doolittle

Job Title: IT Manager -

Job Type: System Administrator -

Email: j.doolittle @email net

Telephone: 3035562321

[¥]{Copy on Hemote Advisor Assist_requests!

| ok || Cancel |

e Add or edit contact information as required

Copy on Remote Advisor Assist requests

When Checked-this contact will receive an email when all Remote Advisor Assists are
initiated from this Gateway or Data Source PCs connected to this Gateway.
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6.6 Gateway Contact Configuration on the Enterprise

This procedure starts with the Virtual Instrument view. It adds contact information to
the Gateway. Customer contact information is obtained from the Site Preparation
Configuration tool and by asking the customer for additional contacts.

Hew Aotz (4) | LoaC

':~ Agilent Technologies

RA Test Svstem
Home Service Access Software Usage Re

Data Export ~  Transport

Service : Agilent Technologies GC Jump to:
Location =4 Adgilent Technologies GC

o : Serial number; WistaDS0 -Little Jos Wireless 1435
Organization: Denver Diagnostics

Zentrum: Denver Wodel: GC System Rev A0202 J |

Region: LA Status: @ Resdy = [
Location:  Gases and Liuids Registration: &30 611 PM E E‘
111 Colfax Last corfact G409 1:31 PM (1 second aga) - B
Denver, CO 80123 USA Agert Versiorr 520 - e

Ping rate: 30 seconcs
i in Standg

Contacts View all | Manage

jard Time:

Alarms

System Devices & 8/14/09 11:03 AM Push For help  (Acknowledgs)

s L

e Select the Gateway link in the Virtual Instrument view

rz(4) | Log O

Agilent Technologies
" RA Tost Sustem
Home Service Access Software Usage Ref

Transport

Service : RSGW2 Jump to: |:

sows

organization: Denver Diagnostics Setizlnimoey; FEcwz

Zentrum:Denver Jioee Gateway
Region: Usa Status: @ Ready
Lacatian: Gases and Liquids Registration: 81309 5:59 PM

111 Colfax Last contact: BM 4409 1:34 PM (18 seconds ago)
Denver, CO 80123 USA

Agent Version:  5.2.0
Ping rate: 30 seconds
Time zone: Mourtain Standard Time

Contacts Wiew all | Manage

¢ Select the Manage link in the Contacts area on the left side of window
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Agilent Technologies

RA Test Svstem

Gateway Contacts

Remote Advisor Installation Verification

Tranzport

Define any contacts that you want to associste with this gatewway. Add contacts by selecting the type of contact that & person
represents from the list, followeed by clicking the "Add Contacts" button.

Crganization: |

v| [Fiter]

Mo itetns found.  (Refresh)

Set these cortacts for all managed devices [

Available contact  Organization Job Title
Mo items found.  (Refresh)
Selected contact Organization Job Title

Phone Type

8
8
Phone Type D

Remave Contacts

== Back Mest== | Finish | camcel |

e Select the New Contact link

Agilent Technologies

RA Test Svstem

Enter the details for this new contact

Organization and Location

* Organization:

Personal InformE3

Alarm Inc:Belmont
Title: Agilerit

Default Organization

§ [l

e AR EE@E@ @@ Main Pune

A02 D5_GW Pune
Middle Name: AFO:Default

AMPAC Unplugged: Endgleswood
Last Name: s
Suffix ‘ ‘
Rlickname: ‘ ‘

Job Title: ‘

Contact Information

E-mail: ‘

Phone: ‘

Mobile: ‘

Fax;: [

Home Service

One of first, middle, or last names is required.

Acc

e Select the Organization for the Gateway
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:: Agilent Technologies

RA Test Svstem
Home Service Acce

Recent Devices * Wiewe T Data Export + Transport

Enter the details for this new contact

Organization and Location

* Organization: Derwer Diagnostics iWestDenver M

* .
Location: | Mew location ...

Address: 1100 Colfax
Denver, CO 51000 USA

Personal Information

Title:

First Mame: one of first, middle, or last names is required.

Middle Name:

Suffix:

Hickname:

| |
| |
| |
Last Name: | |
| |
| |
Job Title: | |

Contact Information

E-mail:

Phone:

Fax;

| |
| |
Mobile: | |
| |
| |

Pager:

| Create Cancel |

e Select the correct location for the Gateway

e Complete the Contact information
**Special* Add [email cc] to the Job Title field for customers who wish to
receive the email notification that is sent to the customer call center for
confirmation that the Remote Assist was successful to the Enterprise.

e Select the Create button
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Gateway Contacts

Define any cortacts thet vou want to associste with this gatewway. Add contacts by selecting the type of contact that a person
represents from the list, followed by clicking the "Add Contacts" button.

Crganization: Denver Diagnostics West:Denver v

ltems 1 - 1 of 1 Page 1 of 1 E

Availabl ntact  Or izati: Joh Title Phone Type
Denver Diagnostics

Joe Plumber T Lab Manager +1 303-555-1212 |

ltems 1 - 1 of 1 Page 1 of 1 E

Add Contacts

Selected ntact Or izati Job Title Phone Type D
Mo items found.  (Refresh)

Remaove Contacts

Set these contacts for all managed devices D

=<Back | Mest== | Finish | Cancel

o Select the New Contact link to add addition contacts
then

e Select the Type that best describes the customer from the drop down Type list
Select the Add Contacts button > The contact will be added to the lower portion
of the window

Gateway Contacts

Define any contacts that you vwant to associste with this gatewway. Add contacts by selecting the type of contact that & person
represents from the list, followed by clicking the "Add Contacts" button.

Organization: Denver Diagnostics West Denver v Mewy cortact .
ltemz 1 -1 of 1 Page 1 of 1 B
Availabl tact  Or izati Job Title Phone Type
Denver Diagnostics
Joe Plumber : Lab Manager +1 303-595-1212 L
Wiest: Denver
Items 1- 1 0f 1 Page 1 of 1 (]
Add Contacts
ltems 1 - 1 of 1 Page 1 of1 B
Selected tact (1]} izati Job Title Phone Type |:|
Denver Diagnostics
Joe Plumber e Do Lab Manager +1 303-555-1212 Manager |:|
ltemz 1 -1 of 1 Page 1 of 1 B

Remove Contacts

Set these contacts for all managed devices D

s<Back | Mexts= || Finish || cancel |

e Select the Finish button > The contact information will display in the Contacts
window
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Agilent Technologies

RA Test Svstem

rit D

Semvice : RSGW2

Location

Edit

Crganization: Denver Diagnostics
Zentrurn:Denver

Region: Lsa
Location: Gases and Liquids
111 Colfax

Denver, COB0123 USA

Contacts Yiew all | Manage

Manager

Joe Plurnber
+1 303-555-1212

Joe_Plumber@ousomter, cam

Yiew all | Add

Managed Devices

Remote Advisor Installation Verification

RSGW?2
Serial number:
Pocdel:

Status:
Registration:
Last contact:
Agent Wersion:
Ping rate:

Time zane:

RSGWN2
Gatenvvay
& Feady

8M3/09 555 PM
SM4/09 218 PM (19 seconds ago)

5.20
30 seconds

tourtain Standard Time

8/14/09 2:18 PM
8/14/09 2:05 PM

5/14/09 2:05 PM

8/14/09 2:08 PM
8/14/09 2:07 PM

Updated device: RSGW2
Agent Response (id=ServiceLi
14T20:08:08.2342.

Agent Response (id=ServiceLi
14T20:08:07.2342.

Agent command (id=SerwviceLi

Executing action: Gateway Ti

Contact information is displayed in the contacts window
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6.7 Configure Remote Assist Emails to go to the Customer

Some customers wish to receive an email when the Remote Assist is received at the
Enterprise. This is their confirmation that the Remote Assist was successfully
received by Agilent. The Remote Assist (Push for Help) email that is sent to the
Customer Call Center can also be sent to the customer.

The email notification can be added to an existing customer contact or configured
when the contact is first created. This procedure adds the Push for Help email
notification to an existing customer starting at the Gateway screen on the Enterprise.

Agilent Technologies

RA Test Svstem

Recent Devices ey Data Export +

Service : RSGW2

Location Edit RSGW2
Croanization: Denver Diagnostics Serlallnumber: Reone
Zenkrum:Denver Mociel Gatewsy
Region: LISA Status: @ Ready
Locakion: Gases and Liquids Fegiztration: 8M 3009 5:59 PM
111 Colfax Last contact: 64409 2241 PM (17 seconds ago)

Denver, 00 30123 USA

Agert Wersion. 520

Ping rate: 30 seconds
Contacts View &l Manage Titne Tone: hourtain Standard Time
it z
ST Audit Log

Joe Plumber
+1 303-555-1212 @ 8/14)03 Z:40 PM Agent Response (id=%erviceLin
Joe_Plumber@cusomber, conm 14T20:40:53.1092,

(3) B/14/03 2:40 PM Agent Response (id=ServiceLin|

e Select the View all link from the Contacts window on the Gateway view on the
Enterprise > Contacts will be displayed
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Agilent Technologies

RA Test Svstem

Recent Devices Dats Export =

Sepvice : RSGW2

Contacts

Joe Plumber Eclit
Manager

Denver Diagnostics West Denver

1100 Colfax

Denver, CO 81000 US4

E-mail: Joe_Plumber@ousomter com
Phone:  +1 303-555-1212

e Select the Edit link for the contact to add email notification

Personal Information
Title: e |
FirstMame:  joe |
Middle Name: | |
Last Narne: Plumber |
Suffix: | |
Mickname: | |
Job Title: Lab Marager [email ool |

¢ Add [email cc] to the Job Title description
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Organization and Location

* Organization: | alarm inc: Beimort ~|

® e
Location: | Test Lab v | Mew location ...
Address: 1810 Matre Dame Ave

Belmaont, CA 94002 Taiwan

Personal Information

Title: o |
First Mame: |JRG Agilent ebail | One of first, middle, or last names is required,
Middle Name: |:c enabled |
Lask Name: |eail |
Suffix; | |
Micknarne: |Wa|t |
Job Title: |Lab Marager [email cc] |

Contact Information

E-mail: jonathan. grayigagiient com |

Phane: | |

Mobile: | |

Fax! | |

Pager: | |

| Save changes Cancel |

e Select the Save Changes button

; Agilent Technologies

RA Test Svstem

Service | RSGW2

Contacts

Joe Plumber Edlit
Manager

Derver Diagnostics West Denver

1100 Calfax

Derver, CO S1000 US4

E-mail: Joe_Plumberig@cusamter .com
Phone: +1 303-555-1212

e Select the Gateway link to return to the Gateway view
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6.8 Verification of System Names
Verify that the systems names are correct using the Enterprise Server.

e Start Internet Explorer on the Gateway PC
e Type http://RemoteAdvisor.chem.agilent.com in the Address of Internet Explorer

r

) Axeda Enterprise - Microsoft Internet Explorer

File:

Edit Wwiew Fawvorites Tools  Help

eBack - J @ @ \-_.j /,__) Search “;&'Favorites @ [/:Ev ; g}! _J @ ﬂ .ﬁ

com/drmhome/login. jsp

Agilent Technologies
R& Production [US)

Agilent Technologies Remote Advisor Enterprise Server (US Production)

Please log in.

User Mame: || |

Password: | |

e Enter your User Name
e Enter your Password
e Select the Log in button

=
23 Axeda Enterprise : Service - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

@Back - \_) @ @ \:h /_‘_\J Search {;{Favorites @ D’::{v ; |!T - _J @ ﬂ '3

Address @ https:{{remateadvisor .chem, agilent. comjdrm/ actions/indes

Agilent Technologies
RA Production (US)
Home Service [
a0 g Transport

Browse for devices

|Regi0ns, Organizations, Locations, Systems % |  Hide Tree Ttems 1 - 50 of 1000
a Regions Advanced | Close
“ 240 Drevice: | | 2rrganization:
a AR Model: | | Device Group:
a =0E Region: | | Syskem:
‘? EMES, Gateway: | | Gateway Only: |:|
e Select the Service Tab
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A Axeda Enterprise : Service - Microsoft Internet Explorer

File:

@Back = \'_J Iﬂ @ ;h /':) Search *Favorites @ E::v .::1,.' W - ._.] @ ﬁ }ﬁ

Address @ https:ffinteligentservices-europe, chem, agilent, comdrm/actions/inde:x

Edit  View Favorites Tools  Help

Agilent Technologies
RA Production (EMEA)

4 Hide Tree
Advanced | Close
Device: | | Organization:
4 a Canada Model; | | Device Group:
@ Usa Region: | | System:
- 88 @ AFO:Englewood Gateway! | | Gateway Only:
- 08 @ Agilent Santa Clara Daka Item: | | Condition:
- 08 @ Agilent Santa Clara:Santa Clara Fackage: | | Wersion:
m @ Denver Analytique-Diagnostic Centers:Denwver | V| | V| | | |
@ @ Colfax Diagnostic Lab Name Organization
Wﬁ @ AIS-DEMO-DS-Fake LC ?’Q - 1100 LCMSD 5L System PSL
Wﬁ @ RSDS1-GASOL LY L] 1100 seties autosampler JRG Inc:Belmont
@g @ RSDS1-Liguid3 LY L] 1100 series sutosampler JRG Inc:Belmant
@E & RSDSZ-Liquidz B L 1100 saties autosampler JRG Inc:Belmant
| - 1100 series autosampler JRG Inc:Belmant
- §8 @ ENG-GWI Labs 3 il
}4 L] 1100 series autosampler Belmont Inc:Sydne
- 08 @ Mikedtest Lab:Grille
}& L) 1100 series autosampler Eelmont Inc: Sydne
- 08 @ 505 Test Labs )
; Q L 1100 seties autosampler JRG Inc:Belmant
[+ : .
i ML Jeeey g }d L] 1100 series autosampler Belmont Inc:Sydne
‘o o R o 1100 series autosampler JRG Inc:Belmont
a s Q L) 1100 series autosampler JRG InciBelmant

¢ Expand the correct Region, Country, and Customer, and location by selecting the
+ signs
o Verify the system names are correct

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
6-26



Remote Advisor Installation Verification

6.9 Correcting System Names

¢ Go to the Data Source of the system that needs correction
¢ Open the Data Source Status Monitor

'Q‘. Agilent Remote Advisor Data Source Status Monitor

Health  Configuration |Aulndlsmvew| Data Source Configuration | BHemote Advisor Gateway Contraller )

Spstem Mame | Instrument Wame | Deseription | Model Murnber | Serial Number

| Irvstrument Type | Connecti i | Pratocal

Liquid3 Agilent LC

Femove

Datasource: RSDST  Last contact: 7/417/2008 8:48 PM

Select the system to be corrected

Copy the information required to configure the system

Select the Remove button to remove the system

Select the Add button add the system back into Remote Advisor

Complete the configuration form.

Go to the Gateway and restart the Axeda Gateway Service

*Important* The Gateway service must be restarted to propagate the changes
to the Enterprise

Notify RemoteAdvisorSupport@agilent.com of the name change so the original
system can be deleted from the Enterprise.
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6.10Remote Collaboration Test

Verification of remote desktop sharing (remote collaboration) to a Data Source PC
can be originated from the Gateway PC or other PC with Internet access.

Log into the Enterprise Server

¢ Navigate to the Virtual Instrument used in the previous procedures in this section

/= Axeda Enterprise : Device dashboard - Windows Internet Explorer ‘Z”Elg‘

File Edit “iew Favorites Tools  Help

| = |2 hitpsifIremeteadhisor chem. sgient comcrmiactionssericefevicefoverview?app_nsme=servicefdevice_id=45680 ] & [#][x] [cive s2arch |[2]-

W Igmda e e et I l - B @ - [hPags - £ Took -

Agilent Technologies
RA Production (US)
Home Service Access Software Usage Report Device Administration
RecentDevices *  View ~  DataExport ~  Transport

Service : Agilent Technologies LC JumDmllDashbnarU v|

o o Agilent Technologies LC Tasks
Serialnumber.  RADSWin7a-HP-Zoro
Organization: Ricks Liquid s
Eas Roc o Model LC System Rev A0201 E)e melldevice Ik
E Status: Mot Read:
Region: Training-AFO A i NofHeacy
g eIt Registration:  11/30/10 11:38 AM
2012E Colfax Lastcontact 119111 5:03 PM (21 seconds ago}
Denver , CO 81234 Training-AFO : son. 534

30 seconds. . @ Gateway tme synchronization
Mountain Standard Time action
RAELME0T

Contacts View al | Manage

”’ et 1 min snmp poling

Current Alarms

3 Q Set default snmp polling freque
System Devices ney

® 1100 series thermostatted aut

osampler : Ricks Liquid Analysis:

Denver 1/19/11307PM  ED Push for Help Admowledged
1100 series diodie array 1/19/11 254PM D Push for Help Adnowledged
detector : Ricks Liquid Analysis: 111/11 2:36 PM D .

Denver

T g 1/11/11 2:11PM DD Device offine E
e e 1/11/1110:06 AM DD Device ondine Desktop Download viewer
Liquid Analysis:Denver S

1100 series binary pump : Ridks Uploaded Files File Compari " .
Liquid Analysis:Denver Remote Advisor Guides

Push For Help Acknowledgement Guide

System Displays Remote Collaboration Guide

CurrentData | Historical Data

fIfl Lc system Rev AD201 ( Agilent
fIfl Lc AlsRev AD201 ( 1100 series
Al Lc col Comp Rev A0201 (110¢
Q0 1 € netRev 4020111100 serie
Done [ S Unknown Zone (Miced) 0% v

&
=| Upload Gateway log fies

C

o 111911 3:05PM ArrayCounter: 1
~] 1/19/113:05PM  AmayCounterCANVaive: 0
~ 119/113:05PM  AmayCounterlCAls: 1

~

e Select the Desktop link in the Remote Session area
The Desktop link is used to connect to A.02.06 or later Data Sources using port
5920 - > Remote Session Window opens
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= Remote Session: - Windows Internet Explorer,

- Agilent Technologies
RA Production (US)

Enter a brief description for the remote session.

e Enter a brief description of the session
e Select the Start Session button

= Remote Access: - Windows Internet Explorer

gilent Technologies
RA Production (US)

Device Hame: Agilent Technologies LC
Remote Interface: Desktop

Waiting for the device to retrieve the Remote Session request..

Waiting for the device to retrieve the Remote Session request will display while the
session is established
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= Remote Access Application: Desktop - Windows Internet Explorer

- Agilent Technologies
RA Production (US)

Device Name: Agilent Technologies LC

Remote Application Name: Desktop

r Status: rSession:

Remote connection ready. | 1D: 3880316540084545

Time:| 00:00:04
- Conhectioh ———————————
Data: Encrypted
Protocol: Dirgct link

rPorts = Activity:

2 |
e | CO—
[___Launch Appication ][ End Session

Remote Connection Ready will show in the Status window
e Select the Launch Application button

Axeda Desktop Yiewer Status for LOCALHOST

Connection
Axeda Desktop Server: LOCALHOST
Part: 8920
Status: Meqgotiate Protocaol Wersion ..
Encoder:
Speed: 123 khit/z
Traffic:
Buytez Sent Q—-'g" i Bytez Received
L 4
1] 1]

Axeda Desktop Viewer Status for LOCALHOST will display

The Data Source PC will display pop up window “Accept Axeda Desktop
Connection?”
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Accept Axeda Desktop Connection?

Axeda Desktop Server haz received an incoming
conhection fram

156.140.157.186

Do you wigh to Accept or Reject the connection’?

| Aocept AutoReject: 14

e Accept the Desktop connection

* radswinZa-hp [ 156.140.157.68 )

EEXCHORINATES relieotsizo |
l& 3 i Instrument 1 {online}: Method and Run Control =)
ﬁJ File RunControl Instrument Method Sequence View RTlock RTSearch Abort Help
Congeiss G h | Methods L33 ke, maTESTM = | sequences I8 ke, raEST2S -|§ AN
Ready PGl BT | ) Method: RATESTM | @ Sequence: RATEST2S
g I T ——
# ||| Instrument Cortrol | Easy Sequence | Sequence Gueus | Ezsy Sequence Setup |
et i 1 Sampling Disgram | B
5k LOADTEST.S un Sequence 527:46 PM E
— g raTesT.S IGC Connection State: Criine
" L raTEST2S 00000 | OO000 | OO00O0
s 00000 | 00000 | 00000 O e
™ 00000 | OO000 | OOCOS E
e S35%| saoee soce =
00000 | 00000 | 0000 e T @
ﬂ Q00000 00000 | OO00®
7 Q0000 | CO0QO | OOOOe
00000 00000 | 00008
Uik 00000 | OO000 | OOOOe
et PRI 5 @ 1
| Sequence Mmﬂ!}_‘ffl‘_?“m“‘
-
[, ﬂ — [E] Online Plot eE=]
" jugpmum ‘ =
5 } e [ 05 1 15 2 25 min
E g‘ﬁc&-sm-cm i' Fiedioe ‘1'_']
[y -
[o0 ]
J T Instrument 1 [ Read
i i i
oo, g L

gt &
Bl o o =H[e]] pes
Remote Session is established

@ Remote Advisor Collaboration Alert
+ Remote session is in progress.

Kill Remaote Collaboration Sezsion

Remote Advisor Collaboration Alert Window is displayed on the Remote PC when a
Remote Session is in progress
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To Kill the Remote Session from the Data Source or Gateway PC

Method 1

Remote Adwvisor Collaboration Alert
Remote session is in progress.

Kill Remote Collaboration Session

Select the Kill Remote Collaboration Session on the Remote Advisor

Collaboration Alert window

Method 2

: rCo
[ Customize... Fesie

g U
2 @] @

{l. |2 e

Select the up arrow in the Windows notification area for Windows 7

Right click the Windows Axeda Desktop server icon (yellow eye)

About Axeda Desktop Server

Admin Properties
Properties

Add New Client

Kill All Clients

List All Clients

Install Service
Uninstall Service
Stop Service

Start Service (needs to be previously installed)

Close Axeda Desktop Server

Select Kill all clients to end the session
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Ending the session from Enterprise display

= Remote Access Application; Desktop - Windows Internet Explorer

gilent Technologies
A Production (US)

Device Name: Agilent Technologies LC
Remote Application Name: Desktop

r Status: rSession:
Waiting far connection ID: 237063787150776
Time: 00:18:11

r Connection———
Data: Encrypted

Protocol: Dirgct link

rPorts: - Activity

s |
mise | SO

Launch Application ]I End Session ]l

e Select the End Session button to close the session
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7 Appendix A: Instrument Communication Utilities

LSquare
LSquare is a diagnostic utility used to verify communications to an Agilent LC before
attempting to connect to the LC with Remote Advisor.

¢ Browse the Remote Advisor Installation CD to :\utilities\LSqauare

e Copy the LSquare folder and its contents to a portable memory stick or a
temporary folder on the Data Source PC.
**Note** The LSquare cannot run from the installation CD. LSquare is portable
from PC to PC if copied to memory stick.
Open the LSquare folder in it's new location

e Double click Lsquare.exe > LSquare v5.66 window opens

I:"' LSquare ¥5.66 - not connected 10l =|
Instrument  View Options  Window Help

Connect. ..

Disconnect

Open Scripk..,

Exit

e Select Instrument
e Select Connect

Connect to Instrument ﬂ
Connect bo: ILAN "I

Lah-Addr: |155.‘|4EI.158.1221

Cancel |

e Select instrument connect type in the Connect to drop down menu
e Enter the IP address of the LC when LAN is selected
e Select the OK button
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IZ LSquare ¥5.66 - 156.140.158.122 - ol x|

Instrument  Wiew Options  Window Help

22|z |m|?
SR8 1100 Instrument
G13154 - DEG1E06648

: G13124 - DE40915034
G13164 - DEFIE10814
(313624 - CNB0555381
(313294 - DES1E03762
G13144 - JP20216834
13214 - DE2001442
13644 - DE14900250

- G42084 - DEGOSS5205
[+-48 G13904- DE14300164

LSquare successfully connects to the LC when an instrument is displayed with a list
of modules

GC ConnectivityChecker Tool

The GC ConnectivityChecker Tool is a diagnostic utility used to verify
communications to an Agilent GC before attempting to connect to the GC with
Remote Advisor.

e Browse the Remote Advisor Installation CD to :\utilities\GCConnectivityTool
e Double click GCConnectivityCheckerTool.exe

& GC Connectivity Checker Tool i x|
Connection Type [7890visLAN  v|  Baud |asuu | Connection Sting [156.140.153.21 Test Cannectivity |
[Connection to system 156.140.153.21:9110 was successful | =

The details are

Sustem TPPe ©ocee e 7890 GC
Model Number : Agilent 78304
Serial Number ... US10703005
Firmwsare Revision ©............. AD2.02

IP Address : 156,140.153.21
Subriet Mask - unknown
Gatemay e unknown
DHCP Enabled .................... urkriown

Finished checking connection

Select the Connection Type

Select the Baud if using Serial

Enter IP address of the GC or the PC Com port in Connection String

Select the Test Connectivity button > The connection status will be displayed
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8 Appendix B: Gateway Upgrade Preparation
8.1 Saving SMTP Mail Server Settings

**Important™ SMTP Mail server settings are not archived for the re-installation
for Remote Advisor Gateway when upgrading from a previous version. This

procedure captures the SMTP Mail Server settings for the Axeda Policy Manager
reinstallation.

@ C:'Agilent’,GatewayController,Tomcat 5 common'classes

o [ 3]

File Edt Wew Favorites Toos Help | o

Qe - ) - ._ir|/.-]5&ar:h ) Folders | 37 X 'Q|E|'

Address [ c\Aglent|GatewayContraller|TomeatSicammanclasses B

Folders x| | Mame_+ [ Size | Type [ Date Modified

(& Deskiop =1 |15 custom.properties 1KB PROPERTIES File 10/15(2008 3:0x
5 (3 iy Documents [agdj.properties 2KB PROPERTIES File 10/15(2008 30K
) My pusic ] Policy r properties 5KB PROPERTIES File 10/15(2008 3:0x
{2}ty Pictures
1) Snaglt Catalog
E 4 Hy Computer
A 344 Floppy (a1
] % PROGRAMS (C:)
Bl ) Aglent
E 5 GatewayController
1) audit
15 hsald
12 jre:
B () Tomeats
() bin b
B (5 commen
) classes

23 endorsed
= ien
(=10

3 conf

[ server

(3 shared

[ webapps

(3 wark

29 Uninstal

- |« ] ]

Type: PROPERTIES File Date Madfied: 10/15/2009 3:03 PM Size: 4.54 KB [4.54 KB |4 My Computer 4

e Browse with Windows Explorer to C:\Program Files\Agilent\Remote
Advisor\Gateway Controller\Tomcat5\common\classes

e Save the PolicyManger.properties to the desktop for future reference with
reinstalling the Gateway Software
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Reinstallation
¢ Open the PolicyManger.properties file previously saved to the desktop
o]

Fle Edit Format Yiew Help
|

#
# Email settings
#

com. axeda.apm.notification.email.encoding=UTF-8
com. axeda. apm. notification. email.mail_server=smtpserver.mycompany. <om

#
# System Error Notification settings
#

com. axeda. apm. Tagger. notification. email_to=myemail@mycompany.caom

<om. axeda. apm. logger. notification. email_from=RAGC@agilent.com

<om, axeda. apm. Togger . notification. email_freguency=60

com. axeda. apm. logger. notification. email_subject=agilent remote Advisor Gateway Controller Error Notification

#
# audit archive settings
#

<om. axeda. apm. audit.archive.file.enable_logging_to_file=true

com. axeda. apm. audit.archive. file. prefix=apr_audit

com. axeda.apm. audit.archive.file.suffix=.txt

com, axeda. apm. audit. archive. file.path=C:/agilent /AGatewayController faudit/
com. axeda. apm. audit.archive. days_available_for_ui=5

-

Kl i

Copy the SMTP Server address when prompted for SMTP Mail Server Address
Copy the email_to email address when prompted for the email_to address

Copy the email_from email address when prompted for email_from address
Copy the Archive.days_available_for_UIl number when prompted for Archive days
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8.2 Collect Proxy Setting from the Gateway Status Monitor

Proxy settings can be collected from the Gateway Status Monitor or the Deployment
Utility. The Gateway must be communicating to the Enterprise for the Gateway
Status Monitor to display the Proxy settings.

&4 Agilent Remot Ga

‘ Enterprise | Syﬂgms‘ Gateway Configuration ‘ Log File | [Zontads‘ Remote Advisor Gateway Controller (7))
Status Conrfiguration Type Element Expected Value Actual Value
MS Windows XP Professional / MS
. Windows 2003 / MS Windows Vista / MS
- System Information 05 Name Windows 7/M8 Windows 2002/M35 Windows 7
Windows 8
System Information lersion
5 Infi Wi 6.1.7600.0 6.1.7601.65536
- System Information Met Framewark Version 4.0 or later 4.0.30319.1008
istry Entry a Desktop Serverimage Instal \Program Files\Agilent’ ote Advisor
En Aueda Desktop S Installed C:\Py Fil lent\Remote Advisor'Axed
- Registry Entry Axeda Gateway imagepath Installed C:\Program Files"\Agilent'Remote Advisor\Gate
istry Entry ia Policy Server imagepatl Instal “\Program Files"Agilent’ ote Advisor'\Gate.
Registry Ent Aeda Policy S h | Installed C:\Py Files\Agilent\Remote Advisor\G:
ervices Running g Gateway Service status nning INNing
S Ru Feda G S Ru Rur
ervices Running i Desktop Server status nning INNing
S Ru Aeda Desktop S Ru Rur
- Services Running Axeda Policy Server status Running or not installed Running

Edit Gateway Settings
Logging Level MNone '] [ Apply and Restart % Deployment Info

Select Gateway

Gateway Computer localhost - Soap Port 8080
apee [0

|Gateway (ocalhost:8080)] [Agent Version (A 02.05)] [Last contact (Succeeded) on (11/21/2013 9:12 AM)]

e Check the Deployment Info check box
The Deployment Info tab will display on the Gateway Status Monitor

1 Agilent Remote Advisor Ga a tatus Monito
‘ Erterprise I Systems I Gateway Configuration I Log File: | Cortactsl Deployment Info ‘ Remote Advisor Gateway Controller 7))
Installer Deployment Information Current Deployment Information
Proocy Server Proncy Server
@ No Proxy HTTP Proxy SOCKS Praxy @ No Proxy HTTF Proxy SOCKS Proxy
Host Host:
Port. Fort:
Customer Information Customer Information
CUSTOMER CUSTOMER
hame: Denver Diagnostic Certer.Denver Name Denver Diagnostic Center:Denver
LOCATION LOCATION
Name:  Englewood 80112 Name:  Englewaod 807112
Linel: 200 E Colfax Line®: 200 E Coffax
Line2: Line2:
Cry: Derver Postal Code: 80112 Cry: Derwver Postal Code: 30112
State co State co
Courtry:  |JSA Courtry:  UUSA
Close
Select Gateway
Gateway Computer localhost - Soap Port 8080
[ Refreshal
[Gateway {ocalhost:8080)] [Agent Version (A.02.09)] [Last contact (Succeeded)on (11/21/2013 9:12 AM)]

o Document the Proxy information Proxy Server section of the Gateway Status
Monitor for re-installation

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
8-3



Appendix B: Gateway Upgrade Preparation

8.3 Collect Proxy Settings from the Deployment Utility

The Proxy Server Settings for the Gateway are verified from the Deployment Utility.
Always verify the Proxy information before starting a Gateway Software re-installation

55 Windows Fax and Scan -
£ Windows Media Center
Windows Media Player
“1 Windows Update
w4 XPS Viewer
J Accessories
J Agilent
. Gateway
{I} Deployment Utility 'é
. Remote Advisor
J Agilent Lab Advisor
Broadcom

Miclecmer mrmmratinem

e Select the Windows Start button
Select All Programs

e Select Agilent - >Gateway ->Deployment Utility
The Axeda Deployment Utility will open

Axeda Deployment Utility @

Specify how to connect to the Agent

Specify how to connect to the Agent.
Press F1 for help.

&' Agent is installed on this computer.

" Agent is installed on networked computer.
Host/IP Address: 156140159131

" Agent is connected via serial cable.

COM Port: | M
S o

e Select Agent is installed on this computer
e Select the OK button
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) Paeds Deployment Ulity = |
Agent  Touls Help
Wy Connectto Aent [l Pepioy Changes to Agent °ﬁ Dusconnect from Agend, || Agent Stabus (cannected) € Hep
Cenfiguration Enteepeise Servers

Eaic Informetion Defin the Entarprise sarvars this Agent will talk to, and optionally, the proxy server informatian the Agent

should use.
Organization and Location

Miisgec Divicad Enterprise Servers | Prosy Servers | S5L Configueation
SHMP Configuratian

Policy Settings I Enabbe Prosy Auto-Configuratsan
Enterprise Servers o URL:
I Enabde HTTP Proxy

Host Port:
I Authenticate using the following infarmation
User name:

Password:

™ Enalte SOCKS Proxy

Host: Part:
I Autherdicate using the foliowing infarmatarn
User name:
Password:
Connected to 127001 (534 Geleway) T Agent conmected o Enterprise © 2008 Aneda Corporation

o Select Enterprise Server from the menu
e Select the Proxy Servers tab
¢ Record the Proxy information
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9 Appendix C: Modify Gateway Controller Settings

The SMTP E-mail server URL is configured during installation of the Gateway
software. E-mail from the Gateway Controller may not be received by the E-mail
recipient. An incorrect SMTP E-mail server URL is a possible cause.

Modification of the SMTP E-mail server URL and other E-mail configuration settings
are as follows:

Open Windows Explorer
o Browse to the : :\\Program Files\Agilent\Remote Advisor\Gateway
Controller\Tomcat5\common\classes folder
¢ Open the file PolicyManager.Properties with WordPad or Notepad
e Scroll to the Email Setting section

HH A R R R R R R
#

# Email Settings

#
T T T R T R
com.axeda.apm.notification.email.encoding=UTF-8

com.axeda.apm.notification.email.mail_server=C0S.smtp.agilent.com
B HHHHH AR R R R R R R R R

cos.smtp.agilent.com is an example of the SMTP E-mail server URL

¢ Modify the SMTP E-mail server URL to the correct the name
e Save the file PolicyManager.Properties
o Arestart the Gateway Controller is required for the change to take effect.

To restart the Gateway Controller
& H@E 2:43 PM

¢ Double click the Gateway Status Icon in the Windows notification area
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&% Agilent Remote Advisor Gateway Status Monitor: ]

Fiemote Advisor Gatewsy Controller @)

sy Corliguizlion | Lo i | Deplopment nfo |

Enterprise | Sustems

Status | Configuration Type Element Expected Value Actusl Yalue
& | System Information 05 Mame Microsoft Windows P Professional or Micr... |Windows <P
& | Svstem Information Lacale Englizh [United States]
& | Svstem Information ‘Wersion 5.1.2600 £.1.2600131072
& | Svstem Information et Framework Wersion 2.0 of later 2050727 42
& |Registy Entry Axeda Deskiop Serverimage... | Installed Installed
& |Registry Entry Axeda Gateway imagepath Installed Installed
& |Redistry Entry Axeda Policy Server imagepath | Installed Installed
& |Services Running Axeda Gateway Service status | Running Running
& |Services Running Axeda Desktop Server statuz | Running Running
& |Services Running Aueda Policy Server status Running o not installed Running

2

Edit Gateway Settings
’7 Logging Level Hone < ! Apply and Restart | ! ¥ Deployment Info

Select Gateway
Fiefrash Al I

Gatewsy Computer lacalhost - Soap Port ISDBD
sopy | Defeut | Riemote fdvisor Assist Pt [FUL)

[Gateway [localhost:8080)] [Agent Yersion [4.02.04]] [Last contact [Succeeded) on [7/2/2008 4:33 PH)]

Select the Gateway Configuration tab
Select the Apply and Restart button in the Edit Gateway Settings in the Gateway
Configuration tab
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10 Appendix D: Axeda Deployment Utility

10.1 Gateway Deployment

The Axeda Deployment Utility is a standalone application that is run independent of
the Gateway software installation. It is not necessary to execute the Axeda
Deployment Utility if the Gateway has been successfully deployed to the Enterprise.

The deployment Utility can be used to correct or modify Proxy server information and
modify Organization and Customer Location information that was entered incorrectly.

Agilent
Gateway
tf_‘; Deployment Utility
Remote Advisor
Agilent IO Libraries Suite

, Agilent Technologies -
1 Back
| Search programs and files jo |
e Select the Windows Start button
e Select Programs
e Select Axeda Deployment from the menu
e Select Axeda Deployment > Axeda Agent Deployment Utility opens
Axeda Deployment Utility @

Specify how to connect to the Agent

Specify how to connect to the Agent.
Press F1 for help.

(¥ ihgent is installed on this computer!

" Agent is installed on networked computer,
Host/IP Address:

" Agent is connected via serial cable.

COM Port: M
Help [ Ok ] I Cancel |

e Select Agent is installed on this computer
e Select the OK button > Axeda Deployment Utility
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', Axeda Deployment tility (=N ol
Agent Tools Help

W, Connectto Agent [l Deploy Changes to Agent b@ Disconnect from Agent| | j Agent Status (connected) € Help
Configuration Basic Information

Specify the identification and authentication information for this Agent. For identification,
both model and serial are required. For authentication, if the Agent has been configured
with a username and password, you may change but not remove them.

Basic Information
Organization and Lecation
Managed Devices

SNMP Canfiguration Identification

Palicy Settings I~ Update the Agent's identification.

Enterprise Servers Modet: [Gateway

Name: |RAELITEDL

Serial: |RAELITEDL

Authentication

™ Update the authentication information used to login to this Agent.
Username:

Password:

Connected to 127.0.0.1 (5.3.4 Gateway) 7| Agent connected to Enterprise © 2008 Axeda Corporation
Connected to 127.0.0.1 (5.1 Gateway) is displayed in the lower left corner of the
Axeda Agent Deployment Utility

e Select Enterprise Server in the Configuration Menu > Axeda Deployment Utility
Enterprise Servers
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Configuration

Basic Information
Organization and Location
Managed Devices

SNMP Configuration
Palicy Settings

Enterprise Servers

', Axeda Deployment tility (=N ol
AgentrsTonisHelp
R, Connect to Agent [l Deploy Changes to Agent [ Disconnect from Agent| | | Agent Status (connected) @ Help

Connected to 127.0.0.1 (5.3.4 Gateway) 7| Agent connected to Enterprise © 2008 Axeda Corporation

Enterprise Servers

Define the Enterprise servers this Agent will talk to, and optionally, the proxy server
information the Agent should use.

I | | ]
| Enterprise Sarversh Proxy Servers ||SSL Configuration|

[~ Enable Proxy Auto-Configuration
URL:

I Enable HTTP Proxy
Host: Port:
[™ Authenticate using the following information:
User name:

Password:

I~ Enable SOCKS Proxy
Host: Port:
I™ Authenticate using the fallowing information:
User name:

Password:

e Select the Proxy Servers tab
o Enter the correct Proxy information
e Select Organization and Location in the configuration menu
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', Axeda Deployment tility (=N ol

Agent Tools Help

W, Connect to Agent [0 Deploy Changes to Agent QOQ Disconnect from Agent | | Agent Status (connected) @ Help

Configuration Organization and Locatien
Basic Information Specify organization, location, and system information for this Agent.
Organization and Location * ﬂ

i Settings retrieved from the Enterprise Server located at remoteadvisor.chem.agilent.com.

Managed Devices
i Settings will be sent to the Enterprise Server located at remoteadvisor.chem.agilent.com.
SNMP Configuration

Policy Seings, Agent | Managed Devices|

Enterprise Servers
Customer

I~ Update this device's organization assignment!

Name: Ricks Liquid Analysis:Denver

Location

[~ Update this device's location.

m

(% Refer to an existing location for the above organization:
Name: Beaver Creek

" Create a new location for the above organization:

Name:

Linel: 2012 E Colfax

Line 2:

City: Denver State: |CO Zip: 81234

Gonn SR e e -]

System

K| [ i [~ Update this device's system: -}
Connected to 127.0.0.1 (5.3.4 Gateway) 7| Agent connected to Enterprise © 2008 Axeda Corporation

Customer information will be filled in if the Gateway was successfully deployed. This
information can be modified and will be posted on the Enterprise.

o Complete or modify the customer information as necessary.
o Select the Deploy Changes to Agent when complete
These fields are required before deployment
0 Customer Name
Location Name
Location Line 1
Location City
Location State
Location Zip (Postal Code)
Location Country

©Oo0Oo0O0O0O0

Axeda Deployment Utility

Axeda Deployment Utility @

-

@ Send information to the Enterprise now?

Mo | | Cancel ‘

e Select the Yes button
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@ Information on Enterprise updated successfully.

e Select the OK button
¢ Close the Deployment Utility

Agilent Remote Advisor Gateway Status Monitor-Enterprise

5?. Agilent Remote Advisor Gateway Status Monitor

=101 x|

Femote Advisor Gatewsy Confroller @)

Enterprise I Systsmsl Gateway Cunhgulahunl Log FI|E|
| Status | Enterprise L | Connection Quality | Current Utilization | # Systems Online | # Systems Offline | Gateway Uptime Il
1 0 OHr 1 Min

W | dmtest.chem.agilent.com 0% 19%

Apply Default | Femote Advisor Assist Port ISUDD

[Gateway [localhost:8080)] [Agent Yersion [4.02.04]] [Last contact [Succeeded) on [B/30/2008 11:48 AM)]

The Status on the Agilent Remote Advisor Gateway Status Monitor will turn green
within three minutes indicating good communications to the Enterprise Server

Select Gateway
Gateway Computer Incathost - Soap Port IEI]BEI
Fiefresh Al
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11 Appendix E: Remote Collaboration and Script Failure

The success of uploading scripts and Remote Collaboration is dependent on Data Source to
Gateway communicates. Communications require computer name to IP address hame
resolution. This section is guidance for Remote Collaboration to Data Source failures

Some Laboratory networks are isolated from the corporate network for security purposes to
keep the laboratory safe from computer virus and malicious attack. The degree of security
varies from one laboratory to another. Some of the security configurations affect the
function of Remote Advisor scripts and Remote Collaboration.

Isolated networks generally do not have DNS. DNS associates an IP address with a
computer name. Most programs use the computer name when communicating to other
computers. NetBIOS over TCP/IP is a network component that performs computer name to
IP address mapping when DNS in not available. NetBIOS may be disabled in some isolated
laboratory networks for security reasons. Remote Collaboration will not work to the Data
Source without some sort of computer name to IP address mapping.

Hosts files are used for computer name to IP address mapping when DNS is not present
and NetBIOS is disabled. Starting with release A.02.06 the Data Source software can be
configured for IP address mapping which writes the entry into the hosts file. Remote Advisor
communications will work successfully between the Data Source and Gateway.

Remote Collaboration from the Enterprise to the Data Source may not be successful without
modification of the Hosts file in the Gateway PC.

11.1Test for IP Address Mapping

IP Ping from the command window can be used to verify IP address mapping for PC
to PC communications.

ng by IP address

Select the Windows Start button or Window icon depending on Windows Version
Select Run for Windows XP or Windows Server 2003

Type cmd in the Run or Search area

Press Enter > The Windows command opens

Type ping [ip address] at the command prompt and press enter

A successful ping will return a ping reply as shown below

B CaMindowsysysterm3omd. exe = [=] @

C:sUsers“Admin>ping 156.14@_157_186

Pinging 156.148_157_186 with 32 hytes of data:

Reply from 156.148.157.186: bytes=32 time=4ms TTL=128
Reply from 156.148.157.186: bytes=32 time<{ims TTL=128
Reply from 156.140.157_186: bytez=32 time<{ims TTL=128
Reply from 156.148.157.186: bhytes=32 time<{lims TTL=128

Ping statistics for 156.14@_.15%7_186:
Packets: Sent = 4, Received = 4. Lost = @ (B2 loss).

fpproximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = 4ms. Average = 1ms

C:sUsersAdmin¥>_

An unsuccessful ping indicates a communication problem between the computers.
PC firewall, wrong IP address, or other network configuration errors could be the
cause.
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Ping by Computer name
o Type ping [computer name] at the command prompt and press enter
A successful ping will return a ping reply as shown below

EA ChMindowshsystern32iemd. exe = | -= |@

C:sUserssAdmin>ping raeliteBl.eng.agilent.com

Pinging raelite@l.eng.agilent.com [156.148.157.1861 with 32 bytes of data:
Reply from 156.148.157.186: bytes=32 time=1ms TTL=128
Reply from 156.14A_157.186: byt 32 time=bms TTL=128
Reply from 156.140.157.186: hyt 32 time<ims TTL=128
Reply from 156.148.157_186: bytez=32 time<{ims TTL=128

Ping statistics for 156.148.15%7.186:

Packetz: Sent = 4, Received = 4, Lost = 8@ (Bx loss).
Approximate 1ound trip t1meo in milli—seconds:

Minimum Bms, Maximum Eme,. Average = ims

C:vUzsers Admin>_

A successful ping by IP address and unsuccessful ping by name may be caused by
NetBios being dissabled on the isolated network.

11.2NetBios configuration Check

Whether NetBios is enabled or disabled can be verified several ways. The simplest
way is to use the Windows command window.

e Type ipconfig/all at the command prompt and press enter

(G CaMindowsysysterm3omd. exe = ” (=} |@

Ethernet adapter Laboratory Network:

Connection—specific DNS Suffix

Description : Intel{R> 825%67LM-3 Gigabhit Hetwork Connec
tion

Physical Address. . . . . . . . . : BB-23-7D-15-F6-BA

DHCP Enabled = Mo

fAutoconfiguration Enabled : Yes

IPv4 Addr : 192.168.184. 1BB(Ptefetled)

Subnet Mas : 255 .255.255.

[l -

HetBIOS over Tcpip = Disabled
Ethernet adapter Corporate Metwork:

Connection—specific DNS Suffix . : eng.agilent.com

Description : Broadcom Metitreme Gigabit Ethernet
Physical Address : BA-19-18-3A-BF-11

DHCP Enabled. . : Yes

futoconfiguration Enabled : Yes

Link—local IPub Address . . . . . = feBBA::7506:he22:64c:8431»15(Preferred>
IPu4 Address. - - . = « = « = « - = 156.14A.156.58¢(Preferred?

Subnet Mask = 255.255.248.8

Lease Obtained. . . . : Tuesday. January 18, 2811 2:37:37 PM
Lease Expires : Tuesday, January 25, 2811 2:37:37 PH
Default Gateway . . . : 156.148.152.1

DHCF Server : 156.148.153.128

DHCPuwt IAID : 335548440

DHCPw6 Client DUID : BE-91-88-01-14-C1-81-16-80-23-7D-15-F6—BA

DHS Servers : 156.140.153.128

138.29.152.21
Primary WINS Server = 138.29_15%2.23
Secondaru WINE Sevruewr = 13A_29 154 21
HetBIOS over Tcpip : Enabled

Tunnel adapter isatap.{ACSFSDB8-7D8?-473A-AD99-43DA1303IB123>:

This example shows NetBios disabled for the Laboratory Network and NetBios
enabled for the Corporate Network

Entry of the Data Source PC names and IP address in the hosts file is recommended
for this configuration.
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11.3Gateway Hosts File Configuration

Windows uses the entries in the hosts file to map IP addresses to PC names. The
hosts file is modifies with Windows Notepad. One line entry is added for each PC.
Windows 7 has added security for the modification of certain files. This procedure
explains how to edit the hosts file on a Windows 7 PC. The modification of the host
files with earlier versions of Windows is similar.

Programs (1)
mj Motepad Open

Qpen file location

|'E‘_§' Run as administratar
Pin to Taskbar
Pin to Start benu

Open with...

Share with 3

Restare previous versions
Send to ’

Cut
Copy

Delete

Properties

- See rmore results

|n0tep| x| | Logoff | » |

7 AEE

Select the Windows Start button

¢ Type notepad in the search area > Notepad will display in the list of programs
when the first characters are typed

¢ Right click Notepad

e Select Run as administrator > Windows Notepad opens. Administrator privileges
are needed to save the hosts file.
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| Untitled - Notepad [=®3][=]
File Edit Format View Help
uj Open @ i
@Q-| y Computer » OS(C) » Windows » Systernd2 » drivers b etc v\&,H Search etc ol
Organize » New folder =+ O @
e Warne B Date rmadified T g
Bl Desktop | hosts 61072009 3:39 P File 1KEB
& Downloads __| Imhosts.sam 6,/10/2008 3:39 Ph SAM File 4KB
:-J Recent Places | networks 6102009 3:39 P File 1KEB
| protocol 6,/10/2008 3:39 Ph File 2KB
4 Libraries | services 6/10/2009 3:39 PM File 18 KB
& Documents
& Music £
[ Pictures
B videos
1M Computer
& o3y
a DATA (D)
€ Metwork .
File narne -
Encoding: | ANS o [ open | [ conce |
e Select File from the toolbar
e Select Open from the menu
o Browse to the C:\Windows\System32\drivers\etc folder
o Change the file type to All Files (*.*)
o Double click the hosts file > Notepad opens the hosts file
g5 g i =8 o~

File Edit Format View Help

be p

space.

lines or following the machine name denoted by a '#
For example:

102.54.94.97 rhino. acme. com

TR REREERERERRRERBRDS

This file contains the mappings of IP addresses to host names.

Entr¥ should be kept on an individual line. The IP address should
aced in the first column followed by the corresponding host name.

The IP address and the host name should be separated by at least one

# source server
# x client host

38.25.63.10 ¥X.acme. com

localhost name resolution is handled within DnNs itself.
127.0.0.1 localhost
Hiu | localhost

Each

additionally, comments (such as these) may be inserted on individual
symbol.

e

The hosts file opens in Notepad. The example above shows a hosts file that has not

been modified. All lines start with #. Lines starting with # are comments. The

computer does not read the lines starting with #.
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| hosts - Notepad E=HEEE %=

File Edit Format View Help

This file contains the mappings of IF addresses to host names. Each
entr¥ should be kept on an individual line. The IP address should
a

#

#

#

# be placed in the first column followed bg the corresponding host name.
# The IP address and the host name should be separated by at Teast one
# space,

#

# Additiona11¥, comments {(such as these) may be inserted on individual
# Tines or following the machine name denoted by a "#' symbol.

#

# For example:

# =
# 102.54.94.97 rhino. acme. com # source server

# 38.25.63.10 X. acme. com # x client host

# Tocalhost name resolution is handled within DNs itself.

# 127.0.0.1 localhost

# e Tocalhost

192.168. 254.100 RADS021|

e Add the IP address and Computer name of the target computers. One Name and
one IP address to a line.

o Select File from the toolbar

e Select Save from the menu

e Restart the Gateway PC > Remote Collaboration will not work until the Gateway
PC has been restarted
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11.4Verify Ports between Gateway and Data Source

Communication ports between the Gateway and Data Source that are blocked by a
hardware or software firewall will limit Remote Advisor functions. Blocked ports will
prevent Remote Collaboration, Remote Assist, and script files from transferring from
the Data Source to the Gateway.

Software firewalls are installed on PCs and networking components. Hardware
firewalls are incorporated in network components.

Have IT verify that all ports listed below are open and not blocked by hardware or
software firewalls

Agilent DMZ
Asset Portal
S Enterprise
° S
S erver
Internet

HTTPS
Port 443

FiI Mover

Data|Source

Ports 8000, 8080, 8330, 8331,
5920, 11111, 555p5

Firewall/Router

Gateway

Gateway to Enterprise

TCP: Source port = https (443)

Between Gateway and Data Source

Source Port

Process Owner or Action

TCP:

Source port = 8080

Tomcat.exe

TCP:

Source port = 8000

AlService.exe

TCP:

Source port = 8330

Remote Advisor Scripts

TCP:

Source port = 8331

Remote Advisor Scripts

TCP:

Source port = 5920

AxedaDesktopServer.exe

TCP:

Source port = 11111

Networkhelper.exe

TCP:

Source port = 55555

Networkhelper.exe

Listening Ports

Device Listening

Process Owner or Actions

Ports

Gateway Axeda Desktop Server.exe 5820. 5920, 8330, 8331

Gateway Network Helper.exe 49552, 55555, 55556

Gateway Tomcat5.exe 5001, 8000, 8005, 8009, 9170, 9176
Gateway Xgate.exe 8443, 3011, 3030, 8080

Data Source

AlService.exe

11111, 11112

Data Source

Axeda Desktop Server.exe

5820, 5920

Between Data Source and Empower Node

TCP Source Port = 11111

| FileMover.exe
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12 Appendix F: Important Installation Notes

12.1 Gateway Installation does not complete

The Gateway software installation does not complete because the installation was
interrupted for some unknown reason. The message, “The wizard was interrupted
before Agilent Remote Advisor Gateway A.02.09 could be completely installed.” will
appear in the InstallSeild Wizard Completed window. A second window opens
advising that the installation is rolling back displays after selecting the Finish button.

3 Agilent Remote Advisor Gateway A.02.08 - InstallShield Wizard

InstallShield Wizard Completed

The wizard was interrupted before Agilent Remote Advisor
Gateway A.02.08 could be completely installed.

‘four swstem has not been modified, To complete installation at
another time, please run setup again.

Click Finish to exit the wizard.

= Back I Finish I Zance! |

iz Agilent Remote Advisor Gateway A.02.08 - InstallShield Wizard

Installing Agilent Remote Advisor Gateway A.02.08 i
The program Features you selected are being installed.

Please wait while the Installshield Wizard installs Agilent Remote Adwvisar
Gateway £.02.03, This may take several minutes,

Status:

Rolling back action:

[

o Allow InstallSheild to complete the Rolling back action.

Revision A.02.09.008 Agilent Technologies Copyright 2014 January 2014
12-1



Appendix F Important Installation Notes

12.2 Corrective Action — Gateway does not complete installation

The corrective action is to remove all Agilent and Axeda components before
attempting to install the Gateway software again.

Programs (1)
(2 Internet Explorer (No Add-ons)

Control Panel (66)

@ Add a printer

% Add a device

| Add or remove programs P
2, Add or remove user accounts

“r Add a wireless device to the network

_5 Add clocks for different time zones

Files (11}
2 IE Add-on site
2 IE Add-on site
T 8a-Waters suppliment.pdf
) Remote Advisor Installation Guide for AD207.pdf
% Remote Advisor Installation Checklist for AD207.pdf

TH confirm.pdf

' See more results

|add K | | S;hut ﬂown |k

|

e Select the Windows start button

e Type add in the See more results field
e Select Add or remove programs
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Control Panel Home .
Uninstall or change a program

View installed updates

®) Turn Windows features on or

gt Organize *

MName

S Adobe Readerd3

3 Agilent Lab Advisor LC/CE

@Agilent Remote Advisor Gateway A.02.08 *_
[ Axeda Deployment L

Axeda Desktop Server

Axeda Gateway

|21 Axeda Policy Server é—

.Broadcom Management Programs

31 Diskeeper 2010

& HP Support Assistant

=¥ Intel® Active Management Technelogy

|£|Java 7 Update 7

izl LiveUpdate 3.3 (Symantec Corporation)
—-_E:"-Microsof't .MET Framework 4 Client Profile

[ Microsoft Visual C++ 2008 Redistributable - 86 9.0.30729.17

5/ Microsoft WSE 3.0 Runtime

<, I

— Currently installed programs Total size: 119 GB
I | 20 programs installed

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Publisher

Adobe Systems Incorporated

Agilent Technologies
Agilent Technologies
Axeda Corporation
Axeda Corporation

Axeda Corporation
Broadcom Corporation
Diskeeper Corporation
Hewlett-Packard

Intel Corporation
Oracle

Symantec Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corp.

m

o Remove all Agilent and Axeda programs

Select a program, right click, and select uninstall/change to remove the program

Programs to remove

Agilent Remote Advisor Gateway A.02.09
Axeda Deployment

Axeda Desktop Server

Axeda Gateway

Axeda Policy Server

©Oo0oo0o0oOo
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